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[bookmark: _Toc210999863][bookmark: _Toc230171952]Executive summary
[bookmark: _Hlk211614159]The Australian higher education sector is navigating a period of rapid digital transformation alongside major legislative reforms aimed at strengthening data privacy and enabling public sector data sharing. This shift coincides with sweeping national higher education policy reform, driven by the Australian Universities Accord’s call for significantly expanded student equity data collection. This expansion is intended to underwrite new funding models, improve equity program evaluations, and ensure accountability.
The intersection of digital transformation and evolving higher education policy creates a strategic tension: while richer equity datasets are crucial for advancing policy goals, they contain sensitive personal information that heightens privacy, fairness, and governance risks. These risks are not hypothetical—misuse, overcollection, and poor transparency disproportionately affect equity cohorts. Yet the findings of this Fellowship suggest that many Australian universities remain significantly underprepared to meet the complex governance and ethical challenges these data require.
[bookmark: _Toc230171953]Research objective and questions 
Against this backdrop of intersecting challenges, research on data governance in Australian universities, particularly regarding sensitive student equity data, remains critically limited. This ACSES Equity Fellowship addresses that gap by examining three central research questions (RQs):
(RQ1): What are the current and emerging legislative and regulatory frameworks for data privacy in Australia, and how might pending reforms affect universities and the governance of student equity data?
(RQ2): How do Australian universities approach data and digital governance in their policies, and to what extent do these frameworks consider or prioritise student equity?
(RQ3): What challenges and opportunities do student equity practitioners and senior university leaders identify in balancing the value and risks of student equity data within current governance frameworks and cultures?
[bookmark: _Toc230171954]Methodology
[bookmark: _Hlk211614482]The research employed a multi-level, mixed-methods design, structured according to the “data work in context” framework (Foster et al., 2018), which examines data governance across macro, meso, and micro levels. The scope encompassed three interconnected streams of inquiry:
a review of the changing Australian legislative landscape relating to data privacy (macro level, RQ1)
a systematic content analysis of hundreds of university policies related to data governance, privacy, and student support (meso level, RQ2)
a qualitative study based on in-depth, semi-structured interviews with 21 university student equity practitioners and senior leaders (micro level, RQ3).
This integrated approach provides a grounded and holistic view of governance gaps, practitioner experiences, and opportunities for systemic reform.
[bookmark: _Toc230171955]Key findings
The findings reveal that Australian universities face significant and largely unresolved governance challenges in relation to student equity data, spanning three interconnected levels.
The privacy and regulatory landscape is fragmented and in transition. Australia's privacy framework remains a patchwork of Commonwealth, state, and territory legislation that creates significant ambiguity for universities navigating their governance obligations. Reforms underway, including proposed amendments to the Privacy Act 1988 (Cth), signal a clear direction towards more proactive, rights-respecting models of data governance, including privacy-by-design. However, the pace and unevenness of reform mean universities are operating amid shifting and sometimes contradictory obligations, with limited sector-specific guidance to support consistent practice.
Institutional policy frameworks are fragmented, siloed, and poorly equipped to govern equity data. Systematic analysis of policies across 39 Australian universities found that privacy, data governance, learning analytics, artificial intelligence (AI), and student support instruments frequently sit in separate silos, use inconsistent terminology, and are weakly cross-referenced. Students, staff, and even internal decision-makers are often unable to determine how equity-related data are collected, combined, and used, or what safeguards apply. The governance of grey data, including behavioural, inferred, and algorithmically derived information, falls largely outside existing frameworks.
Frontline equity staff and the students they serve bear the consequences of governance failure. The qualitative study, drawing on interviews with 21 equity practitioners and senior leaders, reveals the practical and ethical toll of these structural gaps. Staff routinely navigate ethically complex data decisions without adequate guidance, escalation pathways, or institutional protection. Growing demands for data-intensive evaluation, accelerated by the Australian Universities Accord, are intensifying pressure on universities to collect and use sensitive equity data faster than governance structures can support. Significant ethical burdens are shifted onto individual staff members rather than systems, while the student communities most affected bear disproportionate risk.
[bookmark: _Toc230171956]Recommended actions
Ethical and equity-centred data governance is not merely a compliance obligation—it is a condition for advancing student equity in the digital age. The report's nine recommendations are directed at four audiences.
The Australian Government Department of Education should embed privacy and data governance safeguards across the equity policy life cycle and explicitly permit equity program funds to support governance capability uplift in universities. The Australian Tertiary Education Commission (ATEC) and the Tertiary Education Quality and Standards Agency (TEQSA) should collaborate to establish a national baseline for student equity data governance and develop shared, sector-specific tools to drive consistency across a fragmented landscape.
For universities, the recommendations are both the most numerous and the most operationally immediate. They should adopt standards above legal minima and implement privacy-by-design; harmonise their data, digital, and equity policy frameworks; establish defined oversight pathways for evaluation activities outside Human Research Ethics Committee (HREC) review; embed participatory governance with paid student and staff co-design; and ensure frontline equity support is backed by resourcing, clear policy, and safe escalation.
Finally, peak bodies and professional associations should co-design and publish field- and cohort-specific practice standards and exemplars for ethical equity data governance.
What is at stake is trust, and the communities most affected by these practices must have a genuine voice in shaping them.

[bookmark: _Toc210999864][bookmark: _Toc230171957]Recommendations
[bookmark: _Toc230171958]Recommendations for government and policymakers
[bookmark: _Hlk203384246]Recommendation 1: The Australian Government Department of Education should embed privacy, data, and digital governance safeguards across the equity policy life cycle—design, implementation, and evaluation.
Recommendation 2: The Australian Government Department of Education should permit equity program funds to support privacy-by-design, ethical evaluation, and equity data governance capability in universities.
[bookmark: _Toc230171959]Recommendations for sector steward and regulator: ATEC and TEQSA
Recommendation 3: ATEC and TEQSA should collaborate to establish a national baseline for student equity data governance and provide shared, sector-specific tools to drive consistency across a fragmented landscape.
[bookmark: _Toc230171960]Recommendations for universities
Recommendation 4: Universities should adopt standards above legal minima and implement privacy-by-design and robust data and digital governance.
Recommendation 5: Universities should harmonise digital and data policy frameworks and centre equity across the policy suite.
Recommendation 6: Universities should establish defined oversight responsibilities for equity-related evaluation activities that fall outside HREC review.
Recommendation 7: Universities should embed democratic and participatory data governance and resource co-design with students and staff.
[bookmark: _Toc230171961]Recommendations for senior university leaders, peak bodies, and professional associations
Recommendation 8: Senior university leaders should ensure frontline equity support operates under a robust privacy-by-design data culture—backed by resourcing, clear policy, and safe escalation.
[bookmark: _Toc210999865]Recommendation 9: Peak bodies and professional associations should co-design and publish field- and cohort-specific practice standards and exemplars for ethical equity data governance.

[bookmark: _Toc230171962]Introduction and background
Rapid digital transformation is reshaping how governments and universities collect, manage, and utilise student data. In Australia, this shift is occurring alongside significant legislative reform aimed at strengthening data privacy (Attorney-General’s Department, 2022), enabling greater public sector data sharing (Data Availability and Transparency Act 2022 [Cth]), and guiding the responsible adoption of emerging technologies such as AI (Department of Industry, Science and Resources, 2024).
At the same time, national higher education policy is also undergoing sweeping reforms. The Australian Universities Accord (the Accord) has urged the Australian Government to adopt more ambitious equity targets and significantly expand student equity data collections (Department of Education, 2024a). These data are needed to underwrite new equity-focused “needs-based” funding arrangements (pp. 288–296), to better inform policy decisions, and “to measure progress, evaluate what works at a system level, and ensure accountability” (p. 111).
These two developments—digital transformation and sweeping changes to higher education equity policy—are converging within university data and digital governance systems, creating both new opportunities and complex risks. These challenges are especially pronounced for student equity cohorts.
As this ACSES Equity Fellowship research demonstrates, equity practitioners and university leaders are eager to harness data and digital technologies that support student autonomy, wellbeing, and success. Yet their work remains grounded in strong personal and professional commitments to student privacy, ethical data use, and the imperative to build and sustain trust.
This is especially critical given that even in their most basic, binary forms, student equity data necessarily contain personal, private, and often highly sensitive cultural, financial, and health information regarding both individuals and groups. In this light, equity data are risky data and particularly vulnerable to potential misuse and the production of “data harms” (Pangrazio, 2024).
At the same time, there is a widespread and persistent need for better and more meaningful equity data across the sector. Equity practitioners, researchers, and university leaders alike consistently report deep frustration with the quality, accessibility, and relevance of existing data systems. It is for this reason that the Accord’s final report calls on the Australian Government to pursue a program of what it terms “enhanced” equity data collection: “In addition to setting [equity] targets, Government must improve data collection to understand and address more granular indicators of disadvantage better” (Department of Education, 2024a, p. 117).
Alongside “more granular” data, the Accord also seeks more sensitive data, recommending an expanded equity data and reporting framework to monitor previously unrecognised equity groups, including first-in-family (FiF) students, mature-age students, care leavers, refugees, carers, certain language groups, and prisoners (Department of Education, 2024a, p. 117).
Although such data are essential to advancing student equity, their collection, management, and use involve a complex interplay of risks, responsibilities, and competing interests. Without robust governance and risk management systems, universities may inadvertently undermine their equity goals, entrench existing inequalities, and shift institutional risks onto students themselves, or the already overburdened staff responsible for providing high-quality support.
Achieving these goals, in line with the Accord’s objectives, demands a strong, consistent, and sector-wide commitment to transparency, accountability, and meaningful stakeholder involvement in data and digital governance. The challenge is not merely technical; it also requires embedding responsible, accountable, and equity-centred governance within institutional data cultures.
[bookmark: _Toc210999866][bookmark: _Toc230171963]Project rationale
In a context of increasing regulatory complexity and heightened expectations for institutional accountability via enhanced data collection, analysis, and sharing, research on the unique challenges faced by Australian universities in governing student data remains notably scarce.
A recent study by McNicol et al. (2024) provides a notable exception, exploring the unique challenges of enterprise data governance programs in Australian universities, though it does not focus specifically on student equity data. This research gap is even more acute given the sensitivity and increased risks involved with student equity data.
While very little is known about data governance practices in Australian universities, even less is known about how equity data practices are understood, contested, and enacted by those directly engaged in what is collectively referred to as “equity work” in this report. The perspectives of equity practitioners, researchers, and university leaders—those tasked with navigating the tensions between institutional demands, professional ethics, and student trust—remain largely absent from the literature. As the sector moves towards a more expansive and granular data regime, amid ongoing legislative privacy reforms, there is an urgent need to understand these emerging challenges as experienced by those doing this critical work within Australia’s universities.
[bookmark: _Toc210999867][bookmark: _Toc230171964]Concepts
[bookmark: _Toc210999868][bookmark: _Toc230171965]Equity work as data work
As a step towards filling this gap, this project foregrounds student equity work as data work—a concept used here to highlight the often underappreciated, yet essential tasks involved in producing, managing, interpreting, and communicating data within various organisational settings (Foster et al., 2018; Møller et al., 2020). Data work, as a concept, extends beyond purely technical function; it encompasses the broader sociotechnical elements referred to in this report as data and digital governance:
Data work is also concerned with the human and ethics. It interfaces with people’s questions, rights, and concerns about data and includes the tasks of managing and mitigating those concerns. (Møller et al., 2020, p. 52)
While the concept of “data work” can be applied to many organisational settings, it has gained particular currency in health care (Jarke & Büchner, 2024; Møller et al., 2020), where the parallels with student equity work, particularly that of disability support and advising, are apparent. Equity practitioners similarly engage in regular data-related tasks—often alongside, but in some cases, fully integrated within their primary roles—to identify students in need of support and to help ensure their success.
By foregrounding equity work as data work, this report emphasises the central role of student equity practitioners in organisational and sector-wide aspirations to become increasingly data driven, evidence based, and data informed. While equity work has always carried elements of data work, organisational “data care arrangements” (Jarke & Büchner, 2024)—or the responsibility for data production, maintenance, and responsible use—are increasingly delegated to practitioners of all types, including those who are not formally trained data professionals. In other words, “data care” is now a core duty for nearly all student equity practitioner roles within Australian universities.
Moreover, with the sector now embracing the need for widespread and rigorous evaluation of student equity programs, in the pattern established by the Student Equity in Higher Education Evaluation Framework (SEHEEF) (Robinson et al., 2021), equity work is becoming further intertwined with data work. Such work requires careful attention, negotiation, and management to ensure the responsible handling of sensitive student data (Jarke & Büchner, 2024).
[bookmark: _Toc210999869][bookmark: _Toc230171966]Data and digital governance
This report adopted an integrated approach to data and digital governance, recognising that in contemporary university contexts, these domains are deeply interconnected. Consequently, a singular focus on data alone is insufficient to capture the broader sociotechnical systems that now shape universities. The full spectrum of digital technologies used to produce, collect, and utilise student data must also be considered. In brief, of concern is not just the personal data of students but also the digital technologies they empower and the purposes they are put to.
Emerging scholarship on “postdigital education” (Fawns, 2023; Hayes et al., 2024) and “sociodigital futures” (Sriprakash et al., 2024) emphasises that digital technologies are not simply layered onto existing educational systems. Rather, they are embedded in the daily practices that shape how educational relationships, decisions, and values are formed.
In this view, both data and digital technology systems influence who is involved in decision-making and how educational purposes are defined. Therefore, this report treats data and digital governance as overlapping, mutually reinforcing areas of institutional practice and concern.
Researchers have identified two forces that are central in this context. The first is “datafication”, or the ever-increasing transformation of social processes into quantifiable data (Mejias & Couldry, 2019). The second is “digitalisation”, referring to the widespread embedding of digital systems and technologies across university operations (Komljenovic, 2022). Together, they raise complex questions about institutional responsibility, oversight, and ethics in the handling of student data, and thus must be considered in tandem.
A second challenge for data and digital technology governance in Australian universities is twofold: determining which technologies require oversight and defining what form that governance should take.
This report uses the term “digital” in a deliberately broad sense, covering the full range of existing and emerging technologies embedded across the higher education sector. The original proposal for this Fellowship used the term “data and AI governance”, but over the course of 2024 it became clear that institutional conversations were dominated by a single technology: generative AI (GenAI). These discussions often focused narrowly on concerns related to assessment integrity and the potential for academic misconduct.
For example, in June 2024, TEQSA asked all registered higher education providers to assess the impact of GenAI on research, teaching, learning, and assessment, and to submit institutional action plans detailing how each institution would work to uphold academic standards (TEQSA, 2024, p. 2). While it is an appropriate measure, this focus on GenAI has left little room for a sector-wide consideration of other digital technologies—many of which are data intensive and already deeply embedded—that carry equally significant risks to student equity and overall educational quality.
Well before the rise of GenAI, the widespread adoption of predictive and prescriptive analytics in universities had already raised concerns regarding algorithmic bias and its potential to reinforce existing inequalities (Baker & Hawn, 2022; Stephenson et al., 2022). Others have raised concerns regarding the commercial dominance of for-profit digital platforms in universities (Komljenovic, 2021) and the subsequent erosion of student privacy these platforms can cause (Sheridan, 2022).
This Fellowship project has identified a wide range of institutional policies referring to digital technologies beyond GenAI, including learning analytics, predictive modelling, assistive technologies, and broader AI systems. These technologies raise complex governance and equity issues and deserve the same scrutiny that is currently applied to GenAI. Moreover, the inconsistent terminology used across institutional policies—sometimes even within a single institution—complicates governance and weakens transparency.
For these reasons, this report uses the broader term “digital” to describe technologies that generate, capture, and utilise student data. It also calls for clearer and more consistent language, and for harmonised governance approaches across institutions and policy domains.
[bookmark: _Toc210999870][bookmark: _Toc230171967]What is governance?
This Fellowship report defines data and digital governance as the collection of formal structures, policies, roles, and decision-making processes that guide how data and digital technologies are responsibly used and managed in universities. These include institutional mechanisms—such as oversight committees, role-based responsibilities, and internal policies—as well as broader macro-level frameworks, such as legislation, regulatory standards, and national sector guidelines. Collectively, these layers of governance not only determine how student data are collected, secured, interpreted, and shared but also shape who is included or excluded in key decisions.
For this reason, the report also advocates for governance models that are meaningfully participatory and democratic, engaging students, staff, and other community stakeholders in decision-making processes (Knight et al., 2023; Sloane et al., 2022; Stephenson & Harvey, 2022). The work of Cheong and Nyaupane (2022) on “smart campuses” has underscored this need, showing that weak or opaque governance structures can erode trust, foster confusion, and leave students feeling surveilled or coerced.
Raaper and Komljenovic (2022) argued a similar point, observing that universities were being increasingly subsumed by the digital economy. They argued that students are increasingly positioned as passive “data subjects” rather than active participants in institutional governance (p. 23). While formal student representation may exist, the digital data that students are compelled to generate, through their interactions with digital university platforms, are often used to inform decisions without their knowledge, consent, or involvement.
In response, these scholars and others have advocated for a renewed focus on participatory governance models, warning that a lack of such oversight risks disempowering students and undermining institutional accountability (Dollinger & Lodge, 2019; Stephenson & Harvey, 2022; Swist et al., 2024).
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While equity work has long been deeply embedded in data work, the current era of rapid digital transformation and significant legislative change makes it critically important to better understand this relationship and the challenges and opportunities it presents. Section 7 of this report shows that many equity practitioners and senior university leaders have a sense that institutional data-handling and governance practices are not fully mature or lack clarity. Many of the research participants expressed sentiments similar to one particularly pithy remark shared early in the project: “We do an awful lot of work in the grey, don’t we?”
This report contextualises participants’ uncertainty, details the complexities of handling sensitive student data in equity practice, and provides practical recommendations for government, universities, and practitioners working in the grey zones where equity and data governance meet.
To guide this inquiry, the research was structured around three core research questions (RQs):
(RQ1): What are the current and emerging legislative and regulatory frameworks for data privacy in Australia, and how might pending reforms affect universities and the governance of student equity data?
(RQ2): How do Australian universities approach data and digital governance in their policies, and to what extent do these frameworks consider or prioritise student equity?
(RQ3): What challenges and opportunities do student equity practitioners and senior university leaders identify in balancing the value and risks of student equity data within current governance frameworks and cultures?
Together, these primary RQs shape the structure and focus of the report, but they are supplemented by sub-research questions (SRQs) where needed to provide additional clarity and granularity. For example, an important SRQ is explored in Section 4: “What counts as student equity data, and why centre equity in data and digital governance?”
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This Fellowship sought to illuminate the complex tensions, challenges, and opportunities that arise as student equity work increasingly intersects with data and digital practices in Australian universities. To guide this inquiry, the Fellowship and its final report were structured around the “data work in context” framework proposed by Foster et al. (2018).
According to Foster et al. (2018), data work involves creating value through organising, analysing, interpreting, and using data to inform decisions. However, they also emphasised that such work entails significant risks—including ethical issues related to ownership, privacy, and trust, as well as practical concerns such as data breaches and algorithmic bias. Effective governance is necessary to manage these risks and must operate across three interconnected levels:
1. macro-level national laws and sector-specific regulations
meso-level organisational policies, cultures, and governance mechanisms
micro-level conditions experienced by professionals involved in data work.
This framework highlights that micro-level data work—how individuals balance the value of data against their inherent risks—does not happen in a vacuum. Rather, it is shaped by the cascading effects of legal, regulatory, and institutional systems. Equity practitioners operate within these overlapping and occasionally contradictory layers of national and state legislation, sectoral norms, and institutional cultures. These structures can either enable or impede efforts to make equity data both useful and safe.
Section 4 of this report asks, “What counts as student equity data, and why centre equity in data and digital governance?” The section critically re-examines what counts as “equity data” in Australian higher education. It traces the origins and limitations of the official equity data framework and highlights the growing relevance of incidental, behavioural, and algorithmically inferred data in increasingly digital university systems. The analysis advocates for a more expansive and risk-based approach to equity data governance—one that addresses emerging risks, collective harms, and the relational nature of data in a digital era.
Section 5 shifts the focus to the question, “What are universities required to do?” Addressing RQ1, it places this expanded view of equity data within the broader context of macro-level governance. The section outlines Australia’s fragmented privacy law framework, reviewing key national, state, and territory legislation, policies, and regulatory structures that affect the university sector. It also explores how current debates and proposed reforms in privacy and digital governance should inform a stronger, more coherent vision for data governance in support of equity goals.
Section 6 asks, “What do universities say they will do?” Addressing RQ2, it presents a summary analysis of hundreds of publicly available policies across Australian universities, examining how institutions are currently approaching data and digital governance. It pays particular attention to how student equity considerations are addressed, prioritised, and sometimes overlooked within these frameworks.
Section 7 turns to practice, asking, “What is the experience of equity practitioners working within these governance structures?” Addressing RQ3, this section presents the Fellowship’s most substantive contribution: high-level findings from a qualitative study involving 21 equity practitioners and senior university leaders from across the sector. Participants described a complex operational landscape in which they are expected to collect, interpret, and act on equity-related data—often involving sensitive personal information—while also upholding their professional and ethical obligations to student privacy and wellbeing.
Their accounts reveal persistent tensions between recognising the value of student data and managing its significant risks. Institutional policies and governance systems were often seen as vague, fragmented, or disconnected from the realities of equity work. Many participants spoke of working “in the grey”, where they must bridge policy gaps, translate abstract principles into practice, and make ethical decisions in the absence of clear guidance. By bringing these everyday experiences to the forefront, the report provides a grounded view of the many challenges that equity practitioners must navigate in an increasingly data-driven environment.
Finally, Section 8 summarises the report’s recommendations.
Reader’s note. Some sections of this report include a brief “bridge note” linking the discussion to specific recommendations. Bridge notes are used sparingly and appear in italics with recommendation numbers in bold, for example: This section supports R5 (harmonise frameworks) and R3 (national baseline and shared tools).
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[bookmark: _Toc230171970]What counts as student equity data?
Australian higher education student equity policy has long been a markedly data-dependent and numbers-driven enterprise (Gale, 2012), and in this light, “equity work” has always been “data work”. Consistent with this data dependency, “equity” itself has been largely understood in statistical terms: its goal is achieved primarily by seeking the “proportional representation” of identified groups (Harvey et al., 2016). This section serves two purposes: to re-examine what constitutes “equity data” in Australian higher education and to detail the substantial data governance challenges that a more refined view brings to the forefront.
This section frames the case for R3 (national baseline and shared taxonomy), R4 (privacy-by-design in practice), and R5 (harmonised policy suite).
[bookmark: _Toc210999882][bookmark: _Toc230171971]The legacy equity data framework
Nationally uniform methods for quantifying student equity were first systematised following the publication of A Fair Chance for All (Department of Employment, Education and Training, 1990), the Australian Government’s landmark higher education equity policy paper. Among its many contributions, the paper identified six core underrepresented groups that would remain the focus of student equity policy over the ensuing decades.
While A Fair Chance for All set the broad policy strokes for student equity, the Martin Committee later took responsibility for establishing standardised definitions for the six core “equity groups”[footnoteRef:1] and introducing a standard suite of equity performance metrics—commonly known as the “Martin Indicators”—that could be adopted and applied across the sector (Martin, 1994). [1:  In the interest of clarity, consistency, and alignment with Australian higher education policy conventions, this report uses the terms “equity groups”, “equity students”, and “equity” in a general sense. However, the fact that these terms are contested and often replaced by alternatives such as “target groups”, “priority groups”, or “equity-deserving groups” is acknowledged.] 

This original national “equity framework” has remained remarkably consistent over subsequent decades. Minor adjustments have been made to group definitions, including calculation methods and naming conventions, while governments have periodically changed policy aims, targets, and the funding allocated to each group. Current Australian higher education policy prioritises four key equity groups, now often referred to as “target” or “priority” groups:
students from low socio-economic status (SES) backgrounds
First Nations Australian students (or Aboriginal and Torres Strait Islander students)
students from regional or remote areas
students with disability.
[bookmark: _Hlk211684157]Of the original six equity groups, two are no longer a core focus of government policy, a shift highlighted in a review by Tomaszewski et al. (2018) and recently reflected in the Accord final report (Department of Education, 2024a). These groups are:
[bookmark: _Hlk199241720]women in non-traditional areas
students from non-English speaking backgrounds (NESBs).
The creation of the original six core groups was not without controversy. As Martin (2016) later reflected, universities were initially reluctant to share detailed student data with the government, citing concerns about institutional autonomy, administrative burden, and the sensitivity of certain types of data—particularly data relating to students with disability (see also Brett, 2016).
As a result, the equity group measures were designed to prioritise simplicity, or data minimisation, and were based almost exclusively on the use of existing university administrative data. For this reason, the resulting legacy equity framework is suited primarily for high-level monitoring of just six core equity group participation and outcome rates rather than for determining individual levels of educational disadvantage (Martin, 2016, p. 31).
[bookmark: _Toc210999883][bookmark: _Toc230171972]Towards a more refined equity data framework
The data used to identify the four “target” or “priority” cohorts described above are what are commonly thought of as “equity data” or, perhaps, “official equity data”. Australian universities are required by government to collect and report these specific forms of student equity data to the Department of Education via the Tertiary Collection of Student Information (TCSI). In this way, these official student equity data are used by government and universities to fulfil statutory responsibilities.
This external reporting serves to fulfil accountability and transparency obligations under the Higher Education Support Act 2003 (Cth) (HESA), thereby enabling government to allocate funding, monitor equity group representation and outcomes, and inform evidence-based national policy and reporting. Universities will also use these “official” equity data collections for their own internal purposes. Because of their relatively low dimensionality and fidelity, these data are sometimes described as “binary” or “dichotomous” categories (Tomaszewski et al., 2018), reflecting their largely unrefined “yes” or “no” nature. This is made particularly clear in the way they are often presented in statistical analyses (for example, low SES versus not low SES).
The blunt and unrefined nature of the “official” or legacy framework and data collections has led to a large body of research indicating the need for more numerous, and more granular, indicators of disadvantage. These calls for enhanced data collections have focused largely on three broad approaches to the expansion or improvement of equity data collections. Each creates its own mix of value and risk generation that must be addressed through effective governance.
First, many proposals have argued for the formal recognition of additional “equity groups” within the national equity framework. This includes calls for enhanced data collection and reporting on students from a variety of backgrounds, personal circumstances, population groups, and other characteristics, including histories of personal hardship (Tomaszewski et al., 2018).
As mentioned earlier, the Accord has called for official data collections and reporting to be expanded to include FiF students, mature-aged learners, care leavers, refugees, carers, certain language groups, and prisoners (Department of Education, 2024a, p. 117). The wording used in the Accord’s final report suggests that some of these groups should be considered for full “target cohort” or “equity group” membership at a future time—as determined by ATEC—while indicating that other groups may require enhanced data for monitoring purposes only.
[bookmark: _Hlk209965974]Second, other proposals have stressed the need for more refined and granular data to be captured for the existing core equity groups. For example, acknowledging the many pitfalls of area-based indicators of SES, researchers have suggested individual-level measures—including more refined data on parental education and occupation, or other direct measures of family income (see Tomaszewski et al., 2018, for a full discussion). While such proposals are likely to increase the value of SES indicators, they are also certain to increase the risks relating to privacy and data governance.
Third, proposals have also centred on the perceived need for greater recognition of intersectionality—or the cumulative disadvantages associated with multiple equity group membership. In their extensive review of cumulative disadvantage, Tomaszewski et al. (2020) tested five prototype measures (A–E) using data collected for the four primary “equity groups” (low SES, First Nations, regional or remote, and disability). The authors found these existing data sufficient for developing the new measures. 
However, although no additional data sources may be required as inputs, the prototype measures would generate new forms of equity data if adopted within the framework, including individual scores, composite scores, and categorical indices of disadvantage. As discussed below (Section 4.4.4), these new and expanded data forms raise further challenges for privacy and data governance. Tomaszewski et al. (2020) were clearly alert to this risk, advocating for the development of ethical data governance guidelines before any implementation.
For its part, the Accord final report (Department of Education, 2024a) has recommended that the loadings for its proposed “needs-based funding” system “should recognise the cumulative and compounding effects of disadvantage” (p. 138). While it stops short of proposing a specific measure for cumulative disadvantage, or its wider adoption, it suggests that these decisions should be made by ATEC upon its establishment.
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Understanding equity data requires distinguishing the two principal types of data that support core equity group identification: derived data and self-disclosed data. When viewed through a data governance lens, each presents a critical trade-off between value and risk.
First, derived data involve the creation of new information by processing, analysing, or combining existing raw data according to human-defined rules or formulas. For example, the definitions for low SES and regional students are derived by linking a student’s postcode(s)—used as a geographic indicator—with Australian Bureau of Statistics Census data. As relatively coarse, area-based proxies, both definitions have been widely critiqued for their limited precision and questionable utility in accurately identifying individual disadvantage (Tomaszewski et al., 2018).
Less frequently acknowledged, however, is that students are automatically assigned to these derived equity categories without explicit notification or consent. From both data governance and equity practitioner perspectives, this lack of transparency can raise significant concerns. These concerns are particularly acute for the low SES category because most students are likely unaware that they have been classified, and potentially targeted for support, according to a proxy indicator for SES. The combination of limited accuracy and low transparency restricts the utility of these data, a view strongly echoed by participants in this research.
In addition to the four priority equity groups, such as low SES and regional or remote students, several other less-recognised categories—what Crawford (2022) described as “equity-like” groups—can also be identified through the combination of existing TCSI data elements that are collected for government reporting.
For example, legacy equity groups such as women in non-traditional areas may be derived through the combination of gender (E315) and field of education (E461) TCSI data elements. Similarly, and although now seldom used, students from a NESB could be derived through three different data elements: citizen resident code (E358), year of arrival in Australia (E347), and language spoken at home (E348).
FiF status, according to some proposed definitions, may be identified from student reports of their parents’ level of educational attainment (E573 and E574) (O’Shea et al., 2024). Furthermore, while no specific field for refugee status exists, very limited information can be derived from the student’s reported visa status using the TCSI data element E358 (citizen resident code), specifically the value for a permanent humanitarian visa (Molla, 2021). Lastly, mature-aged students—also referred to as mature and returning students (MARS)—may be identified directly from the date of birth information institutions already submit; however, deriving this status is complicated by the fact that universities do not use a standardised age threshold.
The second broad data type consists of self-disclosed or self-identified equity groups, specifically First Nations Australian students and students with disability. These data are typically collected directly from the student during the enrolment process, but disclosures can also be made or withdrawn at any point during their studies. Importantly, and unlike most of the derived equity categories, self-disclosed equity group membership may be represented in datasets as either static or dynamic characteristics because a person’s status can change over time.
The reliance on self-disclosure for these groups has raised concerns about both under- and over-reporting, partly because of variations in collection and reporting methods across institutions (Tomaszewski et al., 2018). A rich body of research now details the barriers and hesitancy many students experience when asked to disclose these identities or statuses to their universities or to government (Clark et al., 2019; Grimes et al., 2017; Hollinsworth et al., 2021). For example, Grimes et al.’s (2019) study of students with disability found that some participants withheld or revoked disclosures because of concerns about privacy, lack of control over internal university disclosures, and fears of stigma and discrimination.
Unlike derived equity data categories, self-disclosures of equity status are typically accompanied by data privacy collection notices. These notices should explicitly inform students about how, by whom, and for what purposes their personal information will be used.
While collection notices provide an important level of transparency, they still suffer from the many issues that have been identified with “notice and consent” models of privacy protection more generally (Manwaring et al., 2021). For example, there are persistent concerns regarding the clarity, consistency, and comprehensiveness of these notices. In practice, the complexity of privacy notices—or alternatively, their lack of specificity—can lead to familiar attitudes of privacy “resignation” or “cynicism” (Draper et al., 2024; Hoffmann et al., 2024).
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[bookmark: _Toc210999886][bookmark: _Toc230171974]The creation and collection of equity data
To continue refining our understanding of equity data, its multiple points of creation and collection are now considered, alongside the unique data governance challenges each mode creates. The focus here is on outlining four broad modes of equity data capture—systematic, incidental, indirect, and inferred—and briefly examining the value and risks presented by each. While the taxonomy is neither exhaustive nor without a measure of overlap, it provides a useful means for highlighting the true diversity of data production and its attendant governance demands.
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The most familiar mode of data capture is systematic collection, exemplified by the national TCSI collection. This approach represents the mandatory, sector-wide process that generates the “official” equity data used by government to inform policy formation and monitor sector performance. From a data governance perspective, the implementation of this systematic collection process yields several key benefits.
First, data elements within systematic collection are ideally sourced directly from the students themselves. Excluding instances when data are derived or merged with external indices (such as with low SES categorisation), this direct collection provides students with a foundational level of awareness and transparency regarding the personal information collected via TCSI.
Second, TCSI data collections operate under a clear legal foundation because the submission of these data elements is required by HESA. Furthermore, data collected under HESA and via TCSI are automatically subject to the federal Privacy Act 1988 (Cth). This legal linkage provides essential sector-wide consistency regarding transparency, minimum requirements for privacy collection notices, and the broader data protections required by the Act (discussed more fully in Section 5).
Third, systematic collection underpins national standardisation and consistency, both essential for effective policy analysis. By mandating common data elements and definitions across institutions and over time, TCSI ensures the data remains reliable for longitudinal analysis and sector-wide comparability.
The benefits of systematic data collection are manifold, particularly its power to bring underrepresented or disadvantaged student cohorts to light. Consequently, equity stakeholders often advocate for expanding these collections to capture more groups and achieve greater data refinement, operating on the principle that what goes unmeasured also goes unaddressed and unfunded.
Despite the significant benefits of standardisation, systematic data capture systems such as TCSI face at least three major challenges. First, data capture is often undermined by significant under-reporting and missing data, a problem particularly acute for voluntary fields, where a lack of trust in institutional and government data collections may deter student disclosure. Second, the inherent inflexibility of a standardised system can lock in particular ways of representing groups and limit the utility of the data. The long-running debate over how to define and categorise students with disability illustrates this problem: established system categories are often criticised as being “not fit for purpose” (Pitman et al., 2023). Third, despite the national mandate, data collection practices can still differ significantly between institutions, creating disparities in data quality and reducing the veracity of national datasets. These inconsistencies have been especially evident in relation to the collection of disability data, as recognised by the Accord (Department of Education, 2024a, p. 116).
[bookmark: _Toc210999888][bookmark: _Toc230171976]Incidental data creation and collection
In contrast to systematic collection, incidental equity data arises in two ways: (i) through the incidental creation of information as a by-product of routine interactions with the university (for example, advising notes, case management records, learning management systems [LMS] activity); or (ii) through non-systematic, local collection for administrative or support purposes. These data can surface equity-relevant needs, but they are not collected under a governance regime characterised by notice, consent, and transparency and therefore do not allow for the same range of uses as those seen with systematic data collections.
For example, care leaver status—students who have experienced out-of-home care—is seldom systematically captured by Australian universities. A study by McNamara et al. (2019) found that only one out of 28 universities systematically collected this status via optional disclosure (with the implied provision of a privacy notice). A further three universities indicated that disclosures were held in the confidential client records of student support services, demonstrating the highly incidental and privileged nature of these non-systematic records.
Military veterans have also been suggested for inclusion in national and institutional equity group data collections. A study by Harvey et al. (2018) found that approximately one third of veterans had “disclosed” this status to their university. These were, however, incidental disclosures, which included “supplying standard employment history, seeking credit for prior learning, and seeking access to support services” (p. 23).
In the absence of systematic and well-governed data collection practices, such incidental disclosures have limited utility. Nonetheless, they remain important forms of equity data that present unique governance concerns, particularly when determining the scope of a reasonable secondary use. Moreover, these examples clearly illustrate that the data work supporting equity initiatives often extends well beyond official TCSI collections and the core target equity groups commonly recognised in government policy.
[bookmark: _Toc210999889][bookmark: _Toc230171977]Indirect data creation and collection
The third mode of data capture is indirect collection, which may include captures of highly sensitive equity-related information disclosed by students to a third-party intermediary, rather than directly to the university or the government. This category includes, for example, the comprehensive data collected by State Tertiary Admissions Centres (TACs) for equity-focused special entry schemes and scholarships.
The TACs are generally independent, non-profit companies owned by their member universities. Accordingly, the sharing of this highly sensitive equity data is governed by contractual agreements between the TAC and the institution, rather than by the direct statutory mandates that govern systematic data collection. These bilateral contracts are the primary mechanism for governing such data. However, this approach creates opacity, as the agreements are typically inaccessible to data subjects. As a result, individuals may have limited capacity to understand or influence the use, protection, and disposal of their personal information (Krebs & Bennett, 2024).These schemes ask students to provide highly sensitive, and equity-relevant, information in exchange for benefits such as supplementary points credited to their Australian Tertiary Admission Rank (ATAR) or confirmation of eligibility for equity-focused scholarships. The disclosures required can be detailed and deeply personal, often including documentation such as medical reports to confirm disability status or detailed statements of financial or personal hardship. This makes special entry access schemes data among the most sensitive equity data collected within the sector, a point strongly reflected by many of the participants in this research.
[bookmark: _Toc210204726][bookmark: _Toc210671768][bookmark: _Toc210722813][bookmark: _Toc210749455][bookmark: _Toc210749593][bookmark: _Toc210749731][bookmark: _Toc210749869][bookmark: _Toc210750001][bookmark: _Toc210759205][bookmark: _Toc210759656][bookmark: _Toc210902391][bookmark: _Toc210908655][bookmark: _Toc210909890]Despite being highly detailed and capable of confirming individual disadvantage, the place of these indirect data in the broader equity ecosystem remains ambiguous, and their utility is limited. This paradox is primarily driven by the fact that the information is collected by an external body largely for a single purpose. Consequently, these third-party data are typically not systematically integrated into a university’s general enterprise data, nor are they used for a range of possible secondary applications. They remain a key and often overlooked part of the equity data ecosystem in Australian higher education.
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The abovementioned modes of data creation and collection have focused largely on adjudicating a student’s equity group membership or status. This report seeks to extend that view, contending that in the age of digitalisation and datafication, equity data must be understood as encompassing far more than traditional group classifications. The picture is complicated by a fourth, and increasingly critical, form of equity data creation: inferred data.
While inferred data are often treated as synonyms or subtypes of derived data (recalling the discussion of low SES and regional groups in Section 4.3), data scientists and law scholars frequently draw out essential differences between the two types, and for good reason. The distinction hinges largely on the process of data creation, and the types of data used to create new, and previously unknown, data:
Derived data rely on a low analytical leap, representing a direct, administrative calculation or classification (for example, classifying a student as mature-aged according to a provided birthdate).
Inferred data, conversely, involve a high analytical leap based on probability, pattern recognition, or machine learning, creating wholly novel insights or predictions. (Custers & Vrabec, 2024, p. 5)
Despite this complexity, inferred data are frequently associated with “big data” and the use of powerful machine learning or predictive analytics techniques. For example, social media platforms may infer personal characteristics about users, even sensitive attributes, not based on data the user knowingly volunteers but through algorithmic inferences based on other behavioural data.
While inferred data are becoming increasingly widespread, two examples of inferred data that are presently part of the equity data ecosystem can be briefly highlighted: cumulative disadvantage scoring and predictive “at-risk” monitoring.
Once again, many of the approaches to calculating a composite cumulative disadvantage scoring (Tomaszewski et al., 2020), as mentioned in Section 4.2, are examples of inferred data. These scores are not collected from the student as a raw input but are instead mathematically, statistically, or algorithmically constructed inferences or predictions of disadvantage. Similarly, outputs generated by many forms of academic risk profiling and predictive analytics—sometimes described as learning analytics, propensity modelling, or risk scoring—would qualify as inferred data. In higher education, these processes are often used to infer a student’s likely risk of attrition, academic difficulty, progression, or success (Stephenson et al., 2022). 
Inferred data carry many important implications for equity-deserving individuals and cohorts. Here the focus is on just three of these that carry important implications for the governance of student equity data.
First, it is important to recognise that inferences can identify, with a level of probability, what are considered equity group traits in individuals without their knowledge. As Custers and Vrabec (2024) pointed out, inferred predictions “may concern characteristics that people may not want to disclose about themselves (such as sexual orientation or mental health)” and in some applications, these may be “characteristics that people may not even know about themselves” (p. 5). Like the derived equity categories observed in Section 4.3—but particularly, low SES—they share with inferred data a problem, or challenge, of transparency, notice, and consent. In plain terms, equity group identification can be the output—inferences can be used to reveal equity, or equity-like, traits at scale and with little or no transparency. This was a central concern of the Australian Government’s recent review of the Commonwealth Privacy Act 1988 (Attorney-General’s Department, 2022), which is returned to in Section 5.
Second, while machine-powered inferences can identify equity, or equity-adjacent traits, without a student’s knowledge, they can also leverage existing equity data—either derived characteristics or self-disclosed—for a variety of inferential purposes. This is to say, equity characteristics can be used as inputs. As mentioned above, those who design academic risk profiling programs may choose to incorporate a student’s equity characteristics as input data, within a predicative analytics process (Stephenson et al., 2022). Using traditional equity data categories as inputs for inferential processes raises significant ethics and governance concerns. We address these issues throughout this report, with detailed analysis in Sections 6.5.3 and 7.3.9.
The third point to stress about inferential data, both when it is used to identify or reveal equity characteristics (output), or when equity characteristics are used to power an inferential process (input), is the group or relational aspects of inference.
In fact, the ubiquity of digital data collection, when combined with powerful algorithmic inference, has also fundamentally changed how data about people are understood. As Viljoen (2021) argued, data in the digital age are not merely individual and descriptive but fundamentally relational. They are produced and utilised to generate inferences based on population-level patterns rather than solely on individual attributes. This creates new risks for equity groups that extend beyond direct data collection to include predictive classification and the repurposing of data across multiple contexts.
This relational dynamic is a central insight and concern of the Indigenous data sovereignty movement, both internationally and within Australia, which asserts the collective right of Indigenous peoples to govern the collection, ownership, and application of data concerning their communities (Rana & Azeez, 2025). These insights regarding the relational and collective nature of data about, and collected from, Indigenous peoples challenge Western conceptions of privacy, which typically centre on the individual. These principles are embedded in the CARE Principles for Indigenous Data Governance, in which the “C” (Collective) emphasises that Indigenous privacy relates to communal as well as individual privacy (Carroll et al., 2020).
In the domain of disability services and welfare, scholars and advocates have also drawn attention to the potentially harmful effects of algorithmic and inferential data practices. As van Toorn and Scully (2024) argued, such systems often reduce complex, relational experiences of disability to functional scores, producing both epistemic and material harms. These digital harms emerge when systems fail to account for the social and political contexts that shape need, and instead rely on narrowly defined, decontextualised data points.
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Taken together, these insights indicate that our understanding of student equity data must expand to include the volumes of digital data that are now routinely captured, linked, enriched, and leveraged to create inferences and algorithmically formed “unknowing collectives” to which individuals are assigned (Wong et al., 2024, p. 11). Therefore, the governance of equity data must now address new sources of value and risk, along with increasing technical and ethical complexity.
While recent discussions have rightly called for expanding data collections to include new equity groups, this analysis shows that the landscape of equity-related data is already much broader than is often acknowledged and extends well beyond the official group classifications represented by the Martin Indicators. To meaningfully embed equity within contemporary data and digital governance frameworks, a more expansive and complex terrain must now be reckoned with. This includes not only self-disclosed and administrative data but also a range of often-unacknowledged data forms—incidental, third-party, behavioural, relational, and algorithmically inferred—all of which profoundly shape how students are seen, supported, and sorted.
The concept of grey data, as articulated by Borgman (2018), offers a useful lens for understanding this expanded equity data landscape. Grey data refer to the vast array of data collected through universities’ routine academic, administrative, and service functions—such as data from LMS, student ID cards, library systems, and digital platforms. Much of these data are collected, stored, and deployed without formal institutional oversight because they are “difficult to identify or govern” (p. 371), yet they are increasingly used in ways that can influence high-stakes decisions about individuals and groups. As Borgman (2018) emphasised, grey data can be aggregated and repurposed to create inferred profiles or predictive classifications, often without the knowledge or consent of those affected.
These practices raise significant concerns about privacy, transparency, and accountability—particularly when equity-related inferences are derived from systems originally intended for administrative or educational functions. Understanding equity data today requires engaging with the often-hidden governance challenges posed by grey data, along with the inferences, privacy risks, and broader potential for data-related harms they entail.
This mapping of systematic, incidental, indirect, and inferred (“grey”) equity data underpins R3 (national baseline and shared taxonomy or minimum controls), R4 (privacy-by-design implementation—PIAs, model-risk, access or retention), and R5 (harmonised treatment of third-party and local data across the policy suite), and motivates R1 (life cycle guardrails in equity policy reforms).
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Australian privacy law, beginning with the Privacy Act 1988 (Cth) and reflected in state and territory law, has established a tiered approach to data protection. This framework distinguishes between two categories of information: “personal information” and the more stringently protected subcategory of “sensitive information”. Although this report explores Australian data privacy law in greater detail in Section 5, this subsection introduces this fundamental distinction and highlights its significance to equity work as data work.
This section motivates R1 (life cycle guardrails in equity policy), R3 (national baseline and shared definitions or controls), R4 (risk-based, privacy-by-design implementation), and R9 (profession-led practice standards and exemplars).
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Personal information is defined as any “information or opinion about an identifiable individual, or an individual who is reasonably identifiable” (Privacy Act 1988 [Cth], s 6[1]). This classification is significant because it triggers a range of obligations under the Australian Privacy Principles (APPs)—the core set of legally binding rules or principles in the Privacy Act—regarding the collection, use, disclosure, storage, and security of such data, as well as individuals’ rights to access and correct their information.
Any data that fail to meet the definition of “personal information” are subsequently not subject to the protections of the Privacy Act. This holds many important implications for student equity work as data work.
A key limitation of Australian privacy law is that its definition of personal information struggles to accommodate contemporary data practices. As a result, many forms of inferred or algorithmically processed data may fall short of this threshold, particularly if the link to an identifiable individual is not explicit. When data fall outside this definition—a category that includes successfully de-identified data—they also fall outside the privacy protections afforded by Australian law.
While these gaps in Australian privacy law have broad implications for equity work as data work, the primary focus on protecting individual privacy remains particularly salient. As Taylor (2020) argued:
If understood narrowly, this approach risks failure to acknowledge the importance of data relating to multiple persons (group data) and its appropriate control within the framework of data governance. There is an increasingly urgent need to address this risk. (p. 730)
As seen in Section 5 of this report, the recent government review of the Privacy Act (Attorney-General’s Department, 2022) has gone some distance towards the recognition of these concerns, but it remains to be seen what changes government will ultimately adopt.
Rather than outline a general definition of sensitive information, the Privacy Act provides an exhaustive list of discrete information categories that are to be classed as sensitive and therefore receive greater privacy protections. These include personal information relating to:
racial or ethnic origin
political opinions or membership of a political association
religious beliefs or affiliations
philosophical beliefs or affiliations
membership of a trade union or professional or trade association
sexual orientation or practices
criminal record
health information
genetic information
biometric information and biometric templates.
Sensitive information is afforded heightened protection due to its potential to cause harm or discrimination if mishandled. Typically, this data relates to personal attributes for which discrimination is legally prohibited. This higher standard of protection is generally reflected across state and territory privacy legislation, although definitions and enforcement mechanisms can vary.
The implications of this classification are significant because organisations are subject to more rigorous requirements when handling sensitive information. Key protections for sensitive information are:
· Strict collection rules (APP 3): Unlike the collection of personal information, sensitive information can generally only be collected directly from an individual and with their explicit consent.
· Notification requirements (APP 5): Organisations must provide a privacy collection notice that clearly informs individuals, at or before the time of collection, of the specific purpose for which sensitive information is being gathered.
· Limitations on purpose and use (APP 6): The use and disclosure of sensitive information are heavily restricted and typically cannot be used or disclosed by an organisation for any purpose other than the one for which it was collected unless a specific legal exception applies.
· Strict security requirements (APP 11): Organisations collecting and handling sensitive information are required to take extra steps to protect it from misuse, loss, or unauthorised access.
Applying these sensitive information classifications to commonly recognised higher education equity groups reveals both variation and contextual ambiguity. While all equity group information that can be identified with a person meets the standard of personal information, its classification as sensitive information is less straightforward.
Both First Nations status and a student’s disability status clearly fall under the definition of sensitive information, aligning with the categories of “racial or ethnic origin” and “health information” respectively. In contrast, information relating to students from low SES backgrounds or regional or remote areas would typically be classed only as personal information. This is not to say, however, that data relating to low SES or regional or remote group classifications should be considered lower risk in all contexts. Considerations of risk are returned to in Section 4.5.3.
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While the classification of core equity groups such as First Nations students and students with disability is relatively straightforward, the picture becomes less clear for the many other “unofficial”, proposed, or legacy equity cohorts. Of these, information relating to a student’s status as a current or former prisoner is perhaps the only group to clearly fall under the sensitive classification via the protected category of “criminal record”. The classification for other unofficial equity groups, however, carries varying levels of ambiguity and contextual nuance.
For example, students from NESBs—a term now largely replaced by the definitionally distinct category of culturally and linguistically diverse backgrounds—may in some instances be judged to intersect with or imply information relating to “racial or ethnic origin”, “political opinions”, and “religious beliefs”. Information relating to a country of birth or languages spoken at home can, in some circumstances, act as proxies for a person’s “racial or ethnic origin”, which is explicitly categorised as sensitive. 
Similar concerns may be raised for data relating to students from refugee and Pasifika backgrounds. A student’s refugee status, for example, may reveal “racial or ethnic origin” or “political opinions”—relevant in cases of persecution—both of which are categories of sensitive information. Likewise, information about Pasifika students, although a rich and nuanced term (Australian Pasifika Educators Network, 2023), would likely be classified as sensitive information if it were judged to pertain to “racial or ethnic origin”.
The privacy protections afforded to gender identity data under Australian law are more limited than might perhaps be widely appreciated. The Privacy Act does not include gender identity as a category of sensitive information. Protection for such data at the Commonwealth level depends instead on whether it can be characterised as health information, or whether it can be inferred from a listed category such as sexual orientation or practices. Neither of these provides a reliable or consistent basis. Western Australia has moved to resolve this gap explicitly: the Privacy and Responsible Information Sharing Act 2024 (WA) (PRIS Act) explicitly lists both gender identity and sexual orientation as discrete categories of sensitive personal information. 
This complexity surrounding gender data classification is increasingly salient given the Department of Education’s recent changes to the “E315 Gender” code in TCSI. As of January 2026, this updated code will become part of mandatory reporting and will include the following values for students and staff to choose from:
· F – Female/Woman
· M – Male/Man
· N – Non-binary
· D – Different term
· P – Prefer not to answer.
This update aligns TCSI gender data collection with the Australian Bureau of Statistics’ (ABS, 2020) Standard for sex, gender, variations of sex characteristics and sexual orientation variables, moving beyond a simple male/female binary. These new data categories almost certainly warrant treatment as sensitive, yet their status under Commonwealth law remains ambiguous. This matters particularly for practitioners and researchers constructing intersectional datasets, such as those seeking to evaluate program effectiveness for gender-diverse students. In doing so, they may be working with information that carries significant re-identification and discrimination risks, regardless of whether it formally meets the threshold for sensitive information under the Privacy Act.
Proposed equity groups such as student veterans and care leavers generally fall outside the statutory definition of sensitive information in Australian law. Yet data gathered to understand their circumstances or provide support often involve or reveal sensitive details—for example, a veteran’s health condition or a care leaver’s history of personal hardship. Beyond such incidental disclosures, the relational nature of data, as seen in Section 4.4.4, means that group identifiers can themselves imply sensitive attributes (Viljoen, 2021). A similar dynamic applies to carers (or caregivers): identifying a student as a carer may expose another person’s health information. Accordingly, a student’s carer status is best treated as sensitive health information, although few university policies make this explicit (see Section 6).
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A two-tiered data protection model that hinges on rigid, exhaustive lists of “sensitive” categories is increasingly unfit for the digital age and creates significant protection gaps. As Solove (2023) argued, this approach is fundamentally flawed because it embraces the idea that the appropriate legal protection can be determined simply by looking at the nature or content of the data, rather than its context, use, or potential for causing harm. Solove (2023) identified three core failures that are relevant here:
Arbitrary classification and blurred boundaries: The approach attempts to simplify complexity by deeming certain data categories sensitive, yet this shortcut is thin on logic and often fails to achieve clarity (p. 1111).
Inference power: The sensitive data categories are easily undermined by modern data analytics because non-sensitive data can readily give rise to inferences about sensitive data. Consequently, “nearly all personal data can be sensitive, and thus the sensitive data categories can swallow up everything” (p. 1099).
Misplaced protections: This approach ignores situations in which non-sensitive data causes significant harm while mechanically elevating certain trivial harms for heightened protection (p. 1111).
This conceptual failure underpins the view that privacy protection should not be determined mechanically according to exhaustive lists; instead, it should be proportionate to the potential harm and risk posed by the data’s collection, use, and disclosure. A risk-based approach, according to Solove (2023), shifts the focus from what the data are to what the data do, requiring organisations to proactively assess the likelihood and gravity of harm in each context.
Risk is especially acute in equity work, in which the very characteristics that define equity groups—disadvantage, under-representation, and heightened vulnerability—necessitate the routine collection and handling of sensitive attributes (for example, disability, Indigenous status, low SES, regionality) across multiple systems and teams. If those data are overcollected, poorly secured, or repurposed for predictive analytics, students can face serious harms: privacy breaches, stigma and profiling, chilled engagement with support services, and downstream discrimination in academic or administrative decision-making (Prinsloo et al., 2024b).
To address these legal shortcomings, organisations with robust data governance policies typically supplement the categorical tiers of “personal” versus “sensitive” information by adopting or developing their own, more granular, risk classifications (Andersson, 2023; Nguyen & Cuong, 2025). Under these more nuanced, risk-based classification systems, data that do not meet the legal threshold for “sensitive” information may still be classified at an equivalent level of risk if they carry the potential to cause harm. In this way, an organisation’s internal classification system should serve to implement a more comprehensive and ethical approach to privacy that extends beyond the strict letter of the law.
Internal risk classification is also a practical lever for demonstrating compliance with the APPs. Specifically, APP 11 mandates that organisations take “reasonable steps” to protect personal and sensitive information, which includes limiting internal access on a need-to-know basis. By proactively designating certain datasets, or data types, as higher risk—even if they do not meet the legal definition of “sensitive” information—institutions can effectively justify and enforce tighter technical and administrative controls, such as granular access permissions, stringent provisioning, access logging, and regular audits. This approach provides demonstrable evidence of meeting the “reasonable steps” standard, thereby reducing both legal and reputational exposure.
In fact, many Australian universities have now adopted nuanced information security and risk classification systems as a core governance strategy. However, these frameworks remain difficult to implement and carry a host of inherent challenges.
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Data-risk classification schemes are widely recognised as a hallmark of organisational information security, but in practice they face persistent and fundamental limitations (Andersson, 2023). For universities managing sensitive student equity data, these weaknesses create particularly acute governance challenges.
A recurring difficulty is deciding on the appropriate level of granularity. As Andersson (2023) explained, highly detailed classification can overwhelm staff and resources, while broad, system-level categories risk leaving critical assets unidentified (p. 454). For universities, classifying all “student records” as a single category can obscure the distinctive vulnerabilities of equity-related data such as disability or First Nations information.
Conversely, attempting to classify every individual record is impractical at scale. Equally, many organisations struggle to maintain a complete and current registry of information assets, which is essential for effective data classification and protection. In the higher education context, equity data are often scattered across student management systems, analytics platforms, and disability support records, making it difficult to build a comprehensive inventory. This fragmentation of grey equity data increases the risk that sensitive datasets are overlooked in risk assessments, leaving them unprotected.
Yet the most serious limitations are not technical but human and institutional. Andersson (2023) highlighted how classification activities are shaped by subjective judgements because different actors bring their own values, assumptions, and professional perspectives to the same data (pp. 456–457). This results in inconsistent or overly cautious classifications. In universities, the diversity of roles involved in handling equity data—IT staff, academic leaders, administrators, and frontline equity practitioners—amplifies this subjectivity.
These divergent risk judgements emerged strongly in the interviews, particularly among staff in disability support units (see Section 7). The result is uneven thresholds for what counts as “high risk”, ad hoc access decisions, and a pronounced drift between policy and practice. Because this subjectivity undermines efforts to build a coherent, organisation-wide classification and governance approach, it remains one of the most significant weaknesses of current risk schemes.
Finally, problems of communication and interpretation further compound these issues. Andersson (2023) showed that even when classification frameworks are in place, their language is often vague, technical, or inconsistent, and terms such as “confidential” or “high impact” are interpreted differently across departments (pp. 457–458). Generic standards are also difficult to adapt to local institutional contexts, leaving staff to rely on guesswork or informal practices.
In student equity data, this contributes to a dual risk: overprotection, through which restrictions limit the appropriate use of information for student support and inclusion; and underprotection, through which gaps in practice leave students vulnerable to harm through breaches or misuse. Together, these limitations underscore that classification systems, while essential in theory, are fragile in practice—and that their shortcomings are especially consequential when applied to sensitive equity data in universities.
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As shown more concretely in Section 7, equity data work distributes risks and benefits across students, staff, and institutions. A relational lens acts as a reminder that these effects extend beyond the university, because the risks of equity data are collective, not merely individual (Viljoen, 2021). The legitimacy of a data governance program therefore turns on how decisions about data are made and who is represented in decision-making processes. At the same time, data-risk classification schemes are fragile when deployed in “the grey” of professional practice: choices about granularity, incomplete inventories, subjective judgements, and generic standards routinely miss the mark. In this light, governance of student equity data cannot rely on getting categories “right” in advance (Andersson, 2023). While data-risk classifications are part of the data governance solution, their practical impact remains limited.
[bookmark: _Hlk211589074]Nor is the answer simply to push finer-grained privacy controls onto individual students. The individual-control model again represents only a partial fix. As discussed further in Section 5, the individual-control model of privacy management struggles on two fronts: (i) it overburdens students with frequent, technical choices in complex systems, rendering “consent” largely symbolic and ineffective; and (ii) it cannot govern the collective and institutional effects of equity data (for example, cohort-level treatment, allocation decisions, downstream sharing) that extend beyond any one person’s preferences (Manwaring et al., 2021; Solove & Hartzog, 2024). As Moses and Weatherall (2024) forcefully argued, “privacy is a collective good: my privacy (what people can know and infer about me) depends on your actions (what information you choose to disclose about you)” (emphasis in the original, p. 9). The upshot, as Solove and Hartzog (2024) argued, is that law and governance should constrain organisational practices rather than outsource responsibility to individuals.
Because equity data risks are shared decisions about a university’s equity data, collection, management, and use should be co-designed with those who bear the risks and those who steward the data day-to-day (Jarke & Büchner, 2024). This serves to highlight the pressing need for participatory and democratic equity data governance mechanisms within universities (Dollinger & Lodge, 2019; Stephenson & Harvey, 2022; Swist et al., 2024). For example, standing equity data governance forums with representation from students (including disability, First Nations, and other equity cohorts), equity practitioners, academic and professional staff, and data governance, privacy, or security specialists. This brings decision-making closer to affected communities, builds legitimacy, and provides a workable way to adapt as values, technologies, and practices change—without shifting responsibility onto individual students.
Section 4 expands what counts as student equity data (official, incidental, indirect, inferred, and grey) and surfaces associated risks—motivating R1 (life cycle guardrails), R3 (national baseline with shared taxonomy and minimum controls), R4 (privacy-by-design, risk-based PIAs and ADM transparency), R5 (harmonised treatment across the policy suite), and R9 (profession-led practice standards and exemplars).
[bookmark: _Toc210204733][bookmark: _Toc210671776][bookmark: _Toc210722821][bookmark: _Toc210749463][bookmark: _Toc210749601][bookmark: _Toc210749739][bookmark: _Toc210749877][bookmark: _Toc210750009][bookmark: _Toc210759213][bookmark: _Toc210759664][bookmark: _Toc210902399][bookmark: _Toc210908663][bookmark: _Toc210909898][bookmark: _Toc210954241][bookmark: _Toc210999418][bookmark: _Toc210999899][bookmark: _Toc210204734][bookmark: _Toc210671777][bookmark: _Toc210722822][bookmark: _Toc210749464][bookmark: _Toc210749602][bookmark: _Toc210749740][bookmark: _Toc210749878][bookmark: _Toc210750010][bookmark: _Toc210759214][bookmark: _Toc210759665][bookmark: _Toc210902400][bookmark: _Toc210908664][bookmark: _Toc210909899][bookmark: _Toc210954242][bookmark: _Toc210999419][bookmark: _Toc210999900][bookmark: _Toc210204735][bookmark: _Toc210671778][bookmark: _Toc210722823][bookmark: _Toc210749465][bookmark: _Toc210749603][bookmark: _Toc210749741][bookmark: _Toc210749879][bookmark: _Toc210750011][bookmark: _Toc210759215][bookmark: _Toc210759666][bookmark: _Toc210902401][bookmark: _Toc210908665][bookmark: _Toc210909900][bookmark: _Toc210954243][bookmark: _Toc210999420][bookmark: _Toc210999901][bookmark: _Toc210204736][bookmark: _Toc210671779][bookmark: _Toc210722824][bookmark: _Toc210749466][bookmark: _Toc210749604][bookmark: _Toc210749742][bookmark: _Toc210749880][bookmark: _Toc210750012][bookmark: _Toc210759216][bookmark: _Toc210759667][bookmark: _Toc210902402][bookmark: _Toc210908666][bookmark: _Toc210909901][bookmark: _Toc210954244][bookmark: _Toc210999421][bookmark: _Toc210999902][bookmark: _Toc210999903]

[bookmark: _Toc230171986][bookmark: _Hlk199322901]Australia’s privacy legislation framework: “Outdated and unfit”
The aim of Section 5 of this report is to outline the changing legislative and regulatory landscape that frames the broader context for equity data governance in Australian universities. This framing leads into the first research question (RQ1), which focuses on macro-level data and digital governance:
(RQ1): What are the current and emerging legislative and regulatory frameworks for data privacy in Australia, and how might pending reforms affect universities and the governance of student equity data?
This section outlines the macro-level legislative and regulatory context shaping equity data practices in Australian public universities. In addressing RQ1, the focus is specifically on recent and proposed changes to Australian data privacy law that are likely to reshape the environment in which equity data work takes place.
It is significant to consider that Australia’s foundational privacy law—the Privacy Act 1988 (Cth)—was introduced just two years before A Fair Chance for All (1990) established our enduring equity framework. Each was established well before “big data”, AI, and sophisticated analytics fundamentally changed the data landscape, creating new privacy risks and digital challenges, but also opening fresh opportunities to more effectively identify and address equity needs.
While the Accord has underscored the urgent need to modernise Australia’s higher education equity framework—which has remained largely unchanged for over 35 years—a parallel effort is now well underway to reform the nation’s privacy laws in response to a vastly transformed digital landscape. In 2020, the Australian Government initiated a comprehensive review of the ageing Privacy Act. The terms of reference for the Privacy Act Review stated:
As Australians spend more of their time online, and new technologies emerge, such as artificial intelligence, more personal information about individuals is being captured and processed raising questions as to whether Australian privacy law is fit for purpose. (Attorney-General’s Department, 2022, p. 311)
The Privacy Act Review Report 2022 was publicly released in February 2023 and contained 116 proposals for the modernisation of the federal Privacy Act. The government’s response to the report was released in September 2023, indicating it “agreed” to 38 proposals, “agreed in-principle” to 68, and the remaining 10 proposals were “noted” (Australian Government, 2023). In a speech given the following year, Attorney-General Mark Dreyfus further detailed the government’s position on the need for reform:
the Privacy Act, which is the primary vehicle for regulating personal information of Australians, is woefully outdated and unfit for the digital age. The speed of tech innovation and the rise of artificial intelligence underpins the need for legislative change.
It is clear that personal information has immense value—not just to individuals, but to those engaged in marketing, research, product development and advertising.
But the Privacy Act framework dates back to the 1980s and is not fit for purpose for our modern economy. It’s past time we stopped treating the most personal and private information of Australians as an asset that entities hold. (Dreyfus, 2024, emphasis added)
The “first tranche” of legislative reform was first realised through the Privacy and Other Legislation Amendment Act 2024 (Cth), which was introduced to Parliament in late 2024 and took effect on 10 December 2024. The reforms addressed just 23 of the Privacy Act Review’s proposals, but a “second tranche” is expected to address many more.
Before discussing the major points of recent and pending reform, it is important to note how these reforms may affect—or, indeed, fail to affect—university privacy practices across the sector.
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Some Australian sectors operate under specific federal privacy codes or dedicated regulatory frameworks—credit reporting and the My Health Record system are notable examples. Universities, by contrast, do not operate under any equivalent sector-wide privacy code under the Privacy Act. This contrasts with regions such as the United Kingdom and the European Union, where the General Data Protection Regulation (EU) and UK General Data Protection Regulation impose standardised, world-leading data protection obligations across the higher education sector. The absence of a sector-specific federal privacy framework contributes to an important measure of variability in privacy protections for students and complicates institutional compliance across the higher education sector.
Australia’s privacy legislative framework has long been recognised, and lamented, for its “multi-layered, fragmented and inconsistent” nature (Australian Law Reform Commission, 2008, p. 190). As Rule and Greenleaf (2010) colourfully explained:
Australia’s very boring history, constitutional structure, and legal history provides much of the explanation of why privacy is protected in Australian law principally by a patchwork of specific legislation. (p. 148)
“Boring” or not, this “patchwork” of privacy law has created a complex environment for public universities, and those who work within them, as they strive to responsibly collect, manage, and utilise student data.
Among the Table A providers (see Appendix Section 10.1 for the list), only a small number are subject to the Privacy Act 1988 (Cth) as a core, institution-wide privacy framework. The Australian National University (ANU) is the clearest example: as a Commonwealth statutory authority established under the Australian National University Act 1991 (Cth), it is governed by the Privacy Act as an “agency” for the purposes of that Act.
Two further Table A universities are also more directly governed by the Privacy Act because of their legal structure. Australian Catholic University (ACU) and the University of Notre Dame Australia (UNDA) are not established as state public universities in the same way as most other Table A providers. ACU is incorporated as a public company limited by guarantee and is subject to the Corporations Act 2001 (Cth). UNDA, although established under Western Australian legislation, operates nationally as a private Catholic university. In practical terms, both institutions are treated as APP entities for Privacy Act purposes and must comply with the APPs as a central part of their institutional privacy obligations.
This places ANU, ACU, and UNDA in a structurally distinct position relative to the majority of Table A universities, which are state or territory public bodies primarily governed by their respective state or territory privacy legislation. Most Australian public universities operate under two layers of law: limited obligations under the Privacy Act arising from specific federally mandated contexts such as HESA and TCSI reporting, tax file number handling, and Commonwealth contracts, with primary governance sitting under state or territory privacy legislation. Some states and territories have enacted dedicated privacy legislation for this purpose; South Australia has established an administrative framework rather than a legislative one. ANU, ACU, and UNDA, by contrast, are governed primarily and comprehensively by the Commonwealth Privacy Act. While state and territory privacy laws are generally aligned with the core principles of the Commonwealth Act, significant legislative fragmentation remains, creating complexity and varying protection standards across Australian jurisdictions. 
Legislative fragmentation is particularly evident concerning health information, including data students provide when disclosing disability and related medical documentation. Certain jurisdictions have enacted dedicated health privacy statutes—such as the Health Records and Information Privacy Act 2002 (NSW) and the Health Records Act 2001 (VIC)—which establish specific requirements for managing health-related data. These specialised statutes coexist alongside broader state or territory privacy laws, creating overlapping obligations that universities must carefully navigate.
Although the Privacy Act has particular significance for ANU, ACU, and UNDA, it also significantly influences privacy practices across the wider higher education sector. Notably, all Table A providers must comply with the APPs in particular HESA contexts. Section 19-70 of HESA requires higher education providers to give the Minister specified statistical and other information, while s 19-60 requires APP compliance for personal information obtained for specified HESA purposes. These obligations are significant for TCSI reporting, including student demographic and equity-related data reported to government.
Importantly, several Australian universities, but particularly those in jurisdictions with less robust privacy legislation, have voluntarily adopted the higher standards set by the Privacy Act and apply them more widely across the organisation. This voluntary adoption of the Privacy Act is further explored in Section 6.
In sum, even where the Privacy Act does not apply in a uniform and sector-wide fashion, its standards substantially shape universities’ policies, procedures, and day-to-day data practices. Nevertheless, this layered legislative complexity highlights the practical challenges universities face in establishing clear and consistent data privacy and governance practices. From a macro-level perspective, there remain significant areas of legal and ethical ambiguity, or “grey zones”, that institutions must carefully navigate.
[bookmark: _Toc210999905][bookmark: _Toc230171988]Reforming Australia’s privacy framework
Having outlined the fragmented nature of Australia's privacy framework, this section turns to the Australian Government's formal review of the Privacy Act, which produced 116 reform proposals (Attorney-General’s Department, 2022). The discussion focuses on those proposals most relevant to the governance of student equity data in higher education. While it is recognised that Privacy Act reforms may not directly or immediately apply across the higher education sector, it is useful to consider their implications for student equity data and digital governance for at least two reasons. First, debates emerging from the Privacy Act Review offer valuable insights into broader shortcomings of Australian privacy law, helping to clarify the ambiguities—or grey zones—within the current framework.
Second, although states and territories are not required to adopt the Commonwealth standards, changes to federal law often encourage movement towards harmonisation. Indeed, the Privacy Act Review Report explicitly recommended establishing a “Commonwealth, state, and territory working group to harmonise privacy laws, focusing on key issues” (Attorney-General’s Department, 2022, p. 302), a recommendation to which the government has “agree[d] in-principle” (Australian Government, 2023, p. 38).
It is also important to note that state and territory privacy legislation is not always less stringent or protective than the federal Privacy Act. For example, Western Australia, like South Australia, recently lacked a dedicated privacy act but has now enacted the PRIS Act, which—in certain key respects—is more demanding than the federal Act. Specifically, the PRIS Act introduces mandatory privacy impact assessments (PIAs), explicit transparency and oversight requirements for automated decision-making (ADM), and innovative protections for Aboriginal and Torres Strait Islander data governance. Given that the PRIS Act received Royal Assent in December 2024, scholarly evaluation and analysis of its practical impacts remain limited at the time of writing.
Reform status note: The following subsections examine key areas of proposed reform to the Privacy Act that are particularly relevant to the governance of student equity data. Each of these reforms, including changes to consent standards, definitions of personal and sensitive information, and fairness requirements, have been agreed or agreed in principle by the Australian Government but have not yet been enacted at the time of writing. They are expected to be introduced in a second legislative package (Tranche 2) as part of a broader modernisation of Australia’s privacy framework. While the Privacy Act does not apply uniformly across all universities, this report recommends that all institutions commit to adopting these updated standards as they come into force, regardless of their formal legal obligations. If enacted, these new standards may help universities cut through a substantial amount of the grey for both students and staff.
[bookmark: _Toc210999906][bookmark: _Toc230171989]Modernising definitions of “personal” and “sensitive” information
Section 4 examined how Australian privacy law distinguishes between personal and sensitive information. It also noted that while categorising equity group data within this hierarchy is not always straightforward, whether sourced from direct self-disclosure or from derived and inferred statuses, the task remains important. Section 6 returns to this issue by examining university policies for evidence that such determinations have been made and, importantly, whether they have been made transparent.
The Privacy Act Review Report (Attorney-General’s Department, 2022) exposed a significant limitation in Australia’s privacy legislation, deeming its current understanding of personal and sensitive information too individualistic and outdated for the complexities of the digital era. The definition of “personal information” is fundamental because it delineates the scope of the Privacy Act itself. In simple terms, if information does not meet the definition of personal information, then the obligations set out in the APPs—such as rules about collection, use, disclosure, security, and an individual’s access rights—generally do not apply.
Personal information is currently defined by the Privacy Act as “information or an opinion about an identified individual, or an individual who is reasonably identifiable” (s 6, emphasis added). Recent critiques of the Act have underscored that its existing definition of personal information is ill-suited to contemporary data practices, particularly because new technologies enable the generation of vast amounts of data about individuals, including through inferences and technical means, often without direct identification of individuals in the traditional sense (Moses & Weatherall, 2024). This has led to calls for significant reform because the current framework creates uncertainty about whether such data fall within the Act’s scope, potentially leaving significant areas of data processing unregulated.
In response to these shortcomings, the Privacy Act Review Report (Attorney-General’s Department, 2022) aimed to broaden the scope of personal information and enhance clarity. Key recommendations include amending the definition of personal information to cover data that “relates to” an individual, explicitly encompassing technical and inferred information (Attorney-General’s Department, 2022, Proposal 4.1, p. 25; Proposal 4.3, p. 30). Furthermore, the narrower category of sensitive information, which demands higher privacy protections, would be clarified to confirm that sensitive attributes can be inferred from non-sensitive data (Attorney-General’s Department, 2022, Proposal 4.9.c, p. 45).
Crucially, these reforms aim to clarify legal grey zones by arguing that technical or inferred data do, in fact, constitute “personal information”, thereby expanding the practical application of privacy safeguards to a broader range of digital information. If the proposals were adopted or applied to universities, the modernised definitions would clarify that a wider range of student data—including insights generated through learning analytics, and inferred characteristics—falls within the scope of privacy law.
[bookmark: _Toc210999907][bookmark: _Toc230171990]Strengthening notice and consent requirements
Effective privacy protection relies on individuals being adequately informed before or at the time their data are collected. Australian privacy law addresses this through two key mechanisms: an institution’s general or central privacy policy (governed by APP 1 of the Privacy Act), which outlines the overall personal information management practices of an institution (or entity); and the more specific privacy collection notice (governed by APP 5), which must be provided to an individual for a particular instance of data collection. The Privacy Act Review Report (Attorney-General’s Department, 2022) emphasised that these two instruments, general policies and collection notices, serve distinct functions:
An APP 1 privacy policy is necessary at all times and covers the entity’s entire personal information handling practices. It facilitates monitoring of compliance and is valuable for particularly concerned individuals, civil society groups, researchers or regulators. On the other hand, APP 5 collection notices, when required, should be concise, easy for the average consumer to understand, and should only contain information that is relevant to the particular collection of personal information. (p. 95)
The review also acknowledged concerns that current collection notices are often too long, complex, and difficult to understand, thereby undermining genuinely informed choices.
Against this backdrop, proposed reforms from the Privacy Act Review Report (Attorney-General’s Department, 2022) aim to raise the standard for consent, requiring it to be voluntary, informed, current, specific, and expressed through unambiguous affirmative action (Proposal 11.1, pp. 102–105). Within universities and other institutional settings, consent for data collection and use is often not obtained in a sufficiently meaningful or detailed manner that reflects the sensitivity of the data involved. Instead, it is frequently bundled into general terms accepted at enrolment or inferred through students’ use of institutional systems. This practice reflects what scholars call “murky consent” (Solove, 2024), where the conditions for truly informed and specific agreement are undermined by lengthy notices, vague consent mechanisms, and power imbalances between institutions and students who must access essential services.
While “murky consent” practices stem from both macro-level legislation and meso-level institutional policies, interview participants in this Fellowship project frequently expressed concern that universities are not doing enough to secure fully informed consent from students across various data uses. These concerns are explored further in Section 7.
The proposed standard for consent as an “unambiguous indication of their wishes through clear action” (Attorney-General’s Department, 2022, Proposal 11.1) would likely render silence (inaction), pre-ticked boxes, or default opt-ins insufficient. Valid consent would require a clear, positive act—such as clicking “I agree” after a specific explanation or adjusting user settings (Attorney-General’s Department, 2022, p. 105). This shift prioritises clarity and individual choice, and if enacted, universities would need to ensure that privacy notices—but particularly those relating to TCSI data collections under HESA—include clear, specific notices about statutory collections and provide active consent where consent is the lawful basis.
The focus on improving consent standards rests on the assumption that students can make meaningful choices about how their data are used. However, consent is often constrained by institutional settings where participation is not truly optional. Students cannot easily refuse to provide personal information without compromising their access to essential services, such as enrolling in courses, receiving support, or using digital learning environments. In many cases, the only real alternative to consenting is to disengage from the university altogether.
This raises a deeper concern: even if consent becomes more “informed” or “unambiguous”, it may still fail to protect individuals from unfair data practices, but particularly when those practices are embedded in non-negotiable systems. Recognising this, the proposed reforms introduce an additional safeguard—the “fair and reasonable” test.
[bookmark: _Toc210999908][bookmark: _Toc230171991]The “fair and reasonable” test
A notable proposed reform to the Privacy Act is the introduction of a requirement that personal information be handled in a manner that is “fair and reasonable” in the circumstances (Attorney-General’s Department, 2022, Proposal 12.1). This test shifts the focus from formal compliance—such as simply obtaining consent—to assessing whether data practices are substantively justifiable considering their context, risks, and potential impacts. Crucially, it addresses a major grey zone in current Australian privacy law: situations in which consent may have been obtained, but the resulting data use remains ethically questionable or overly intrusive.
Designed to operate as a critical backstop, the fair and reasonable test ensures that organisations cannot rely solely on consent to justify such practices. As Kemp (2023) argued, this reform “recognises consumers’ severely limited ability to understand data practices and their consequences, and the additional obstacles to consent posed by organisations’ control of the choice architecture” (p. 5). For universities, this would necessitate a fundamental change in approach: moving beyond simply asking “Did the student agree?” to rigorously assessing whether a specific use or disclosure of student data is appropriate, truly necessary, proportionate to any benefits, and respectful of student expectations and welfare.
The test would also reinforce proportionality in data practices. For example, even where data use is permitted, institutions may need to consider whether that use is necessary, reasonable, and likely to meet students’ expectations. In analytics and profiling scenarios, this could involve asking not just “Did the student agree?” but also “Is this appropriate?” This new safeguard fills a critical regulatory gap, ensuring accountability for data practices that previously fell outside clear legal scrutiny, even if technically compliant.
[bookmark: _Toc210999909][bookmark: _Toc230171992]Enhanced transparency in automated decision-making
Recognising the increasing use of automated systems to make decisions with significant consequences for individuals, the Privacy Act Review Report (Attorney-General’s Department, 2022) put forward specific proposals to enhance transparency in ADM. These proposals aim to ensure individuals are better informed about such practices and better able to contest them. This direction aligns with European Union law: the EU Artificial Intelligence Act automatically classes the use of ADM systems in educational contexts as high risk. While the Australian proposals have not yet adopted this high-risk threshold for ADM, they represent a clear step towards better regulatory alignment.
Two key proposals from the review directly address ADM transparency. Proposal 19.1 recommends that APP entities be required to disclose in their privacy policies “the types of personal information that will be used in substantially automated decisions which have a legal or similarly significant effect on an individual’s rights” (Attorney-General’s Department, 2022, p. 191). Proposal 19.3 introduces a right for individuals to request meaningful information about how such decisions are made and further reinforces the need to include this information in privacy policies (Attorney-General’s Department, 2022, p. 193).
Importantly, the review does not propose giving individuals the right to opt out of ADM processes or request human review of decisions (Attorney-General’s Department, 2022, p. 193). However, other relevant provisions would still apply, including the proposed “right to object” to data handling (Attorney-General’s Department, 2022, Proposal 18.2, agreed in principle) and the broader “fair and reasonable” test (Attorney-General’s Department, 2022, Proposal 12.1). The Australian Government (2023) “agreed in-principle” to both transparency-focused proposals, signalling an intent to legislate them following further consultation on implementation. If applied to universities, the impact of these reforms could be substantial.
The proposed measures target ADM systems that have a “legal or similarly significant effect” on individuals (Attorney-General’s Department, 2022, Proposals 19.1, p. 191). In a university context, this might be considered to include systems that significantly influence admissions decisions or academic progression monitoring that triggers major interventions. Certain learning analytics tools may also meet this threshold if their outputs are used to make largely automated decisions that materially affect students’ access to educational opportunities or support.
If adopted, both in legislation and by universities, the proposed reforms would require institutions to update their privacy policies to clearly disclose the use of student personal information in ADM systems that carry legal or similarly significant effects. Universities would also need to strengthen their internal understanding and documentation of these systems, provide “meaningful information” upon student request, establish clear procedures for handling such requests, and conduct audits to identify ADM processes that require enhanced transparency. Collectively, these agreed in principle reforms would promote greater accountability in universities’ use of ADM for student-related decisions and are likely to contribute to building student trust.
[bookmark: _Toc210999910][bookmark: _Toc230171993]From fragmentation to reform: Embedding privacy-by-design
In sum, while the reform of Australia’s privacy laws remains a work in progress, the direction of change is clear: institutions are expected to move beyond minimal compliance towards more principled, proactive, and rights-respecting models of data governance. One of the most significant contributions from the Office of the Australian Information Commissioner (OAIC, 2023b) in this space is the endorsement of “privacy-by-design”—an approach that embeds privacy considerations into the architecture of systems, policies, and organisational practices from the outset.
Rather than treating privacy as a reactive obligation or technical add-on, privacy-by-design emphasises anticipatory action, student-centred safeguards, and ethical foresight. As the sector responds to rising expectations and increasingly complex data environments, adopting privacy-by-design will be critical for building trust, ensuring compliance readiness, and aligning data governance practices with the equity commitments that remain foundational to Australian higher education.
Sections 6 and 7 of this report build directly on this foundation, examining how institutional policies and frontline practitioner experiences reflect, and often struggle to meet, the regulatory expectations examined above.
[bookmark: _Toc210999911]Section 5 summarises the changing legislative and regulatory landscape (definitions, consent, the “fair and reasonable” test, ADM transparency, privacy-by-design), underscoring the need for R1 (policy life cycle guardrails), R3 (national baseline with shared definitions or tools), R4 (above-minimum, privacy-by-design implementation), and R5 (harmonised institutional policies).

[bookmark: _Toc230171994]University data and digital governance policies through an equity lens
In an era when Australian universities are navigating a deluge of student data and rapidly evolving digital technologies, the policies these institutions create are more than just administrative documents; they are crucial statements of intent, practice, and values. These policies act as the primary guideposts for managing sensitive, or high-risk, student information and ensuring that digital tools align with institutional missions. In attending to this meso level of institutional or organisational governance, the research question (RQ2) posed now is:
[bookmark: _Hlk199685694](RQ2): How do Australian universities approach data and digital governance in their policies, and to what extent do these frameworks consider or prioritise student equity?
Understanding these university-level policies is vital because they translate complex external laws and regulations into daily operational procedures, striving for internal consistency and, ideally, providing transparency. While common threads emerge across the sector, significant differences also highlight each institution’s unique approach and priorities in this critical domain.
Indeed, clear institutional policies are essential. The Higher Education Standards Framework (Threshold Standards) 2021 (HESF) requires universities to demonstrate effective governance arrangements, including policies and procedures that ensure academic quality, institutional integrity, and accountability across their operations. Policies also serve as a critical transparency mechanism. For example, institutions use privacy policies to meet their obligations under the Privacy Act, and similar state and territory laws, by informing individuals of how their personal information is handled (OAIC, n.d.-a, n.d.-b).
This section presents a desktop review of the institutional data and digital policy landscape within and across Australian universities. The analysis presented for the purposes of this report primarily targets three policy categories: privacy policies, disability policies, and data or information governance policies. These categories were selected to offer comprehensive insight into university approaches to data and digital governance, particularly concerning student equity, while ensuring a focused and manageable scope for the inquiry, thereby preventing an overly broad investigation. Section 6 concludes with a high-level summary of findings on university Support for Students Policies (SfSPs), illustrating some of the challenges that arise at the intersection of data and digital governance.
[bookmark: _Toc230171995]Brief literature review
While research into AI governance in higher education is growing, comprehensive studies on broader data and digital governance frameworks at the (meso) institutional level, particularly within Australian universities, are notably scarce. This literature gap underscores the necessity of the present study.
Existing research, although limited, suggests that the Australian higher education sector is still maturing its data and digital governance practices. In a recent study, Selvaratnam et al. (2024) surveyed Australasian higher education institutions to understand the maturity of their AI and data governance. In the domain of data, a majority, “59% felt they had up-to-date policies and guidelines and consistent adherence to industry and sector ethical practices by staff, both at the individual and team levels” (p. 3). This contrasts with AI, concerning which most institutions are still at the “experimenting and exploring” stage, highlighting a disparity in the developmental progress between data and AI governance within the sector (Selvaratnam et al., 2024, p. 1).
The recent study by McNicol et al. (2024) further indicated that Australian higher education data governance policies and practices appear to be in a developing stage, facing challenges in achieving full maturity and consistent application. The authors asserted that, more broadly, “No actionable framework is currently available in the country to govern the ethical usage of corporate data” in higher education (McNicol et al., 2024, p. 2247). This contrasts with the situation in the UK, where, for example, Jisc’s higher education data (governance) maturity framework has been widely adopted (Jisc, 2024).
Illustrating these sector-wide challenges at an institutional level, McNicol et al. (2024) found that in one Australian university, where a data governance framework had been developed, “awareness and implementation of this varied across the university” (p. 2267). Consequently, data sharing often occurred “on an ad hoc and individual basis”, and there was a notable “absence of a documented process for secondary uses of data” or for approvals across different information domains (McNicol et al., 2024, p. 2256).
Taken together, both studies suggest that while the Australian higher education sector is actively engaging with data and digital governance, both its frameworks and the cultures that support them are still maturing. Even when robust institutional policies exist, inconsistent awareness and implementation can leave personal and sensitive data inadequately protected.
This framing supports R5 (harmonise the policy suite), R4 (privacy-by-design in practice), and R3 (sector baselines aligned to the OAIC).
[bookmark: _Toc210999912][bookmark: _Toc230171996]Desktop review methodology
This study employed a desktop policy content analysis to examine how Australian universities approach data and digital governance through institutional policy, with particular attention to the integration of equity considerations. The review encompassed all 39 public universities classified as “Table A” providers under HESA (Compilation No. 92, January 2024). A full list of institutions appears in Appendix Section 10.1.
Only documents available in public-facing university policy libraries were included. Between March and May 2024, a systematic scan of each institution’s library was conducted using keyword searches to locate policies addressing privacy, data and information governance, learning analytics, cohort monitoring, AI, student success and support, and student equity. Policies relating directly to students with disability and First Nations Australian students were also prioritised.
This process generated a pool of over 800 policy, procedure, and guideline documents which were grouped into approximately 30 policy types. A subsequent review and close reading identified policy categories most relevant to RQ2, including privacy, data and information management or governance, disability, equity, research, support for students, student success and retention, academic progression and monitoring, student cohort monitoring, AI, and learning analytics.
To balance breadth with depth, the in-depth analysis concentrated on four categories that provide a robust lens on the intersection of data, digital, and equity: privacy policies, data or information governance policies, disability policies, and SfSPs.
A small number of First Nations-specific policies focused mainly on identity protocols and cultural recognition (that is, not engaging directly with data governance or digital equity) were excluded, as well as most academic integrity policies and institutional statements addressing GenAI. Over 2024, these materials largely remained advisory rather than formal policy or guideline; sector-wide summaries are available in TEQSA (2024).
Although this review focused on publicly accessible content, several relevant artefacts—particularly in privacy, data governance, and information security—were listed in policy libraries but were not publicly available (for example, restricted data governance frameworks, internal data-handling manuals, IT security protocols). These exclusions likely reflect sensitivity or operational constraints and constitute a limitation on fully assessing institutional practice.
The SfSP corpus was updated in January 2025 to capture recent revisions; many universities amended these policies during 2024 to 2025, offering insight into how institutions describe early monitoring and identification of students at-risk—often via “learning” or “predictive” analytics. Rescreening for newly formalised AI policies was also conducted at that time. A comprehensive analysis of SfSPs and other related policies (for example, disability policies) would be extensive; accordingly, a high-level summary of SfSP findings is presented here.
Given the volume and diversity of materials reviewed, the analysis prioritised patterns and gaps most relevant to the themes developed in Section 7 below. The analysis does not seek to single out or name individual universities, except where naming an institution is both necessary and not unfavourable—for example, in identifying universities that have made voluntary commitments to applying the APPs, or where a policy is cited as an example of emerging good practice. University public-facing policies were the sole data sources for this analysis. Because these documents are frequently revised and updated without systematic version control or consistent metadata, URLs are particularly unreliable identifiers for this document type and are not reported in the reference list. References record the effective or approval date of the version accessed during the data collection periods described above.   
[bookmark: _Toc210999913][bookmark: _Toc230171997]Privacy policies
This subsection presents a content analysis of publicly available privacy policies sourced from all 39 Australian public universities designated as “Table A” providers as of January 2024. Institutional approaches to data and information privacy governance varied considerably in both the number of distinct policies maintained and their naming conventions. For example, some universities held more than four separate privacy-related policies in their official policy libraries, while others consolidated governance under a single framework. This is, however, consistent with guidance from the OAIC (2023a), which suggests that it may be appropriate for large institutions with complex business functions to maintain multiple, more targeted policies.
To provide a consistent basis for the analysis, a single “primary” privacy policy was identified for each university, prioritising the policy that most clearly articulated the institution’s core commitments concerning the management of student personal information. This review systematically examined how these policies address five key areas:
1. their stated alignment with the Privacy Act (Cth)
the classification of data pertaining to student equity groups
the extent to which they recognise diverse cultural perspectives on privacy, with a specific focus on acknowledging First Nations data sovereignty principles
whether they acknowledge the use of personal data for advanced analytics, such as predictive analytics or ADM
their stipulated requirements and conditions for conducting PIAs, an indicator of institutional data privacy and governance maturity.
The findings from this examination map the current policy landscape in Australian higher education, highlighting areas where greater clarity and transparency are needed, alongside identifying examples of robust privacy governance and good practice.
[bookmark: _Toc210749478][bookmark: _Toc210749616][bookmark: _Toc210749754][bookmark: _Toc210749892][bookmark: _Toc210750024][bookmark: _Toc210759228][bookmark: _Toc210759679][bookmark: _Toc210902414][bookmark: _Toc210908678][bookmark: _Toc210909913][bookmark: _Toc210954256][bookmark: _Toc210999433][bookmark: _Toc210999914][bookmark: _Toc210999915][bookmark: _Toc230171998]Alignment with the Privacy Act 1988 (Cth)
Background
As noted in Section 5, Australian universities operate within a patchwork of Commonwealth, state, and territory privacy legislation. Accordingly, only three of 39 (7.7%) Table A providers—ANU, ACU, and UNDA—are directly subject to the Privacy Act 1988 (Cth) as a core institution-wide privacy framework. For the remaining 36 Table A providers, state or territory laws provide the primary regulatory framework, with the Privacy Act applying only in limited Commonwealth contexts (for example, data collected and reported under HESA via TCSI, handling tax file numbers, or performing Commonwealth contracts).
Findings
The review found that five of the 39 university privacy policies (12.8%) included an explicit voluntary commitment to applying the APPs under the Privacy Act 1988 (Cth), though the nature and strength of that commitment varied across institutions. Notably, all five universities were located in South Australia or Western Australia—jurisdictions where, at the time of the review, state privacy legislation applicable to universities was comparatively limited. This geographic pattern suggests that voluntary alignment with federal privacy standards may provide an additional safeguard where state-level frameworks are less comprehensive.
In South Australia, public sector privacy is governed primarily through an administrative instrument—the Information Privacy Principles (IPPs) Instruction (PC012)—rather than a dedicated information privacy act. All three public universities nevertheless referenced the APPs as a framework for their privacy governance (Department of the Premier and Cabinet, 2020). The nature of those commitments varied in specificity and strength: the University of South Australia adopted the APP requirements as a stated purpose of its privacy policy and applied them broadly across its personal information handling practices, though the policy does not explicitly acknowledge the voluntary nature of that commitment (University of South Australia, 2021); the University of Adelaide committed to handling personal information in a manner consistent with the Privacy Act 1988 (Cth) and the APPs, while also explicitly recognising the IPPs Instruction as applicable legislation, making it the only South Australian university in this review to formally acknowledge both frameworks within its privacy policy (University of Adelaide, 2017); and Flinders University framed its commitment as best practice, explicitly acknowledging that neither the Act nor any state privacy legislation legally binds the University (Flinders University, 2023). 
Western Australia shows a similar pattern. Both Murdoch University and The University of Western Australia voluntarily referenced the APPs as a governance framework, despite not being legally bound by the Privacy Act 1988 (Cth) in most circumstances. Until recently, Western Australia had no whole-of-government privacy statute. That gap has since been addressed by the PRIS Act, which received Royal Assent on 6 December 2024 and will commence in stages. As the PRIS Act establishes a dedicated state privacy framework, universities will likely revise their privacy policies to reflect the state regime as it comes into force, while continuing to reference the APPs where relevant.
The voluntary commitments made by these five universities varied considerably in the language and rationale offered. The most explicit commitment came from Murdoch University, whose privacy policy stated:
As a state university we are not subject to the Federal Government's Privacy Act 1988 (Cth) however, as a commitment to safeguarding your personal information and to make you aware of how we may use it, we have initiated this Privacy Policy which adopts the new Australian Privacy Principles, which are set out in Schedule 1 to that Act, essentially as if we were a Commonwealth government agency. (Murdoch University, 2023, preamble)
This framing—explicitly adopting the APPs as an operational standard in the absence of a legal obligation to do so—represents the strongest voluntary commitment observed across the five universities. 
The review further found that 26 of the 39 Table A providers (66.7%) acknowledged specific but limited obligations under the Privacy Act. Their policies typically addressed scenarios explicitly mandated by federal law, most commonly the handling of tax file numbers and data governed by HESA, including the collection of equity group indicators reported via TCSI. Policies in this group generally prioritised their respective state or territory privacy legislation as the primary governance framework, treating Commonwealth obligations as supplementary rather than comprehensive.
The review also found that four of the 39 providers (10.3%) relied almost exclusively on state or territory privacy legislation, with only limited or conditional reference to the Commonwealth Privacy Act or the APPs. Policies in this group did not reference HESA, which represents a notable gap given that HESA provides the key basis for the Privacy Act's application in university contexts, including data reported via TCSI. Most significantly, one university privacy policy made no reference of any kind to any privacy legislation or to HESA, leaving students and staff at that institution with little basis for understanding how their personal information is governed. 
Addressing fragmentation
The fragmentation of privacy regulation, from Commonwealth, state, and territory law down to institutional policy, has important practical effects. One immediate consequence is variation in the privacy collection notices (required under APP 5) presented to students when disclosing equity-related information to their university for TCSI collections. These notices shape students’ understanding of how their data will be collected, used, shared, and protected, and while there is no sector-wide template—because of fragmented legislation—the Department of Education has advised providers to review their privacy notices against the 13 APPs (Department of Education, 2024b).
Emerging evidence indicates that responses to privacy collection or consent notices vary across student subgroups and are sensitive to wording and clarity. In learning analytics contexts, consent propensity correlates with factors such as institutional trust and demographics (for example, gender, race), and even small framing changes (opt-in versus opt-out) shift response rates, risking differential participation and bias in downstream datasets (Li et al., 2022). At the same time, research shows that common terms, such as “de-identified” and “confidential”, are not consistently understood and that willingness to share personal information increases with perceived strength of privacy protections, with both patterns varying across demographic groups (Corman et al., 2022). These findings underscore the equity risk of heterogeneous notices across the sector and the case for clearer, more standardised APP 5 notices.
The issue of inconsistency in collection practices is not confined to notices. The Accord final report highlights persistent inconsistencies in equity data, but particularly disability, arising from divergent capture points (for example, at application, at enrolment, or during registration with support services) and varied collection practices across institutions (Department of Education, 2024a, p. 116). These concerns are further reflected in the Department of Education’s (2024b) needs-based funding consultation paper. Data collection inconsistencies of this kind erode comparability, create inequalities in institutional funding for equity initiatives, and undermine the policy utility of sector-wide reporting.
In this context, greater conformity is now a policy imperative. The Privacy Act Review Report proposes sector-specific standardisation of templates, layouts, terminology, and icons for privacy policies and privacy collection notices, and the government has indicated in-principle agreement to this direction (Attorney-General’s Department, 2022, p. 100).
Building on this, two priorities warrant attention: the development of a standardised higher education APP 5 notice template that explicitly incorporates sector-specific data reporting requirements, and the harmonisation of equity and disability definitions and capture points across the student life cycle. Both are well suited to the complementary stewardship and regulatory functions of ATEC and TEQSA, working in collaboration with the OAIC and the Department of Education. 
This section supports R1 (life cycle guardrails) and R3 (national baseline with shared definitions and tools).
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Overview
[bookmark: _Hlk211589021]Across 39 university privacy policies, most institutions mirror Commonwealth, state, and territory law by restating the statutory binary of personal information and sensitive information (which includes health information) and stopping there. In other words, privacy policies largely do not map the equity cohorts used in higher education policy (that is, disability, First Nations, low SES, regional or remote) onto explicit privacy classifications. This matters because classification drives collection thresholds (for example, informed or explicit consent), internal use and disclosure limits, and the safeguards that must apply.
Disability data (health information)
Nearly all privacy policies specify that health information is sensitive, but only 23 of 39 (59%) policies explicitly mention disability as a class of health information—largely following the language of state-level legislation—or otherwise single out disability data as sensitive in their own right. In the remainder, disability is implicitly covered via the generic health information definition. The effect is uneven signalling: while disability information will typically be handled as sensitive in practice, fewer than two-thirds of policies say so plainly.
First Nations data
Across the corpus, only one privacy policy (1/39) explicitly recognised First Nations cultural and personal information as a distinct and sensitive category—Batchelor Institute of Indigenous Tertiary Education (2016)—with specific reference to Indigenous traditions, sacred sites, and cultural sensitivities. The remaining 38 rely on the general statutory category of “racial or ethnic origin” to imply sensitivity rather than naming First Nations data explicitly. By contrast, research policy suites are more direct, with near-universal references to the AIATSIS Code of Ethics for Aboriginal and Torres Strait Islander Research (Australian Institute of Aboriginal and Torres Strait Islander Studies [AITSIS], 2020), the CARE Principles for Indigenous Data Governance (Global Indigenous Data Alliance, 2023), or other acknowledgements of Indigenous data sovereignty. This divergence highlights a governance gap: explicit safeguards are common in research contexts but virtually absent from privacy policies governing student administration and support.
Other equity and equity-like cohorts
For cohorts such as low SES, regional or remote origin, FiF, women in non-traditional areas, care leavers, and carers, privacy policies generally do not designate these attributes as sensitive in their own right. In practice, data about these cohorts are handled as personal information, unless they also reveal a legislatively sensitive attribute (for example, health information or racial or ethnic origin). A very small number of policies make special mentions of particular groups—for example, explicitly classing “immigration status” as sensitive (2/39) or referring briefly to “equity data” in conjunction with health information (1/39)—but these are outliers. As a result, these equity indicators are usually treated as ordinary personal information, which can overlook risks from proxies or linked data—such as postcode or service-use patterns—not captured by the statutory sensitive categories.
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An important dimension of privacy management, especially in diverse university communities, is recognising that conceptions of privacy and the sensitivity of both personal and group information can differ across cultural backgrounds. This is particularly significant for First Nations Australians, whose views on data frequently encompass collective rights and intergenerational significance—understandings that are not adequately addressed within current Australian legal and organisational data governance frameworks (Rana & Azeez, 2025; Rose et al., 2023; Walter et al., 2021).
The analysis of the 39 university privacy policies revealed that explicit acknowledgement of diverse cultural conceptions of privacy is exceedingly rare. Most policies focus on compliance with prevailing Australian privacy laws and their definitions of personal and sensitive information, without specific provisions or guidance encouraging staff to consider broader cultural nuances in their data-handling practices.
The Batchelor Institute’s Privacy Policy (2016), as mentioned above, is a significant exception because it has clearly centred Indigenous perspectives within its privacy framework. Its “both-ways philosophy” explicitly “brings together Indigenous Australian traditions with western academic disciplinary contexts … including the approach to privacy”, aiming for the “well-being and protection of individuals, families, clans and communities” (section 1.4). This policy demonstrates a foundational commitment to respecting and integrating Indigenous perspectives on data that extend beyond research considerations alone to also include information relating to students within the university.
La Trobe University's Privacy Policy contains a notable provision acknowledging that community standards in relation to privacy can be conceived differently across cultures, and that collective rather than individual conceptions of privacy may apply in some communities (2023, section 15). The policy further acknowledges that views about what constitutes personal and sensitive information “may not necessarily align with the definitions articulated under current privacy legislation” and encourages staff to be mindful of community expectations regarding privacy in addition to complying with the law (La Trobe University, 2023, section 15). 
Beyond these two lone examples, the privacy policies of the remaining 37 Australian public universities appear to focus singularly on individual privacy rights as embodied in the current Australian privacy framework.
[bookmark: _Toc210999938][bookmark: _Toc230172001]Personal data and advanced analytics transparency
Next, the review considered the 39 university privacy policies to see whether they make explicit the use of personal and sensitive data for learning analytics, predictive analytics, profiling, and ADM. Only a small minority do so: three of 39 directly address ADM (often with little operational detail), two mention “learning analytics”, and one mentions “artificial intelligence”; there are no references to “predictive analytics”, but two policies indicate the use of “profiling”. While the level of detail varies, these disclosures show a gradual shift towards data-intensive digital practices (including datafication and digitalisation) aimed at improving educational and operational outcomes.
Where such uses are disclosed, the stated purposes typically centre on enhancing the student experience, supporting learning outcomes, and improving institutional services. Overall, these references mark a modest shift in how student data, often including grey data, are used: not only for administration but for more analytical and sometimes proactive purposes. Acknowledging such uses in core privacy policies is a positive step for transparency; however, inconsistent terminology, variable purpose statements, and limited detail about data sources, decision logic, safeguards (human oversight), and student options still impede clear stakeholder understanding and meaningful notice. This issue is returned to in the discussion concerning the SfSP in Section 6.4.2.
[bookmark: _Toc210671815][bookmark: _Toc210722860][bookmark: _Toc210749503][bookmark: _Toc210749641][bookmark: _Toc210749779][bookmark: _Toc210749917][bookmark: _Toc210750049][bookmark: _Toc210759253][bookmark: _Toc210759704][bookmark: _Toc210902439][bookmark: _Toc210908703][bookmark: _Toc210909938][bookmark: _Toc210954281][bookmark: _Toc210999458][bookmark: _Toc210999939][bookmark: _Toc210671816][bookmark: _Toc210722861][bookmark: _Toc210749504][bookmark: _Toc210749642][bookmark: _Toc210749780][bookmark: _Toc210749918][bookmark: _Toc210750050][bookmark: _Toc210759254][bookmark: _Toc210759705][bookmark: _Toc210902440][bookmark: _Toc210908704][bookmark: _Toc210909939][bookmark: _Toc210954282][bookmark: _Toc210999459][bookmark: _Toc210999940][bookmark: _Toc210671817][bookmark: _Toc210722862][bookmark: _Toc210749505][bookmark: _Toc210749643][bookmark: _Toc210749781][bookmark: _Toc210749919][bookmark: _Toc210750051][bookmark: _Toc210759255][bookmark: _Toc210759706][bookmark: _Toc210902441][bookmark: _Toc210908705][bookmark: _Toc210909940][bookmark: _Toc210954283][bookmark: _Toc210999460][bookmark: _Toc210999941][bookmark: _Toc210671818][bookmark: _Toc210722863][bookmark: _Toc210749506][bookmark: _Toc210749644][bookmark: _Toc210749782][bookmark: _Toc210749920][bookmark: _Toc210750052][bookmark: _Toc210759256][bookmark: _Toc210759707][bookmark: _Toc210902442][bookmark: _Toc210908706][bookmark: _Toc210909941][bookmark: _Toc210954284][bookmark: _Toc210999461][bookmark: _Toc210999942][bookmark: _Toc210999943][bookmark: _Toc230172002]Privacy impact assessments
A PIA is a structured process used to evaluate how a project, system, or new initiative might affect the privacy of individuals. As a key data governance mechanism, the PIA process helps organisations identify potential privacy risks early, ideally beginning before the project is launched, and consider how to minimise or avoid any identified risks. PIAs typically involve examining what personal information will be collected, how it will be used and stored, who will have access to it, and whether its use is lawful, proportionate, and respectful of individuals’ rights. In doing so, a PIA supports compliance with privacy laws while also promoting transparency, accountability, and public trust in an organisation’s data handling.
It appears that only ANU is currently required, via legislation, to regularly conduct PIAs. Given that ANU is part of the Australian Public Service, it must conduct PIAs for activities that carry significant privacy risks and maintain a public register of completed PIAs under s 15 of the Privacy (Australian Government Agencies —Governance) APP Code 2017. This reflects ANU’s unique classification as a Commonwealth agency and its responsibilities under the Australian Government’s privacy framework.
PIAs are not currently required for entities subject to the Privacy Act; however, the Privacy Act Review Report (Attorney-General’s Department, 2022) has recommended that they be made mandatory for activities involving high privacy risks (Proposal 13.1), to which the government has “agreed in principle”. Also of importance is the clear embedding of the “fair and reasonable test” (see Section 5.2.3) within the PIA process. The review report has also recommended that guidelines be developed by the OAIC for determining when data and digital activities may be considered “high privacy risk” thereby triggering the PIA requirement (p. 124).
The analysis of 39 privacy policies revealed a mixed landscape regarding the explicit commitment to requiring PIAs. A total of 15 (38.5%) policies either mandate or strongly recommend PIAs (or similarly termed assessments) for new projects, system changes, high-risk activities, or third-party engagements. Although five (12.8%) of the policies reviewed do not explicitly mention PIAs, they imply similar processes by referencing “privacy-by-design” approaches, or general risk-based approaches. Additionally, 19 (48.7%) of the reviewed policies, approximately one-half, make no explicit reference to PIAs of any kind.
While most universities are not strictly required to conduct PIAs, state and territory legislation and regulators typically encourage the use of PIAs as a means of demonstrating that “reasonable steps” have been taken to protect personal information. In this light, explicit commitments to conduct PIAs in a university’s privacy policy suggests a proactive and voluntary adoption of best practice.
However, this landscape is evolving. For example, Western Australia’s new PRIS Act is expected to introduce a more formal framework and stronger regulatory expectations about the use of PIAs by WA public sector agencies, including universities, once its provisions come into force. This development signals a shift towards more explicit and enforceable PIA requirements in some jurisdictions, moving beyond general duties or voluntary measures.
By voluntarily adopting PIAs and mandating their use via policy, universities can strengthen their privacy governance frameworks and position themselves ahead of anticipated legislative reforms. This proactive approach also enables institutions to assess equity data practices for potential privacy and ethical risks before they escalate into compliance or reputational issues.
Section 6.2 reveals uneven privacy policy alignment, thin equity classifications, limited cultural recognition, sparse ADM disclosures, and patchy PIA practices—together motivating R4 (above-minimum, privacy-by-design with ADM transparency and PIA thresholds), R5 (harmonised, equity-centred policy suite with culturally safe provisions), and R3 (ATEC or TEQSA national baselines and shared APP 5 templates).
[bookmark: _Toc210999944][bookmark: _Toc230172003]Students with disability policies
[bookmark: _Toc230172004]Purpose and scope
This subsection presents a synthesised analysis of Australian university (see Section 10.1) disability policy and procedure documents. University disability policies provide the clearest window into how institutions handle and disclose the sensitive information of this core equity group, both internally and externally, offering formal commitments on privacy, consent, and accountability that shape everyday practice.
For this analysis, the policies of 26 of 39 Table A providers were coded, consolidating multiple documents where relevant. Inclusion was limited to materials that (1) directly address students with disability (excluding staff-only policies, general Disability Discrimination Act 1992 (Cth) statements or plans, and “inherent requirement” policies) and (2) described processes for the creation and distribution of Learning Access Plans (LAPs) or equivalent mechanisms (for example, Equitable Learning Plans, Reasonable or Academic Adjustment Plans).
Where multiple in-scope policies existed for a single institution, their content was combined into a single university-level record. Among the 26 included universities, most had a single student-facing disability policy or procedure (20/26, 76.9%), five had two (19.2%), and one had three (3.8%).
Thirteen in-scope Table A providers had not published a dedicated “students with disability” or “academic adjustments” policy or procedure in their public-facing policy libraries at the time of collection. These universities may instead rely on general student diversity and inclusion policies, and all universities are likely to use additional materials such as tailored privacy notices or webpages maintained by disability support units. Consequently, some student-facing information about disability-data handling may be located elsewhere (for example, targeted collection notices, online guidance, service webpages) and is not captured here. However, the review of university privacy policies shows that the handling of disability data is rarely specified beyond general statements, leaving key operational details unclear in many cases. 
Analytic focus
Disability policies were assessed through a privacy-by-design lens, including data minimisation, purpose limitation, and proactive risk mitigation, alongside considerations of transparency and student agency. Where relevant, operational constraints—including timely adjustments, staff workload, and exam logistics—were also noted. Specifically examined were external reporting transparency (Section 6.4.2), internal disclosure rules and controls (Section 6.4.3), and commitments to Universal Design for Learning (UDL) (Section 6.4.4). UDL was treated as a privacy-preserving design strategy: embedding flexibility in teaching and assessment reduces routine disclosures and bespoke adjustments, while not eliminating the need for individual reasonable adjustments.
[bookmark: _Toc210999945][bookmark: _Toc230172005]External disability-data sharing transparency
Background
Universities are required to report disability-related information to government and other external bodies through multiple pathways; this review focuses on transparency statements for just two. First, under HESA and related instruments, institutions collect students’ disability status (typically at enrolment or later via student systems) and report it in identifiable form to the Department of Education via TCSI (public statistical outputs are aggregated). Second, under the Disability Support Program (DSP), providers must submit de-identified or aggregate information to support funding allocations for disability services, in line with DSP guidelines and funding arrangements linked to HESA.
Analytic focus
This subsection examines whether disability policies explicitly disclose that student information may be reported to government in identifiable or de-identified forms. Other legally permitted or mandated forms of external disclosures, such as regulator notifications or court orders, are beyond the scope of this analysis.
Findings
The analysis found that transparency regarding the compulsory collection and reporting of identified student disability status via administrative data systems (TCSI or HESA) is absent from the reviewed policies. None of the reviewed policy documents mention TCSI data collections or government reporting under HESA, confirming that the administrative reporting function remains structurally separated from public-facing disability policies.
This does not mean students receive no notification at all. Data collection notices and enrolment documentation may disclose government reporting obligations at the point of collection. However, such notices are transactional and do not substitute for a standing, publicly accessible disclosure in a central policy document. University privacy policies offer little additional clarity: as Section 6.3 found, most make only vague reference to the Privacy Act or HESA obligations without specifying what is reported, to whom, and in what form. A student seeking this information would find it difficult to locate and piece together.
This consistent absence across the corpus points to an important structural observation: these policies are developed and maintained primarily by student support units and appear to be organised around the Disability Standards for Education's mandate for internal service delivery and consultation. This leads them to emphasise the careful handling of, and consent processes for, internal disclosures and staff permissions, while structurally excluding information that falls outside the operational remit of those units, such as administrative reporting via TCSI.
Only two of the 26 policies reviewed (7.7%) provided specific transparency about the de-identified, aggregate reporting required for DSP funding acquittals. This pattern confirms that disability policies serve primarily internal operational purposes rather than comprehensive external disclosure. Combined with the limited detail on disability data handling practices found in the university privacy policies examined earlier, a significant transparency gap remains for students seeking to understand how their disability information is collected, used, and reported. 
[bookmark: _Toc210999946][bookmark: _Toc230172006]Internal disability-data privacy practices
Background
This subsection examines university disability policies for indicators of privacy management across two central features of internal data practice: how institutions structure the internal disclosure and distribution of LAPs, and whether policy text explicitly states that LAP content is limited to adjustment details, excluding medical diagnoses. 
Internal LAP disclosure model
The Disability Standards for Education 2005 (Cth) require providers to consult with students, implement reasonable adjustments in a timely manner, and protect confidentiality. In practice, these obligations can create a number of important design trade-offs between student agency and operational reliability. Each of the 26 in-scope universities was classified into one of three disclosure models, or designated as unclarified where public-facing policy or procedure is silent on the operational detail (see Table 1):
1. Student distributed – Students choose who receives their LAP and when, but are responsible for distribution.
2. Service distributed (with granular consent) – The disability service coordinates sharing on the basis of explicit student permissions.
3. Blanket distribution (role-based) – Authorised staff automatically receive relevant LAP data under prior, general student consent.
Where public-facing policy and procedure do not provide sufficient operational detail to classify the model, the institution is designated as unclarified.


Table 1: Internal LAP disclosure model—benefit and risk comparison
	Model
	Student agency/burden
	Reliability/
timeliness
	Institutional burden

	Student distributed
	High agency / High burden
	Low–Moderate
	High

	Service distributed (with granular consent)
	Moderate agency / Moderate burden
	Moderate
	Moderate

	Blanket distribution (role-based distribution)
	Low agency / Low burden
	High
	Low



Findings
Across the 26 universities, the primary model for internal disclosure breaks down as follows: unclarified in 11 of 26 (42%), student distributed in seven of 26 (27%), service distributed in six of 26 (23%), and blanket distribution in two of 26 (8%). Nearly half of the policies do not state who actually shares the plan or notification with staff, remaining at the level of principles and privacy commitments rather than operational steps. Where policies do specify a mechanism, student handover is the most common default, with a comparable cohort adopting service-distributed sharing under explicit consent controls; fully automated and blanket, role-based distribution is uncommon.
A consistent pattern across institutions is the distinction between notifications intended to inform course or unit coordinators and those targeted towards examinations: even where LAPs are student distributed, exam arrangements are frequently centrally coordinated, producing layered models in practice. Service-distributed models typically emphasise written or express consent and need-to-know minimisation, while the few blanket distribution or role-based models usually retain opt-out or consent qualifiers. 
The prevalence of unclarified policies represents a meaningful gap in transparency and accountability. Students and staff cannot rely on predictable, auditable processes where the operational pathway—who sends what, to whom, and on what consent basis—is not publicly stated. There are clear opportunities for institutions in this group to make these processes explicit across both teaching and examination contexts.
LAP information minimisation
The analysis next examined whether university disability policies and procedures explicitly state that LAPs, or their equivalents, record only the information necessary to implement reasonable adjustments and exclude diagnoses or detailed medical information. Each institution was coded according to the presence or absence of explicit content-minimisation language, such as “functional impact only”, “no diagnosis”, or “purpose-limited disclosure”.
[bookmark: _Hlk210586386]Findings
Explicit LAP content limits are uncommon across the 26 universities reviewed. Only one of 26 (3.8%) includes a clear “no diagnosis” clause, explicitly prohibiting inclusion of the nature of the disability in the plan. A further three of 26 (11.5%) include explicit minimisation or purpose-limited language, such as “functional impact only”, “minimum necessary”, or “solely for implementing reasonable adjustments”. The largest group, 15 of 26 (57.7%), implies minimisation by describing plans as documenting supports, adjustments, or functional impacts, without explicitly excluding diagnosis. The remainder, seven of 26 (27%), are silent or unclear at the plan level and rely on generic privacy language rather than LAP-specific content rules. 
Where explicit clauses do appear, they are most often located in procedures rather than high-level policies and typically pair purpose-limited disclosure with an explicit exclusion of diagnosis or medical detail. Overall, the pattern reflects a broadly shared intent towards data minimisation but uneven specificity in how that intent is articulated: practice norms are widely understood among disability support units, yet they are not consistently stated in policy. To improve consistency and accountability, policies should include brief, clear clauses specifying that plans record functional impacts only, exclude diagnostic information, and are shared only for the purpose of implementing adjustments—so that students and staff can rely on consistent and predictable rules.
These policy commitments should also be reflected in the digital tools and workflows used to distribute LAPs. Where universities are selecting or configuring systems to support this process, a privacy-first approach would ensure that plans are shared only with the staff who need them, contain only the information necessary to implement adjustments, and are managed with clear student consent and time-limited access. Designing these systems thoughtfully offers a practical opportunity to embed good privacy practice into everyday operations, rather than leaving it to individual judgement. 
[bookmark: _Toc210999947][bookmark: _Toc230172007]Universal Design for Learning as privacy-by-design
Background
In this subsection, UDL is treated as a privacy-preserving approach to learning design that, consistent with privacy-by-design, addresses disclosure risks upstream as a design problem. By embedding flexibility and multiple means of engagement, representation, and expression into the default design of teaching and assessment, UDL reduces routine needs for individual disclosure and the circulation of LAPs for common adjustments such as time flexibility and alternative formats. This operates in a manner analogous to data minimisation and privacy by default; fewer accommodation requests mean fewer instances where disability status or sensitive details must be shared with university staff. Importantly, UDL does not replace legal entitlements to individualised reasonable adjustments for atypical or intensive needs (see Whitwell & Clarke, 2023, for an explicit treatment of inclusive pedagogy as privacy protective).
While CAST's UDL Guidelines 3.0 (CAST, 2024) do not address data privacy or disability disclosure directly, Consideration 7.4 recommends that educators vary both the requirements for public display and evaluation, and the social demands required for learning or performance. This has a direct bearing on the conditions under which students may feel compelled to disclose a disability. Related considerations, such as optimising learner choice and autonomy (7.1) and addressing biases in modes of expression and communication (5.4), further support environments where students need not expose personal information to access appropriate learning conditions. Together, these considerations reflect a learner-centred design orientation in which designing for learner differences from the outset reduces the conditions that make disability disclosure necessary. 
Findings
The review of 26 university disability policies found that 13 of 26 (50%) make no policy-level commitment to UDL or universal or inclusive design. Five of 26 (19.2%) make strong, explicit commitments, and a further eight of 26 (30.8%) reference universal or inclusive design in general terms without setting clear expectations. In practical terms, fewer than half of the universities set an expectation that curricula and assessment will be designed for variability by default, and explicit UDL language is uncommon in disability policies specifically. It is worth noting that UDL commitments may be more prevalent in teaching and learning or assessment procedures than in disability policies—the scope of this review may therefore undercount the extent of UDL adoption across the sector.
Effective implementation in course and assessment design is essential to realising the privacy benefits of UDL. The framework does not remove the need for individual adjustments in all circumstances. Where LAPs or equivalent instruments are in use, consent and need-to-know principles continue to apply. The primary privacy contribution of UDL is therefore not the elimination of individual accommodation, but a reduction in the volume and sensitivity of information that must routinely circulate—lowering systemic disclosure risk across the learning environment as a whole. 
Section 6.4 identifies gaps in external transparency (HESA/TCSI, DSP), uneven internal disclosure models and minimisation rules for LAPs, and limited policy-level UDL commitments, together motivating R4 (privacy-by-design in services and systems), R5 (harmonised disability or privacy policies with explicit minimisation and notice language), R8 (executive resourcing and clear decision rights for frontline practice), and R7 (structured engagement with lived-experience and First Nations expertise).
[bookmark: _Toc210999948][bookmark: _Toc230172008]Data governance policies
[bookmark: _Toc230172009]The role and purpose of data governance policies 
Background
While both privacy policies and data governance policies are essential for the responsible management of information within universities, they serve distinct purposes and target different audiences. Privacy policies are primarily externally facing documents intended to provide transparency to individuals, including students, staff, and the public, about how their personal information is collected, used, disclosed, and managed. Mandated under Australian privacy law, privacy policies must explain individuals’ rights and the institution’s obligations regarding personal data. 
In contrast, data governance policies, or information management policies, are largely internally focused frameworks. Their primary audience is university staff and those with specific data-related responsibilities, and their main objective is to establish the internal rules, roles, responsibilities, and processes for managing the university’s data and information assets effectively and strategically. As Khatri and Brown (2010) put it, governance is about “what decisions must be made … and who makes the decisions” regarding data assets, aiming to ensure data quality, integrity, security, compliance, and the use of data as a strategic asset (p. 148). Thus, these policies are geared towards internal control, compliance, and optimising data value, rather than direct public transparency about individual data rights.
Sector frameworks—for example, the UK Jisc Data Maturity Framework (2024)—characterise comprehensive data governance as treating data as an institutional asset, establishing clear accountability from the vice-chancellor down, naming information owners or managers, and underpinning practice with policies, standards, and mechanisms for assurance, risk, and stakeholder engagement. While Australia currently lacks a sector-wide, university-specific data governance framework, institutions can adapt such models to local regulatory settings (for example, Privacy Act 1988 [Cth], TEQSA) and their internal accountability structures.
Analytic focus
Of the 39 universities in the study, 27 (69%) met the threshold for inclusion in this analysis. Data governance frameworks vary considerably in how they are structured and named across the sector. Some universities maintain a single comprehensive policy, while others distribute equivalent content across several documents. For this reason, inclusion criteria were applied at the institutional rather than individual policy level. To be included, an institution required at least one policy document that both established a data-risk classification system and clearly assigned data governance decision-making and accountability responsibilities to defined roles. The 27 in-scope institutions contributed a total of 34 policy documents to the analysis corpus, with most institutions represented by one or two documents. It is worth noting that some of these documents use “information” or “privacy” rather than “data governance” in their titles, reflecting the absence of a uniform naming convention across the sector.
The 12 excluded universities indicate that data governance policy has not yet reached full saturation across the sector. Several had only data classification or security policies lacking clear decision-making and accountability structures, and at least one university had a vice-chancellor-level committee whose terms of reference signalled that a data governance framework was still in development.  
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Khatri and Brown (2010) defined data governance as determining “who holds the decision rights and is held accountable for an organization's decision-making about its data assets” (p. 149), and conceptualised the locus of accountability for each decision domain as existing along a continuum between centralised and decentralised models (p. 151). This review borrows that framework to examine how the policies analysed here establish decision-making authority and accountability.
Following this pattern, the review classified models as “centralised” when decision rights and standards are explicitly vested in enterprise roles or committees (for example, chief information officer, chief digital officer, information governance board), with mandatory language (“must” or “shall”) and evidence of enforcement (approvals, monitoring, exception control). “Hybrid” was used where enterprise data handling standards are detailed but day-to-day choices are delegated to faculties or divisions within defined guardrails. “Decentralised” would require clear local autonomy with minimal enterprise gatekeeping (none met this bar). Policy documents that lack sufficient detail to decide were marked “not determinable” to avoid overinterpretation.   
Findings
Of the 27 universities reviewed, 13 (48%) were classified as centralised, eight (30%) as hybrid, six (22%) as not determinable, and none as decentralised. The absence of decentralised models in the sample is likely a function of the corpus itself: institutions without a formal data governance policy were not captured by this review, yet the absence of such a policy is itself a plausible indicator of a decentralised and heavily localised governance model operating by default. The findings therefore probably undercount less formalised governance arrangements across the sector. 
Across centralised and hybrid policies, a common governance architecture emerges. Enterprise authority for principles, policy settings, and strategic direction is typically vested in senior roles such as a chief information officer, chief digital officer, or an information governance committee or board, while operational responsibilities are delegated to domain roles—variously termed data or information custodians or stewards—who manage day-to-day decisions within their areas. 
The scope of these policies also varies. Many explicitly exclude research data, which are often governed under separate frameworks, while others are narrowly focused on “critical data,” typically data deemed essential to university operations. This suggests that governance intensity is not applied uniformly across all institutional data, potentially leaving a significant volume of grey data—data that are neither classified as research nor deemed critical—effectively ungoverned (Borgman, 2018).
[bookmark: _Toc230172010]Is equity centred in data governance policy?
Background
Data security and risk classification systems are a core feature of institutional data governance. Such systems categorise data assets by sensitivity, criticality, and the potential impact of unauthorised disclosure, modification, or loss, linking each category to handling rules governing access, storage, transmission, and retention. Classification schemes in the policies reviewed typically comprise three to five tiers. Responsibility for applying classifications is commonly delegated to domain roles such as data stewards, custodians, or information owners. The Privacy Act establishes baseline categories of personal information and sensitive information, but these legal categories do not automatically translate into operational handling rules. Student equity data presents a particular challenge in this respect. Data such as disability status, First Nations identity, care experience, or socio-economic background may qualify as sensitive information under the Act, while equity-adjacent proxies such as postcode or support service-use patterns may not, yet both can carry significant re-identification risk in institutional contexts.
Analytic focus
This section asks whether data governance policies go beyond Privacy Act classifications to explicitly centre equity data by further clarifying its status within their risk and classification frameworks, and whether that recognition, where it exists, translates into concrete handling rules. As in the analysis of privacy policies in Section 6.3.2, an equity-focused lens is here applied to university data governance policies. 
Findings
A small minority of university data governance policies (four of 27) explicitly place equity data, or certain forms of equity data, in an elevated sensitivity category and tie that recognition to stronger handling rules. Federation University's Information Technology Services Operations Manual (2024) classifies “identifiable equity and minority group data” as “protected”, its highest risk tier, alongside health information and personally identifiable information, linking the classification to concrete access, storage, and transmission controls. UNDA’s Information Management (Procedure) (2024) defines “equity information” as a named category, encompassing disability, Aboriginal and Torres Strait Islander status, low SES, regional or remote background, NESB, and FiF status, and notes that this category was added as an example of “highly sensitive” data in the 2024 update (see Section 13.4.2 and version notes). ANU's Information and Data Classification (Standard) (2022) similarly lists “identifiable equity and disability data” as an explicit example within its highly sensitive tier, placing it alongside medical, legal, and financial information.
ANU is also notable for a second and distinct provision. Its Data Governance (Policy) (2022) includes a commitment to “inclusive, open and respectful governance of personal and Indigenous data” as an enterprise-wide principle. The University of Queensland's Data Handling Procedure (2024) goes further, requiring that the handling of Indigenous data align with the AIATSIS Code of Ethics, and specifying that the Code's principles apply beyond research to any activities that can impact or be of importance to Aboriginal and Torres Strait Islander peoples. Both provisions are significant because, in contrast to the privacy policies reviewed in Section 6.3.2, Indigenous data governance principles are not confined to the research domain alone. 
Discussion
In most policies, equity data governance is indirect. Safeguards flow from general rules for personal or sensitive information, meaning equity attributes and proxies only inherit protections when the link to an identifiable individual is straightforward. Data that could identify someone indirectly, through small group sizes, combined attributes, or analytical outputs, may receive no additional protection at all, leaving contextual risks involving equity data in a governance grey zone.
The stronger exemplars in the corpus do three things well. First, they name equity categories explicitly and place them at higher classification tiers. Second, they link those tiers to operational controls covering access approval, storage and transmission, data use limitations, and retention and disposal. Third, and most rarely, they specify how derived artefacts such as learning analytics outputs or risk scores either inherit higher risk classifications or trigger reassessment under stricter controls. Where these elements are absent, the handling expectations for equity data remain in a governance grey zone across domains, leaving staff without clear guidance and students without the protections those policies should provide.  
Summary
Implementation of data governance policies is uneven: roughly two-thirds of universities publish a dedicated governance instrument, models are largely enterprise-led with centralised implementation and variable decision rights, and multi-tiered data-risk classification is common but inconsistently operationalised, leaving pockets of grey data that fall outside both dedicated research data governance regimes and the broader institutional data frameworks.
Two specific gaps were also observed. Evidence of student voice or participation in data governance mechanisms is effectively absent: 26 of the 27 policies reviewed contained no such mechanism, and the remaining policy offered a values-level commitment only. Similarly, no explicit governance of student data used for program evaluation was found. No university data governance framework reviewed set conditions distinct from course evaluations or research, and where evaluation occurs, oversight appears inferred from generic privacy or security controls rather than formally set out in policy.  
Equity is rarely explicit in data governance settings. These gaps motivate R5 (harmonise and centre equity across the policy suite), R4 (above-minimum, privacy-by-design controls with role-based access, retention, and model-risk management), R7 (structured participation in governance bodies), and, for evaluation activities, R6 (a defined oversight pathway).
[bookmark: _Toc210999949][bookmark: _Toc230172011]Support for Students Policies: Where data and digital meet
Background
Traditionally, universities have typically addressed student failure through “academic progression monitoring,” a reactive regime triggered after poor results (for example, failed units, low grade point average) and based almost exclusively on summative outcomes. By design, these processes engage supports only once a student has already demonstrated unsatisfactory progression.
By mandating in-semester, unit-level identification of at-risk students, the SfSP, in effect from 1 January 2024, moves intervention earlier and necessitates close to real-time analysis of far more refined student data than final grades alone. In practice, many universities now draw on the grey data generated by learning and administrative activity (for example, LMS engagement, attendance and submission patterns, early assessment signals, advising or administrative flags), often analysed via learning analytics and predictive methods. SfSPs therefore provide a valuable test case for proactive risk monitoring, analytics-enabled student support, and how universities explain these data-driven practices to students in formal policy. Because at-risk monitoring depends on both the data collected and the systems that analyse or act on them, SfSPs sit at the junction of data governance and digital governance.
Analytic focus
This subsection examines 38 of the 39 SfSPs in the corpus; one policy was not publicly available at the time of review. The review looked both at practice, including workflows, triage, outreach, and referral, and at transparency, including purpose, data use, and student agency. Specifically, it asked whether policies make clear how academic risk is identified at the unit level and what personal data are used to do so. Policies were then classified by the clarity and specificity with which they describe these analytic methods and data inputs. 
How SfSPs were grouped
Each policy was coded on four dimensions: (i) timing clarity: does it specify proactive, in-semester, unit-level monitoring rather than end-of-term (reactive) checks? (ii) data-source clarity: are the source systems or data types used for risk signals identified? (iii) analytic-method specificity: are indicators, techniques, or approaches named (for example, LMS engagement, early assessment, “analytics”, “modelling”, “propensity”)? and (iv) linkage to governance: does it point to relevant learning analytics, AI, data, or privacy instruments?
The primary split is whether the SfSP confirms proactive, in-semester monitoring (Group B) or is too general to establish this (Group A). Within Group B, the review distinguished B1 (Detailed: indicators, systems, techniques named) from B2 (Generic: early monitoring stated, but methods described only broadly). Because it cuts across both groups, transparency about equity or sensitive variables as model inputs is treated separately.  
Group A – General and Opaque SfSPs (11/38; 29%).
Policies in this group state that the university identifies or supports at-risk students but do not specify the timing, data sources, or analytic methods for early, unit-level monitoring. Procedural detail is often pushed to generic academic progress or monitoring instruments that themselves lack in-semester measures; links to analytics or privacy governance are typically weak or absent. The result is limited operational transparency within the SfSP.
Group B – Proactive and Specified SfSPs (27/38; 71%).
These policies confirm proactive, in-semester monitoring and were divided into two subgroups:
· B1 – Detailed (n = 19). Policies name early-warning indicators (most commonly LMS engagement and early assessment performance), identify source systems, and in some cases explicitly refer to “analytics”, “predictive modelling”, or related techniques.
· B2 – Generic (n = 8). Policies make clear that early monitoring occurs but describe how it is done only in broad terms within the SfSP.
Across Group B, explicit references to equity or sensitive characteristics as input variables in early-risk models are uncommon, and the terminology employed (for example, “engagement monitoring”, “data-informed”, “analytics”) is often imprecise. Some SfSPs link to learning analytics or AI governance documents, but consistency is low.
Focused analysis: Universities indicating use of advanced analytic techniques
Ten institutions, all in Group B and mostly in the B1 (Detailed) subcategory, explicitly mention or clearly describe the use of advanced analytics in their SfSPs. References commonly include “learning analytics”, “predictive modelling”, “predictive analytics”, or “propensity”, cited directly in the policy. The depth of explanation varies: most SfSPs name the technique and purpose, for example early identification and targeted outreach, but do not detail inputs, model logic, thresholds, validation, error rates, or human review. A review of associated data governance, privacy, AI, and learning analytics instruments, where available, showed that several universities have or are developing more robust governance frameworks, for example dedicated AI or learning analytics policies. However, cross-referencing from the SfSP to these governance documents is inconsistent, leaving lines of accountability and oversight unclear within the SfSP itself.  
The transparency challenge
A cross-cutting finding, even among the 10 analytics-explicit SfSPs, is limited transparency about whether and how student equity characteristics or other sensitive data are used as inputs in early-risk models. Many universities signal tailored support for equity cohorts, yet it is rarely clear whether those characteristics are factored into predictive models that flag students as at-risk. Only two SfSPs explicitly state that equity categories or groups are included as key factors or indicators and that these cohorts are prioritised for intervention. 
Even in these cases, crucial details remain unspecified: which attributes are used, how they are encoded or weighted, which systems supply them, whether their role is a model input or a post-model triage rule, and what safeguards, for example human oversight, bias testing, and appeal routes, are in place. As a result, students and staff have no clear basis for understanding how equity-related data are used to identify, support, or sort them.  
Example of emerging good practice: The University of Wollongong
With limited research in this area, it remains premature to prescribe “good practice”. There is no settled view of what ideal, or even adequate, practice looks like for equity students and the handling of personal or sensitive information in the Australian context. Key questions persist: How much information is sufficient? When or how should it be communicated? How many policies are needed, of what type, and for which audiences? What language best supports clarity across diverse stakeholders? Even so, it is useful to highlight emerging examples while the sector begins to engage more systematically with these challenges.
Among several promising cases, the University of Wollongong (UOW) offers a policy framework that seeks to address the grey areas of equity work as data work. UOW's SfSP (University of Wollongong Australia, 2023a) stands out for its effort to explain how the university conducts early, in-semester at-risk monitoring and how equity characteristics or groups are considered in that process. Importantly, the SfSP includes an in-text link to the Learning Analytics Data Use Policy (University of Wollongong Australia, 2023b), which elaborates analytic processes, privacy safeguards, and measures to minimise adverse impacts.
UOW's broader framework references tools and mechanisms that directly address equity-related risks. These include internal instruments not available for public review—namely, Guidelines for Actioning Learning Analytics Insights and a Procedure for Monitoring Comparative Student Outcomes—as well as the publicly available Jisc (UK) Code of practice for learning analytics (Jisc, 2015). UOW’s SfSP also references and links to a Data Governance Procedure, Privacy Policy, and Data Handling Guidelines, though not all these documents are publicly accessible.
Data access governance is also well articulated: the learning analytics data warehouse requires approval from the Deputy Vice-Chancellor and Vice-President (Academic and Student Life), even for “business as usual” recipients, and a Learning Analytics Advisory Group provides program-level oversight. Together, these instruments begin to connect policy intent, namely student support and fairness, with operational controls covering access, approvals, and cross-referenced guidance. This is precisely the junction where many institutions' frameworks are currently thin.
Discussion
Without claiming UOW as a definitive model, three features of its framework are especially instructive for the sector. First, the UOW SfSP provides a plain-language explanation of how early monitoring works and where equity considerations arise. Second, live cross-references connect the SfSP to learning analytics and data governance policies that spell out methods and safeguards. Third, clear access and oversight structures, including named approvers, an advisory group, and internal guidance, make the framework more auditable as practice evolves. Together these elements improve intelligibility for students and staff and offer a practical starting point for institutions seeking to strengthen their own frameworks.
The UOW example is a useful starting point for universities still building data, digital, and equity-related policy frameworks, but it also surfaces broader sector issues. Is “learning analytics” still the right umbrella for practices that now include predictive modelling and, increasingly, AI? If not, how should AI governance intersect with, or encompass, these activities referenced in many SfSPs? UOW's statement that students cannot opt out of learning analytics on duty of care grounds spotlights unresolved questions about student autonomy and heightened privacy needs for particular cohorts.
Three priorities warrant sector-wide attention. First, terminology and policy architecture: what these practices are called and where they sit, whether in SfSPs, learning analytics, AI, or data governance instruments, with clear cross-references between them. Second, lawful and ethical basis and baseline mitigations: when consent or opt-out is appropriate, and what minimum safeguards apply if it is not, for example transparency, bias testing, human oversight, and appeals. Third, equity safeguards: how equity and sensitive attributes are used as model inputs or post-model triage rules, and how their use is documented, monitored for impact, and overseen.
Section 6.5.3 finds that while emerging exemplars such as UOW demonstrate how policy intent and operational controls can be connected, most SfSPs lack transparency about analytic methods, equity data inputs, and oversight structures, motivating R4 (above-minimum, privacy-by-design implementation with ADM transparency), R5 (harmonised treatment across the policy suite), R6 (a defined, proportionate oversight pathway), and R7 (student and staff participation). 
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Despite genuine effort across the sector, fragmentation continues to shape how student equity data are governed and understood. At many institutions, policy instruments for privacy, data governance, learning analytics or AI, and support for students sit in separate silos, use inconsistent scope and terminology, and are weakly cross-referenced. As a result, students, staff, and even internal decision-makers struggle to see how equity-related data are collected, combined, and used to flag risk, who is authorised to access or share it, and what safeguards, including minimisation, need-to-know, retention, audit, and appeal, actually apply. 
[bookmark: _Toc210999953]In practice, key operational details, including data flows, decision rights, role-based access, model inputs and thresholds, and oversight and review, are often dispersed across multiple documents or omitted altogether, producing uneven implementation and avoidable gaps in trust and accountability. A clearer policy architecture that links these elements end to end, supported by defined oversight pathways, participatory governance, and adequately resourced frontline practice, is precisely what R3 (national baseline with shared definitions and tools), R4 (above-minimum, privacy-by-design implementation), R5 (harmonised treatment across the policy suite), R6 (a defined, proportionate oversight pathway), R7 (student and staff participation), and R8 (leaders to model and resource privacy by default) are designed to support.  

[bookmark: _Toc230172013]Qualitative study: Centring the views and experiences of equity practitioners
[bookmark: _Toc210999954][bookmark: _Toc230172014]Overview
Section 5 of this report outlined the macro-level legislative and regulatory context governing the use of data and digital technologies in Australian universities. Section 6 provided an overview of the meso-level landscape, examining institutional policies, procedures, governance structures, and transparency mechanisms. Across the macro and meso levels, increasing layers of governance fragmentation and complexity were observed, revealing the many sources of the grey and murky landscape that equity practitioners, and students, must navigate. In Section 7, the focus shifts to the micro level, exploring the experiences and perspectives of university staff engaged in equity and data work on the ground. Foster et al. (2018) argued that structural conditions at the macro and meso levels significantly shape this micro level by influencing how data work—and consequently their associated production of both value and risks—is experienced by individuals working within their specific institutional contexts.
According to Foster et al. (2018), various professional groups contribute both directly and indirectly to shaping the micro context of “data work” within institutions. They identified three primary categories of professionals: first, those directly involved in extracting value from data through tasks such as data wrangling, analysis, reporting, and visualisation; second, end users who rely on provided data to inform their decisions and actions, or who generate their own data to fulfil their professional responsibilities; and third, individuals with supervisory and strategic roles, ensuring effective governance, appropriate data usage, and data security.
In practice, particularly within student equity work, these roles often overlap and are rarely clearly delineated, yet each remains essential to comprehensive data work. Foster et al. (2018) emphasised that this micro level constitutes the lived professional environment, where the balance between the value and risks associated with data work is actively negotiated among diverse professional groups and institutional stakeholders.
Section 7 of this report presents the core contribution of this Fellowship research project. This qualitative study explored the perspectives and experiences of student equity practitioners, senior university leaders, and staff in data analysis roles as they navigate the intersection of equity work and data work within the micro-level context of institutional practice. A key objective of the Fellowship was to amplify the voices of equity practitioners, whose roles are critical in both realising the potential benefits and managing the inherent risks of student equity data work.
This research addresses a significant gap in the existing literature by offering important insights into the perspectives and experiences of university equity practitioners, senior leaders, and data analysts who are substantially involved in student equity and data work. These areas are largely underexplored in the Australian context, and this study contributes new evidence to an important gap in the Australian research literature. In the Australian research literature, student views on privacy and learning analytics have been a clear focus of research (Soffer & Cohen, 2024). There have also been several studies capturing the views of Australian university staff on the governance and use of student data. For example, Braunack-Mayer et al. (2023) interviewed Australian higher education “researchers and teaching specialists in learning analytics and/or data analytics” (p. 3). These studies have identified widespread concerns about privacy, transparency, and consent, and further raised concerns about the oversurveillance of “already-vulnerable or stigmatised groups (including First Nations peoples and students with mental health problems …)” (Braunack-Mayer et al., 2023, p. 9).
Despite the growing body of literature on student and staff perspectives regarding data and digital governance in Australian higher education, research focused specifically on the views of student equity practitioners remains extremely limited. This absence is notable, given that those working most closely with equity cohorts bring distinct, practice-informed insights into the effectiveness of data governance at the micro level, where equity work and data work intersect. Addressing this gap was a central aim of the present study. While Braunack-Mayer et al. (2020) noted a general lack of stakeholder engagement in policy development, it appears that equity-focused staff are among those missing voices.
[bookmark: _Toc210999955][bookmark: _Toc230172015]Methods
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Ethics approval for the project was provided by La Trobe University’s HREC [HEC24361].
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Because this is a largely uncharted area of research, the study employed an exploratory qualitative design grounded in a naturalistic research paradigm. Naturalistic inquiry prioritises studying phenomena in real-world settings, enabling researchers to grasp experiences and views of participants in an in-depth and contextualised manner (Lincoln & Guba, 1985). This paradigm is particularly apt for complex topics with little prior investigation, offering a flexible yet systematic framework for capturing and analysing nuanced human experiences as they unfold in authentic contexts (Creswell & Poth, 2024). Accordingly, this methodological choice allowed the project to examine, in a comprehensive manner, how equity practitioners and other university staff perceive current challenges and identify opportunities for stronger data and digital governance.
The earlier research stages exploring RQ1 and RQ2 were useful in informing the subsequent aim of the Fellowship’s third research question:
(RQ3): What challenges and opportunities do student equity practitioners and senior university leaders identify in balancing the value and risks of student equity data within current governance frameworks and cultures?
This high-level research question was further refined into three specific aims guiding the qualitative component of this Fellowship. The research sought to explore the confidential views of student equity practitioners and university leaders in relation to:
1. the approach to data and digital governance that their institutions have adopted
the challenges they have encountered in collecting, controlling, and using equity student data to support student success
the opportunities they see for improving the governance and responsible use of student equity data.
[bookmark: _Toc210999958][bookmark: _Toc230172018]Participant selection
Participants for this research were recruited via purposive sampling and according to the following selection criteria:
· they are a current staff member of an Australian public university, and
· their role may be described as a student equity practitioner—or someone significantly involved in providing support services to undergraduate students identified with an “equity group”, or
· their role is significantly related to the senior leadership or management of student equity strategy or support services, or
· their role is significantly related to the analysis, management, or governance of student data and digital technologies.
The participant selection criteria ensured relevance and depth, supporting the study’s objectives by capturing diverse yet comparable perspectives across the sector. These three target participant groups are also closely aligned with the three professional groups identified by Foster et al. (2018) as being most significant to influencing the micro context of “data work” within institutions.
[bookmark: _Toc210999959][bookmark: _Toc230172019]Participant and institutional diversity
Maximum-variation sampling (Creswell & Poth, 2024) was employed to ensure diversity and relevance across institutional types, geographic regions, and professional roles and levels of seniority. The final participant sample comprised 21 participants (nine males and 12 females) that collectively achieved the desired diversity along each of the relevant dimensions. The strict privacy protocols and research ethics commitments of this research do not allow participant institutions to be identified; therefore, only a high-level aggregate summary of participant characteristics is provided here.
To ensure a spread of institutional perspectives, four broad tiers of seniority were identified, and participants were purposively recruited from each level. The final sample of 21 participants included five executives, five directors, five managers, and six professionals.
The study did not separate staff into “academic”, “professional”, or “general” categories because these labels are largely arbitrary, reflecting only a person’s current classification and revealing little about the diverse work they perform in practice. It is also notable that three participants are in roles with a data and analytics focus. Furthermore, five participants indicated that they hold senior data governance roles described as a data or information steward, owner, or custodian within their institutions.
To capture a diverse range of roles, the purposive sampling also considered each participant’s specific responsibilities. Although all participants are engaged in equity work and data work, a particular effort was made to include staff who work with equity groups recognised as requiring greater sensitivity under Australian privacy and anti-discrimination law—namely, First Nations students and students with disability. Overall, five participants have direct responsibility for supporting First Nations students, and 10 for supporting students with disability.
To be clear, while well over half of the participant pool work directly with these more sensitive cohorts, all participants in this research would carry responsibilities to work with students belonging to these cohorts or with their data.
Institutional diversity was also monitored and targeted throughout the recruitment process. The final sample contains participants drawn from 12 universities located in six Australian states and territories. These institutions are also drawn from each of the major Australian university representative groups—Group of Eight, Regional Universities Network, Innovative Research Universities, Australian Technology Network—as well as independent universities. Regional universities and universities with regional campuses were also well represented in the sample.
[bookmark: _Toc210999960][bookmark: _Toc230172020]Data collection
Semi-structured interviews were conducted remotely on Microsoft Teams and recorded in both audio and video format. Participants received an interview guide (see Appendix Section 10.2) with nine illustrative questions ahead of their session. Given the variation in institutional context, seniority, and role, the guide served as a flexible prompt rather than a checklist; not every question was expected to be covered. In keeping with the study’s exploratory, naturalistic design, each conversation was allowed to evolve, foregrounding the interviewee’s own experience, institutional knowledge, and particular interests or concerns.
The average interview length was 62 minutes. Interview topics included institutional data and digital governance practices, perceived barriers and challenges in ethical data collection and handling, and participant insights regarding potential governance improvements.
[bookmark: _Toc210999961][bookmark: _Toc230172021]Data management
Data management adheres to strict ethical guidelines, employing secure digital storage provided by La Trobe University digital research services. Audio and video recordings and preliminary transcripts were securely maintained, with transcripts undergoing de-identification and editing by the principal investigator (the Fellow).
Participants were invited to review, edit, and ultimately approve their respective transcripts to ensure accuracy, authenticity, and appropriate personal and institutional de-identification. Once transcripts were approved by the participant, the original recordings were securely deleted. All transcripts were anonymised, systematically removing identifying institutional information, retaining only generalised role descriptions (for example, practitioner, manager, director, executive). This comprehensive approach to data collection and management ensured participant confidentiality, supported ethical integrity of the project, and contributed to assuring the validity of the data collected.
[bookmark: _Toc210999962][bookmark: _Toc230172022]Data analysis
Each interview was transcribed and edited for anonymity shortly after completion. Final transcripts were analysed using reflexive thematic analysis, following Braun and Clarke’s (2019, 2021) six-phase process. Initial coding and theme development were undertaken in NVivo 15, with the Fellow manually coding each transcript on a line-by-line basis. This approach emphasised close engagement with the data and allowed for inductive theme generation, while remaining attentive to the broader policy and practice context in which participants’ experiences were situated. Throughout the process, reflexivity was maintained by documenting analytic decisions and iteratively refining themes considering both the data and the research aims.
[bookmark: _Toc210999963][bookmark: _Toc230172023]Limitations and transferability
As with any qualitative study, this research has several limitations that should be clearly acknowledged. First, the findings are based on the views and experiences of participants working within particular institutional and policy contexts. As described in Section 5, Australian universities operate under different macro-level laws and regulations depending on state and territory jurisdiction. Some important meso-level institutional policy differences must also be kept in mind, and these were described in Section 6 of this report.
More importantly, the experiences and views shared by each participant in this research are shaped by their professional context, background, training, and relative position within their institution. Therefore, the perspectives presented here are necessarily subjective and should not be assumed to represent all practitioners or institutions. Care has been taken to ensure that claims grounded in interview data are supported, where possible, by documentary analysis, publicly available policies, or relevant scholarly literature. This triangulation increases the trustworthiness of the findings and suggests that many of the issues raised are likely to be transferable across institutions—particularly within the Australian higher education context.
Finally, while every effort has been made to present insights with fidelity to participants’ intent, ethical considerations, particularly the need to preserve anonymity, mean that specific individuals, institutions, or systems referenced in interviews are not identified. Where relevant practices or strategies are publicly documented, or common across institutions, these have been cited to support further exploration and adaptation by institutions. This report did not seek to prescribe a single model, but rather to contribute to a broader conversation about responsible data and digital governance for student equity. The findings also highlight several areas where future research is urgently needed to inform more inclusive, transparent, and accountable practices.
[bookmark: _Toc210999964][bookmark: _Toc230172024]Findings
[bookmark: _Toc210999965][bookmark: _Toc230172025]Framing the analysis: Introduction and structure
The interviews conducted for this research offer a rich and detailed picture of the significant challenges equity practitioners and senior leaders face in achieving effective, transparent, and accountable data and digital governance across the varied domains of their work. While this report cannot fully convey the depth of these insights, future publications emerging from this Fellowship work will explore particular issues in greater detail and within more targeted contexts. For example, participants raised complex governance concerns specific to institutional disability support units—areas that warrant dedicated attention beyond the scope of this report. Although many of these insights are included here, they are not fully developed.
The central findings have been organised into two distinct categories: high-level themes concerning data and digital governance more broadly, and themes shaped by recent government policy developments. The first category comprises high-level, cross-cutting themes that emerged consistently across interviews. These themes reflect participants’ views and experiences of data and digital governance at the intersection of meso- and micro-level institutional practices. The first five of these themes (in Sections 7.3.2–7.3.6) explore the primary concerns and challenges participants identified in how student data are governed and used within their institutions:
· Section 7.3.2 Low institutional data governance maturity
· Section 7.3.3 Local good practice and committed gatekeepers: Commendable efforts, structural concerns
· Section 7.3.4 Shortcomings of data governance models
· Section 7.3.5 The policy–practice gap
· Section 7.3.6 Staff concerns about transparency in student data use
These are followed by two themes (in Sections 7.3.7 and 7.3.8) that explore the common aspects of effective governance that participants frequently identified:
· Section 7.3.7 Centring students as partners in data and digital governance
· Section 7.3.8 Equity-focused leadership: A foundation for ethical data governance
These more positive and constructive themes are further developed in the final two, policy-focused themes (in Sections 7.3.9 and 7.3.10).
Since most interviews were conducted in the second half of 2024, the Accord process, and its associated reforms and debates, featured prominently in participants’ reflections. While the Accord’s call for enhanced equity data collections has already been discussed, other significant developments were also frequently referenced. These include the government’s proposals for needs-based funding, managed growth, the SfSP, and the growing institutional adoption of the SEHEEF equity evaluation framework. Each of these policy shifts carries important implications for how student equity data are collected, acted upon, and governed. These themes are explored in:
· Section 7.3.9 The Support for Students Policy and at-risk monitoring
· Section 7.3.10 Governing equity evaluation: A growing institutional challenge
Shaped by the evolving policy environment, these themes featured prominently in nearly all 21 participant interviews. The first concerns the increasing use of data-driven and digitally enabled systems to identify students “at-risk”—including learning analytics, predictive analytics, and risk dashboards—an area of renewed sector-wide focus driven by the SfSP. The second captures widespread concern about the intensification of data production, analysis, and reporting requirements introduced by current and proposed government policies. In particular, the sector-wide adoption of the SEHEEF was frequently discussed, and participants raised questions about how student equity data are governed and used in institutional evaluation and quality assurance processes.
Finally, many participants described working in institutional environments characterised by significant organisational restructuring, often linked to budget constraints. At the time of interview, participants were variously anticipating, experiencing, or recovering from restructuring processes. This context is evident in the themes that follow: participants highlighted the serious and ongoing impact of frequent restructures on the capacity of institutions and functional areas to build healthy, stable, and sustainable data and digital governance cultures.
[bookmark: _Toc210999966][bookmark: _Toc230172026][bookmark: _Hlk199706073]Low institutional data governance maturity
While data governance has become an increasingly important concern in higher education, many institutions remain in the early stages of building coordinated and effective governance frameworks, particularly in relation to equity-related data. Despite the presence of formal policies or committees in some cases, implementation often lags, resulting in fragmented responsibilities, unclear roles, and ad hoc decision-making.
The disparity in relative levels of data maturity is seen in university systems globally. A recent UK study concluded that:
Universities are at different levels of data maturity, with some having developed functional data warehouses and data governance regimes, while others are still managing disparate databases and low data integration and quality. (Komljenovic et al., 2024, p. 5)
This pattern is not new, nor is it limited to the UK context. Writing about universities in the United States, Borgman (2018) observed that while data governance presents challenges across all institutions, universities face a distinctively complex set of responsibilities and risks in this regard (p. 368). On governance mechanisms specifically, Borgman was pointed in her assessment: “Governance mechanisms to assure protection of privacy … information security, and compliance with regulations in the uses of such data are nascent, at best” (p. 371).
Participants in this Fellowship study predominantly described their institutions’ data governance maturity as low, particularly in relation to equity-related data. Even where formal structures or policies exist, they are often perceived as underdeveloped, inconsistently implemented, or disconnected from day-to-day practice and decision-making. Governance arrangements were often described as fragmented, with unclear lines of responsibility and limited visibility into who has access to which data and for what purposes that access has been granted.
One executive reflected candidly on the disjointed and siloed nature of data responsibilities and the overall immaturity of their institution’s data governance systems:
I mean there’s different parts of the university that, in theory, have got responsibility for this. And, you know, speaking very candidly, which I am comfortable doing … So, I don’t think our data governance has got to a very mature state in relation to this. (Executive)
A similar concern was voiced by another senior leader, who pointed to the absence of clarity about access protocols and the competing imperatives of support and confidentiality:
But probably, like many institutions, we’re not really great at having total visibility regarding who sees what and why and assuring ourselves that that both maximises the support available for students while respecting their rights to confidentiality. And I mean, I think it’s … Let’s say it seems just a little bit haphazard. (Executive)
Others framed the problem in terms of inconsistent infrastructure and varying access to data across teams. As one director explained:
Each piece of that data is different in terms of what our teams can access, or see, or not see. So, [our university] I would say, is at a relatively early stage in terms of its digital infrastructure and it’s at an even earlier stage in terms of its data governance, particularly in relation to equity data. (Director)
In some cases, concerns extended beyond governance structures to the reliability and integrity of the data itself. One participant observed:
I’ve worked at [many] universities … and this is the one where I would be most concerned about data storage usage and governance. It seems like we can’t even rely on the data that we have to be correct. But if you’ve been there for a long time and you know how to operate the system, you can get in and get the data one way or another … And there was no sort of training around what you should and shouldn’t do. And to my knowledge, there’s no hierarchy of governance around … who can do what. (Manager)
These reflections point to a substantial implementation gap. Even where governance frameworks exist on paper, participants frequently described a lack of integration into practice, minimal role clarity, and little evidence of cohesive oversight—especially in relation to sensitive student data. As the next subsection shows, some teams, and individuals, have nonetheless taken proactive steps to strengthen local governance practices, although often without centralised guidance or support.
The low governance maturity and role ambiguity described here justify R4 (privacy-by-design, role-based access, retention, and audit), R5 (clarify authority and cross-references across the policy suite), R7 (formal participation to surface blind spots), R8 (executive authorising environment), and sector consistency via R3.
[bookmark: _Toc210999967][bookmark: _Toc230172027]Local good practice and committed gatekeepers: Commendable efforts, structural concerns
While most participants described their institutions’ data governance maturity as underdeveloped or fragmented, some pointed to examples of localised excellence, instances where committed individuals or small teams enacted strong data stewardship despite limited organisational guidance or support. These efforts were often driven by personal ethics, professional caution, or a strong equity commitment, rather than by formal policy.
As Popescu et al. (2024) noted in their study of data professionals in higher education, such work often constitutes a form of “local privacy activism”, data work that “pushes against the constraints of organisational roles” (p. 11). These are acts of governance by necessity, not by institutional design.
One director described their effort to build a small, dedicated team with both data and equity expertise, aiming to foster a local culture of good practice within a broader institution where such an ethos was largely absent:
I have really wrestled quite hard over many years to build this very small student evaluation team of people, including qualified academics, who understand data and also who have a very strong equity lens …we’ve got this little patch of concentrated expertise in the way that we make all of our information asset decisions, in the way in which we shape all of our dashboards, in the way in which we’re thinking about who can see what and should there be a filter with the demographic [indicators] or not. (Director)
A senior executive similarly acknowledged that strong governance practices do exist, but tend to be isolated and tied to individual expertise or leadership:
And look there will be, absolutely, pockets of excellence at [the university] that I’m not representing because there’ll be people who live and breathe this stuff. There is some really, really rigorous practice. (Executive)
In other cases, individuals were described, or described themselves, as institutional gatekeepers. One participant described a senior data steward who, in the absence of formal governance frameworks, became the de facto ethical decision-maker for student data access—serving as both gatekeeper and single point of failure:
So unfortunately, we’ve just had a bit of disruption … [the key senior data steward left the university] and it sent the data into absolute chaos. But when [they were] here, [they] really took it very personally. That if things go wrong, it’s [their] job on the line. (Director)
This participant described a longstanding, informal agreement with the steward, built on mutual trust and personal history, through which sensitive data releases were informally reviewed:
We had an arrangement that I would share any data that I thought might be sensitive with [them] beforehand … it was like a second layer of checking … do you think this is all right? (Director)
While the steward’s role had been valued, their departure revealed how dependent the institution had become on one individual’s sound judgement. What appeared as good governance was, in fact, a fragile workaround—a substitute for the absence of policy, shared accountability, or role-based access controls.
These governance burdens are not borne by senior staff alone. Several junior participants, particularly those in analytics and evaluation roles, described being left to make important, ethically grey data-sharing decisions without support or clear institutional guidance. As one equity-focused analyst noted:
I guess a lot of it is me deciding whether they’re allowed to have it, and that’s probably not in any way the way it should be … Generally, it’s up to me to decide whether I agree with sharing that information. (Professional)
In the absence of formal guidance, they had created their own safeguards—including a self-authored data-sharing “agreement” that requesters are asked to complete before receiving data:
I’ve instigated my own little statement … just to say that [I’m] not personally responsible for what they do with the data … particularly with stuff that might be a bit more identifiable. (Professional)
Requests from senior leaders are particularly fraught in the absence of clear guidelines:
I can’t say “no, I can’t give it to you” because it’s come from [a senior person] …there are some things that I’m not allowed to say no to because of where I sit in the food chain. (Professional)
These accounts highlight the institutional risk-shifting that is often at play—where responsibility for ethical data decisions is pushed down to individuals who lack both formal authority and institutional protection. Such patterns suggest that pockets of good practice should not be mistaken for signs of governance success. Rather, they are often acts of self-protection, ethical improvisation, and quiet resistance in the absence of well-functioning data governance systems.
Several participants spoke candidly about the personal costs of raising concerns about data privacy and governance practices with senior leadership. One manager said:
And can I say that this has been very costly for me raising these concerns, right … It’s been very costly … It’s really, it’s very distressing as you could imagine because [I have a long] history of working in this space and it is of great concern to me. (Manager)
Such reflections underscore the fragility and inequity of relying on localised stewardship in place of systemic governance. In the absence of strong policy, clear oversight, and shared accountability, staff are left to navigate ethical tensions alone, sometimes at significant personal and professional risk.
Reliance on individual “gatekeepers” is fragile; codifying good local practice through R4 (standard controls), R5 (institution-wide rules and decision rights), and R8 (safe escalation, protection for staff) converts personal ethics into durable governance; R7 embeds lived-experience input, and R6 provides a proportionate review path for evaluative uses.
[bookmark: _Toc210999968][bookmark: _Toc230172028]Shortcomings of data governance models
Enterprise data governance frameworks have become increasingly prominent in Australian universities. As found in Section 6, and judging from the presence of data governance policies and frameworks, just under half of all public universities have initiated frameworks of this type. These models, often shaped by corporate logics, seek to manage data as a strategic asset through risk management structures and formalised roles. Yet as participants in this study described, these frameworks frequently fall short of their promise.
Despite formal role definitions, data governance responsibilities are often poorly understood, inconsistently applied, and misaligned with daily practice. Participants reported a policy–practice gap: student-facing staff routinely make consequential data decisions with little ethical guidance or support. In some cases, this disconnection reinforces risk-averse behaviours, procedural workarounds, or an over-reliance on informal norms (Popescu et al., 2024).
Recent work by McNicol et al. (2024) based on research at the University of Queensland affirmed this broader pattern. Their study found that while data governance frameworks in Australian universities may define oversight roles and establish formal data-sharing agreements, these instruments often suffer from limited uptake, unclear responsibilities, and inadequate visibility. As McNicol et al. (2024) observed, staff may “circumvent existing processes in the interest of progressing their work”, not out of disregard for ethics, but because the frameworks fail to accommodate the realities of institutional practice and relational data use (p. 2258).
The following examples illustrate how these limitations play out in practice, across institutions at different levels of governance maturity, and from the perspectives of both data users (equity practitioners) and senior custodians or stewards.
Stewardship governance models across institutions were described by participants as highly uneven, ranging from opaque to nascent, with just one case described as relatively well-functioning. Several participants occupying director-level roles offered insights into these differing levels of maturity. Representing the opaque or poorly socialised end of the spectrum, one director, when asked whether they knew who the data steward is for information central to their role, responded:
I don’t know. No, I mean, who’s ultimately signing off on this? I don’t know. It’s probably the COO or like the, I think the central data area sits under the Chief Operating Officer. And that’s where these decisions appear to go, and perhaps legal usually. So back of house, which is interesting. Yeah, these decisions probably don’t go through [senior academic staff] … So yeah, it’s best not to think about it too much! (Director)
The comment captures a common experience in institutions where governance structures are formalised in name but remain obscure or irrelevant in practice. In this case, the participant also questioned the logic of locating final authority over student and learning data within a “back of house” business unit, suggesting that such governance responsibilities should more appropriately sit within academic portfolios.
The above comment also describes a heavily centralised model of data governance as opposed to a more federated model (discussed in Section 6.5). This participant’s comment reflects a common critique of centralised governance models, particularly in universities, where stewardship roles are often horizontally disconnected from the relational and pedagogical contexts in which student data are generated and used. In such cases, governance risks becoming a procedural abstraction: unacknowledged, unowned, and misaligned with core educational priorities.
Even when data stewardship models are known and relatively well established, participants described practical limitations that undermine their effectiveness in both centralised and federated models. A recurring theme was the vertical disconnection between data stewards, often positioned “at the top of the food chain”, and the micro-level contexts where sensitive data are a daily feature of equity work. One manager explained:
And so, I think across the entire university, the only people that really have some hardline about data are the data stewards right at the top of the food chain. They are the ones who … will then put these … barriers on accessing [the data] or ensure that we are doing things … the right way.
But it’s not until you get to a point of, I don’t know, some sort of breach or someone’s wanting some data or some information about something that you are then given all these documents about … this is the policy … this is what you need to do. These are all the steps that you need to take. But in terms of practice, you know like daily everyday practice and how people look after all of this information? Yeah, it’s pretty bad. (Manager)
This account highlights the procedural rigidity and episodic enforcement that can characterise even mature governance models. When policies and controls are only invoked in moments of crisis or formal request, rather than integrated into everyday practice, stewardship becomes a compliance mechanism rather than a support structure. For practitioners engaged in relational and equity-focused data work, this reactive and top-heavy model can feel obstructive rather than enabling.
Even those who hold senior data governance roles, such as data stewards, custodians, and asset owners, mostly expressed discomfort with the governance model and the institutional supports and mechanisms available to them. One director described receiving frequent access requests through what they see as an outdated and inadequate mechanism, lacking key contextual details:
The mechanism through which they request that is very clunky and old fashioned and misses all kinds of important questions—like, what will happen if I agree to that asset request? Who will see the data beyond the person asking? What will they do with it? And more importantly, what are the datasets they are hoping to connect it to? (Director)
Although governance responsibilities are formally defined, the participant noted that the broader system lacks “overarching expertise and governance”, and that institutional immaturity has limited the development of coordinated, cross-cutting solutions. In the absence of system-level support, decision-making is left to the individual custodian’s judgement: “It’s dependent currently on the data custodian having a thoughtful, critical, and informed view of how data should be used and who should see it.” The result, as this director suggested, is a shifting and inconsistent governance environment, one in which new leaders in areas such as student administration or equity can reshape norms and expectations without those shifts being captured or communicated in any institutionalised way.
Taken together, these accounts reveal that even where stewardship structures exist on paper, they often fail to function in ways that support ethical, effective, and inclusive data use. When data governance is siloed, opaque, or overly reliant on individual discretion, it becomes difficult to navigate, easy to bypass, and poorly suited to the evolving priorities of student-facing work. What is missing, participants suggested, is not only technical clarity but also governance that is contextually attuned, consistently communicated, and embedded in both policy and practice.
Heavily centralised and opaque frameworks that activate only in crises underscore the need for R5 (harmonised, auditable end-to-end policy architecture with clear decision rights), R4 (risk-based controls and PIAs in practice), R7 (co-governance to align rules with real workflows), and R3 (national baseline to lift consistency).
[bookmark: _Toc210999969][bookmark: _Toc230172029]The policy–practice gap
Across the higher education sector, universities have made visible efforts to formalise their data governance through policies, strategies, and digital infrastructure. These frameworks often articulate strong normative commitments to ethical, responsible, and student-centred data use. However, participants in this study consistently described a disconnection between these formal commitments and their practical application in everyday institutional life.
As Komljenovic et al. (2024) observed in their study of UK universities, even when data strategies are well developed, their implementation often falters at the level of practice. Participants in their research reported that data-driven aspirations are frequently undermined by unclear objectives, under-resourcing, fragmented infrastructure, and limited staff capacity to act on data insights (pp. 5–7). Institutional policies, they found, are commonly seen as symbolic or performative, more aligned with compliance or reporting obligations than with the practical realities of teaching, support, or equity work.
Wong et al. (2024) provided further context for why these gaps persist. They argued that data governance is uniquely difficult because of how data are co-created, easily shared, and shaped by systems that often lack clear boundaries or ownership. In their view, governance models tend to overestimate individual control and underestimate the need for collective or contextual approaches—leading to frameworks that are difficult to enact in practice (pp. 3–4).
The accounts that follow illustrate how this gap between policy and practice manifests across diverse university contexts—from unclear or inaccessible guidance to inconsistent application of policy, to reliance on informal norms in ethically ambiguous situations.
Participants described a lack of clarity and consistency in how institutional policies are expected to guide the handling of sensitive data—particularly data linked to equity cohorts. In many cases, staff relied not on clear policy direction, but on informal norms, fragmented processes, or the technical limits of existing systems. One director, when asked how access to sensitive equity data is governed, indicated that policy plays a role, but practice is also influenced by the inherent limitations of the university IT systems:
Yeah, I think it’ll be a combination [of policy and IT constraints]. I do feel like we will have some bits in policy that speak to this, but I don’t know if it would go down to the … like we know it’s an issue I’ve talked about with other colleagues around that. It should be role-based [access or permissions] … [But it isn’t yet] Which is a failing of the system, but everyone would like to get to that idea that you know, okay, you’re [in this role] that means this and then if I stop being that and start being something else, then my access profile should change. (Director)
This comment highlights a core implementation gap: while role-based access to data is widely recognised as best practice and often outlined in policy, IT systems frequently fail to support it—or, in some cases, make it unworkable.
Even at senior levels, participants expressed uncertainty about whether their institution has a data governance policy that informs the decisions of senior stewards, custodians, and asset owners. One director reflected:
Look, I suspect [the university] would have something with that title … but there isn’t really anything that shapes the way you should … have those broader discussions about how we’re getting consent and then what are the parameters through which a particular dataset should be used. It feels like it is very much left currently up to individual institutional leaders, to have enough insight or expertise. Or, you know reflexivity, I guess on their own practice to seek a thoughtful, measured, and informed outcome. (Director)
Other participants were more direct in their assessment: institutional policies are not merely unclear, they are irrelevant to how work is actually carried out at the micro level. As one manager put it, formal rules often serve more as symbolic gestures than as practical guides:
There’s a gap between what is rhetoric and what is … well, it’s just rhetoric. What is stated around, you know, you’ll see lots of things where this is what’s meant to happen … these are the rules. What the practice is, is not what is clearly stated in the rules. There’s no connection. It’s fully known. It’s not like, whoops … there’s a gap! It is like, you know. (Manager)
Here, the participant described not a failure of awareness, but an institutionalised disconnection: a known and accepted divergence between formal policy and operational reality.
For staff working in student support contexts, particularly disability and counselling services, the policy–practice gap is often shaped by deeper tensions between institutional data governance and professional ethical frameworks. In multidisciplinary teams, participants described ongoing disputes over whether internal policies can, or should, override the norms of clinical confidentiality. One director explained:
[We frequently have the problem of] whose data is it? … that’s been coming up in both our disability and our counselling team, we have a lot of clinicians of various types … obviously counsellors … and OTs [occupational therapists] and different kinds of clinicians, social workers that come in to work in these teams … and we have policies and procedures that are quite strict … But we’re also in [an organisational area] with these multiple teams supporting a student moving through and everyone’s, you know, trauma informed now, so we can’t repeat our stories. So, we’ve had these kind of challenges where an individual team is like [no, you can’t have any of this data] … Whereas [the university] wants a bit more flow. (Director)
This quotation reflects a deeper contest over ethical authority and professional autonomy. As Anthony and Stablein (2016) noted, clinical professionals often see confidentiality as integral to their professional identity and are more likely to resist data-sharing practices that conflict with this ethos (pp. 210–211).
In contrast, organisational data governance may prioritise integration and efficiency, creating a disconnection when professional and institutional standards clash. These tensions are compounded when staff work across disciplines governed by different standards and codes, as is often the case in equity work. As Stone et al. (2005) found, even in highly regulated environments, staff often lack clarity on institutional policies and rely on informal norms or professional instincts when navigating data-sharing decisions.
These findings highlight that institutional data governance frameworks, no matter how comprehensive on paper, cannot resolve fundamental tensions between diverse professional obligations, organisational priorities, and deep personal ethical commitments unless they also grapple with the social and cultural contexts in which data decisions are made.
Foster et al. (2018) argued that the value and risks of data work are negotiated at the micro level, but are fundamentally shaped and constrained by the structural conditions that exist at the meso level, including organisational data governance frameworks, and at the macro level, including law and regulatory policy (pp. 1415–1416). Where meso-level governance frameworks fail to accommodate the professional commitments, relational contexts, and ethical complexities of micro-level practice, a gap between policy and practice is a structural consequence rather than simply a failure of individual compliance.  
Closing the gap between policy and practice will require more than clearer rules; it calls for governance that is attuned to the social and professional contexts in which data decisions are actually made.
This disconnection between rules and reality calls for R4 (operational privacy-by-design: role-based access, PIAs, audit), R5 (harmonised, cross-referenced policy suite with clear decision rights), R7 (co-design and participation to make policies workable), R8 (executive resourcing and safe escalation), and—where evaluation sits outside HREC—R6 (defined oversight pathway).
[bookmark: _Toc210999970][bookmark: _Toc230172030]Staff concerns about transparency in student data use
Participants in this study frequently raised concerns about how clearly students are informed about the ways their data may be collected and used within the institution. Although privacy notices are technically in place, many participants questioned whether these notices are accessible, understandable, or meaningful to students—particularly when consent is assumed rather than actively given.
These concerns closely echo those raised in the Privacy Act Review Report 2022 (Attorney-General’s Department, 2022) and reviewed in Section 5 of this report concerning transparency and the ambiguity of consent. Participants noted that such practices may disproportionately affect students from equity groups, who may be less likely to trust institutional processes or feel empowered to question how their data are used.
Participants highlighted a disconnection between formal privacy collection notices and students’ expectations about how their data will be used. One senior executive noted that their university’s privacy policy—like those of all Australian universities—permits the collection and use of sensitive student data for broadly defined institutional purposes, but worried that, although these practices are technically disclosed, students rarely scrutinise them at the point of agreement: “It’s kind of like a terms and conditions thing. I think people just go: ‘Yeah, yeah, whatever.’” (Executive). The participant then described an instance of inviting student participation in data governance processes, noting how students’ perspectives shifted once they were engaged more directly with the topic:
You saw a greater level of interest on, “well, would my academic know that I’m neurodivergent because I don’t know if I want that”, and so we had to kind of work through how we control that through access and inclusion. (Executive)
In the same interview, the executive reflected on the institution’s internal governance arrangements, admitting that while students are nominally informed of data practices through policy statements like those reviewed in Section 6, internal mechanisms to ensure clarity and accountability are underdeveloped: “But my view is that it’s probably not explicit and clear enough about how we, how we govern that across the institution and it’s a bit slippery” (Executive).
Another senior participant echoed this view and worried that while central privacy policies and collection notices mean that “we’re allowed to use student data for the purposes of the university’s business”, the use of these data for research and intensive evaluation purposes is less transparent. In this respect, the participant reflected, “I think we need to be more robust in the way in which we evidence voluntary and informed consent for the use of those data” (Executive). Together, these reflections suggest that even when disclosure occurs, it often does not result in meaningful understanding or engagement.
Many participants in this research were particularly concerned with the transparency and ambiguity surrounding data collection related to disability disclosure. Several staff reflected on how students are often asked to indicate a disability status during enrolment or support registration processes without being given a clear understanding of the consequences, including who might access that information, in what context, and for what purposes. One director expressed this concern directly:
And I think one of the principles that I think we’re trying to hold fairly clear is that students should know about the data the university is holding in relation to the student. And in fact, students should be very aware … we’ve literally been looking at disability in exactly this lens. They should be aware of what them ticking “Yes” in a box will mean and what it won’t mean. And I think that clarity is really crucial to the student feeling that they have got some agency within their educational experience. (Director)
Disability support practitioners were also acutely aware of the volume of informal, sometimes undocumented, data practices that sit outside formal policy disclosures. Several referenced the routine use of case notes, email trails, and document uploads in institutional systems that track student interactions—often with no obvious transparency to students themselves. One professional working in disability support questioned the ethics of these practices:
But are we telling students [with disability] that … we grabbed their emails that they send, and we put that into the case management system? You know, our [staff] do that so we’ve got this history of … correspondence and everything else because there might be a different [disability adviser] that does that or it went off to enrolments and there’s an email, but who does that sit with? Does it get captured? [Have we made] the student aware that anything they’ve emailed into us is captured in the system and sitting against their name? [Do they know] we’re keeping their data? Do we tell them any of this? Yet, “we’re big on privacy!” (Professional)
These reflections point to a recurring concern among participants: that student consent and institutional transparency are often murky or overly reliant on broad notions of implied consent. While students may technically “agree” to data collection and use through enrolment forms or standard privacy notices, participants questioned whether such mechanisms meaningfully supported informed or voluntary consent—particularly in cases involving sensitive data, such as disability disclosures.
These insights similarly reflect the conversations relating to the ongoing reforms of the Privacy Act and the pressing need for clearer and more meaningful consent and other protections outlined in Section 5.
Murky notice or consent and unclear use of sensitive equity data point directly to R4 (stronger APP-5 notices, active consent where appropriate, ADM transparency), R5 (align privacy, data, AI, and support policies), R7 (student and staff co-governance of notices and data uses), R8 (leaders to model and resource privacy by default), and system-level uplift via R3 (national templates and baselines) alongside R1–R2 (policy guardrails and funding levers).
[bookmark: _Toc210999971][bookmark: _Toc230172031]Centring students as partners in data and digital governance
Across all interviews in this study, participants expressed strong support for involving students more directly in the governance of data and digital systems that affect their educational experience and their personal information. Whether framed in terms of ethical responsibility, institutional transparency, or the practical value of lived experience, the principle of student participation was consistently endorsed. While views differed on how such involvement should be structured or scaled, there was clear agreement that student perspectives are essential to fair, accountable, and responsive data governance. The accounts that follow illustrate both the motivations behind this view and the practical possibilities participants saw for meaningful student inclusion.
Several participants went beyond endorsing student involvement in principle to describe concrete, well-resourced models of participation in governance processes. One senior leader explained:
I deeply feel it is crucial for universities to incorporate student voice. And I have particular views on how that should be done. And [I believe] we should be paying student partners in order to draw on their expertise within our key governance structure. [This is something we have done on a large project that] was absolutely shaped by student voice. And I think it’s so, so completely crucial. And I think it’s the only way for universities to go if we’re going to be really serious about making these decisions well. (Director)
This example highlights a growing recognition that genuine student participation requires not only consultation but sustained engagement, appropriate resourcing, and institutional commitment.
The motivation for paying students is also telling and seeks to address one of the often-cited problems with some students as partners models. As the same participant noted, student governance positions tend to attract “highly motivated student[s] with lots of social capital”, who may not reflect the diversity of the broader student body:
Often the people who can afford to spend their own time just attending those meetings … are quite different from the students who need to be paid for their time. (Director)
For this reason, they argued, payment must be “the starting point” for any serious and inclusive approach to student participation in governance.
One senior executive described a shift from retrospective consultation to genuine co-design in projects involving learning analytics and data-intensive predictive analytics use cases. In a current initiative focused on identifying students “at risk” of not completing a unit, they emphasised the need to “centre students in the conversation about what’s going to trigger an intervention”. While acknowledging that policy development has traditionally involved students only at the consultation stage, they noted a growing institutional commitment to involving students earlier and more meaningfully: “More and more we are developing things with students in the room in the first place, which is what co-design is” (Executive). Their institution, they explained, now routinely incorporates student advisory groups into projects involving learning analytics, GenAI, and broader digital governance work.
Across these accounts, the message was clear: early, meaningful, and well-supported student partnership was seen not only as desirable but as a necessary foundation for good practice in data and digital governance.  
These findings point squarely to R7 (embed representative student participation and co-design in data governance), enabled by R8 (executive resourcing and authorisation), and embedded via R5 (codify participation in policy and charters with clear decision rights). Sector scaffolding from R3 and R9 can supply common templates and practice standards.
[bookmark: _Toc210999972][bookmark: _Toc230172032]Equity-focused leadership: A foundation for ethical data governance
Before formal policies take hold, meaningful change is often catalysed by an influential individual—trusted, principled, and equity focused. In the few cases in which participants described more mature data and digital governance, they credited institutional champions, deputy vice-chancellors, chief operating officers, or respected researchers, who prioritise ethical, equity-centred data use and align fragmented efforts. These champions matter not only for their authority or expertise but for values-led leadership: centring student equity, navigating institutional tensions, and converting intent into strategic, coordinated action.
This kind of leadership resonated with Bonawitz et al. (2020), who argued that champions must offer more than positional power—they must bring credibility, relational presence, and a clear sense of purpose. Shea (2021) similarly emphasised that it is sustained commitment, grounded expertise, and visible organisational support that enables champions to foster trust and effect change. The following reflections illustrate how participants experience this equity-driven leadership in practice—leadership that bridges silos, builds shared purpose, and stewards emerging data cultures with care and clarity. It should be noted, however, that illustrative quotations in this section are intentionally limited to avoid identifying participants or their institutions.
One participant in this research was particularly optimistic about their university’s capacity to develop effective, equity-centred data and digital governance policies, practices, and cultures. This optimism was largely attributed to two factors: the presence of several senior academics with expertise in closely related research fields, and an institutional ethos that prioritises equity. The participant described how this combination of leadership and values has fostered a coherent and ethical approach to governance:
I’ve been very glad to have worked very closely with [this academic leader because] they make sure [data and digital governance efforts] are equity centred and [they bring] that lens and also talk about the ethics around it. It’s about being student centred as well. (Manager)
They went on to emphasise that the university’s culture of ethical awareness and student equity runs deep:
Equity-centred, student-centred, and thinking of the ethical implications. That drives the kind of work that comes from [the university]. So yeah, in terms of my thoughts, I think we’ve been heavily guided by [this academic leader] around all of this. But we’ve not had to, you know, be critical or say anything much around it, because that’s [their] natural default as well. Like, [they will] talk about the ethical implications for equity cohorts. So, that … helps because that also aligns with the data governance and policies we have. (Manager)
Anderson and Diamond (2020) argued that meaningful Indigenous leadership in university governance is critical for achieving justice, structural inclusion, and culturally responsive institutional practices. This assertion strongly aligns with a theme raised by several participants, who particularly highlighted the influential role of senior Indigenous academic leaders in embedding ethical governance within student support strategies and data practices. Participants underscored that the involvement of these leaders is not merely beneficial but foundational—enabling approaches to data governance that are respectful, contextually grounded, and genuinely responsive to Indigenous community priorities.
One participant, who holds a senior role focused on Indigenous strategy and governance, described how sustained efforts over many years have resulted in a well-developed, institution-wide structure they characterised as “a very comprehensive Indigenous governance mechanism” (Executive).
While only limited quotations can be shared because of the risk of identifying individuals or institutions, the participant underscored the pivotal role of several senior Indigenous academic leaders—respected scholars with national and international standing—who have shaped the university’s approach to the governance and use of student data.
They described how the institution’s “comprehensive Indigenous governance mechanism” has evolved into a deeply data-informed framework that establishes clear targets and monitors progress towards Indigenous student participation and success. According to the participant, this framework has been carefully developed and continually strengthened over many years, driven by the sustained leadership of Indigenous academics recognised for their expertise in data-intensive research domains and Indigenous data sovereignty.
This longstanding leadership, combined with robust governance and Indigenous oversight, has cultivated an institutional culture whereby student data can be managed confidently, ethically, and sustainably. Rana and Azeez (2025) reinforced this perspective, arguing that meaningful advancement of Indigenous data sovereignty in higher education requires more than symbolic reform; it necessitates placing First Nations leadership, control, and knowledge systems at the centre of institutional governance.
While participants did not specifically speak to the presence of senior data and digital governance champions with lived experience of disability, the absence of such leadership was notable—especially when contrasted with recent policy following the Accord. Harpur et al. (2025) provided a powerful example in their critique of the Accord final report, where flawed disability data and deeply problematic assumptions, such as excluding students with “profound” disability from participation benchmarks, led to weak, even regressive, policy recommendations. They argued that such outcomes are symptomatic of decision-making processes that lack authentic disability leadership.
The authors proposed a disability-led, sector-wide inclusion strategy grounded in the principle that people with lived experience must shape the frameworks, data cultures, and governance processes that affect them. As Harpur et al. (2025) argued, “a disability equity and inclusion policy cannot be created unless people with a disability are at the leadership tables” (p. 4).
The absence of senior leaders with lived experience of disability in data governance and equity forums is not a minor oversight but a structural gap that undermines inclusive policy. Addressing the gaps in First Nations and disability leadership is therefore imperative: if data governance is to advance inclusion and justice rather than reproduce inequities, leadership must reflect and be accountable to the communities most affected by data practices.
At the same time, participants and scholars alike warned against the risks of over-relying on a small number of individual champions. While these leaders play a crucial role in driving meaningful change, their influence must be institutionalised through formal, university-wide structures and practices that embed data and digital governance explicitly centred on equity across diverse roles and sustained over time. This is seen clearly in the earlier example of individual Indigenous leaders being instrumental in initiating change, resulting in a “comprehensive Indigenous governance mechanism” that is distributed, sustainable, and positioned to continue the work of institutional change.
The value, and limits, of individual champions underscore R8 (leaders to resource, authorise, and model privacy by default), with R7 (ensure First Nations and disability leadership in governance), and R5 (institutionalise beyond individuals through harmonised, cross-referenced policy). Sector-level support via R3 and R9 can stabilise these gains.
[bookmark: _Toc210999973][bookmark: _Toc230172033]The Support for Students Policy and at-risk monitoring
The use of student data for digital at-risk monitoring, particularly in relation to equity cohorts, emerged as a significant concern among participants in this study. Given its prominence, this issue is examined in a dedicated subsection but remains closely connected to broader themes of governance, ethics, and student equity explored elsewhere in the report.
As the review of SfSPs in Section 6.5.3 found, most policies confirm that proactive in-semester monitoring is occurring, but few specify the data sources, analytic methods, or governance arrangements that underpin it. This gap between policy imperatives and institutional readiness to meet the associated governance demands was keenly felt by participants in this study, many of whom were directly involved in implementing or overseeing these systems at their institutions. Several identified the SfSP as a key driver behind efforts to expand data collection and accelerate the development of academic early-warning systems:
So, this year we’ve accelerated [our development of at-risk analytics] because of the Support for Students Policy, and we were quite behind the eight ball. As of this year, we are using LMS data … globally across the whole student population. […] In prior years we’d done various pilots, but this is the first time we’ve really scaled up. (Director)
As with the SfSPs reviewed in Section 6.5.3, the participants in this research voiced considerable variation in how risk is described and operationalised. Terms such as “suitability”, “preparedness”, “engagement”, and “progress” are used alongside varying analytic techniques, including “predictive analytics”, “learning analytics”, “at-risk modelling”, and “propensity scoring”. Following the Higher Education Provider Guidelines 2023 (Chapter 10A, Support for Students Policy), this report adopts the term “at-risk” without presuming a single definition of what that condition entails.
Australian universities have a long history of using digital systems to monitor student progress and engagement (Macfadyen & Dawson, 2010). At-risk systems take diverse forms, ranging from basic rule-based alerts, for example non-attendance or missed assessments, to sophisticated models that use multiple behavioural and demographic variables to generate risk scores (Tsai et al., 2020). As detailed in Section 6.5.3, some predictive systems include equity indicators such as low SES background, First Nations status, or age at enrolment; others avoid such variables because of ethical and reputational concerns (Stephenson et al., 2022), a tension also explored in the discussion of inferred data in Section 4.4.4.  
This diversity suggests that at-risk monitoring should be understood not as a single model but as a family of practices shaped by different assumptions about risk, student agency, and institutional responsibility.
Data and digital harms: Both realised and mitigated
The introduction of SfSP requirements has prompted many universities to revisit older at-risk systems, some of which had previously been abandoned or deprioritised. Several participants shared examples in which early predictive models were discontinued because of poor performance, ethical issues, or loss of staff confidence. Concerns were raised that some systems reinforce deficit views by associating risk with demographic characteristics, rather than contextual or structural factors. Participants questioned whether these tools genuinely support students or function more as surveillance mechanisms. One director shared:
So, when I started, I was getting a list in [academic area] of students I thought were disengaged and was like, “How come the list that the call centre’s contacting is completely different?” They were using predictive analytics, but no one had gone back and checked that the main predictors [were still] being collected within the dataset. So, they were—well, it was completely racist. So, they did no evaluation, or reflection, or anything, but every session they just got a list of students at the start of session that were “at-risk” … It just gave them a number. (Director)
The participant was describing a well-documented risk in predictive analytics: when demographic attributes such as Indigenous status are included as model inputs without ongoing validation, they can function as proxies for risk in ways that systematically over-flag entire cohorts, producing outputs that are discriminatory in effect regardless of intent. For a fuller treatment of this issue, see Stephenson (2022). 
Like many institutions, this university shifted to using only behavioural indicators rather than static demographic attributes: “So that’s when we started looking at which students were missing an early assessment item pre-census and contacting those students who actually are at-risk” (Director).
Another manager explained their institution’s shift away from demographic attributes:
What we’re really trying to get down to is the behaviour in their study … in how they’re studying and what they’re engaging with … I think [these] can be a better indicator of where they are and what they need. Those things are … a lot more powerful in the long run. (Manager)
A third participant described a two-step process, whereby equity attributes are added to the dataset only after the risk-modelling process is complete:
But then once they’re identified, then we pull information about their demographic background, so it doesn’t feed … so we don’t make assumptions that they’re at-risk by equity status … once they’re identified at-risk we [look to see] how many have an equity status. (Director)
These examples reveal an emerging distinction in practice. While demographic data remains valuable for understanding context, many institutions are decoupling it from the initial risk assessment process to reduce bias and avoid reinforcing deficit assumptions. This is an important distinction that students can readily grasp. Making this distinction clear in university policies and communications to students would go some distance towards making data and digital policy transparent.
Poor consultation with practitioners and ethical concerns
Despite being responsible for supporting students flagged as at-risk, frontline staff are often excluded from the overall system design process. Several participants reported being handed lengthy, unexplained lists of students—raising questions about how to intervene meaningfully or ethically. One manager reflected:
I was not very happy about some of the stuff that they were doing … they’re sort of using, moving towards identifying that if a student has a disability, if they come from a low SES area … that they are more likely to not succeed in their studies, which all the research shows the opposite, right?…So, if they’ve actually been able to get to university in the first place, well … they’re amazing because they can actually study by themselves and they know what they’re doing. (Manager)
Another raised concerns about the level of system transparency that is provided to staff:
I’m just working out a process to know what on Earth we’re supposed to do with it. There are [several thousand] students on the list at the moment. What are we supposed to do with that? I’ve been quite cautious about the list. Because I didn’t know what parameters were being used to identify students, and I was concerned that equity parameters were built into it and I’m not sure that they are now. (Manager)
These accounts point to a fundamental design problem. Liu et al. (2023) found that predictive systems in education frequently fail when problem formulation is driven by data availability and technical convenience rather than genuine engagement with education goals and stakeholder needs. They documented how naive application of risk scores, without adequate resourcing or intervention design, can stigmatise students and worsen outcomes rather than improve them (pp. 4–6). The experiences described by participants in this study reflect precisely this pattern: without meaningful involvement of frontline equity staff in system design, and without transparent communication of how systems work, at-risk monitoring risks becoming a burden rather than a support for the students it is meant to help.  
Governing at-risk monitoring: Participation, privacy, and oversight
Few participants were aware of institutional policies governing at-risk monitoring specifically. Most cited privacy policies as the only applicable framework. Despite a lack of policy, several participants described formal governance mechanisms, such as cross-functional committees or working groups, that play a vital role in oversight, accountability, and ethical review. One executive described their university’s governance approach:
We absolutely need to centre students in the conversation about what’s going to trigger an intervention moving forward … we’ve got a governance structure, [including several staff groups or committees], but there is also a students-as-partners group that will be part of that and has been. (Executive)
This aligns with calls for student co-design in learning analytics and AI governance (Dollinger & Lodge, 2019), and echoes the broader finding in Section 7.3.7 that meaningful student participation requires not only consultation but sustained engagement, appropriate resourcing, and institutional commitment.
The early deployment of cross-functional PIAs was again cited as a practical governance mechanism that ties participation, privacy, and oversight together in at-risk monitoring programs. Conducted before deployment, they convene practitioners and interconnected teams to map data flows, surface risks, agree mitigations, set review cycles, and secure formal approvals. As one manager explained:
through that PIA process, we had to also talk about the risks around how people are accessing that data. What are the mitigation strategies … how many times throughout the year we review this document … and get approval from the [Privacy Officer]. (Manager)
Taken together, these findings highlight the ethical, practical, and governance challenges associated with predictive analytics in Australian higher education. Effective implementation of at-risk monitoring systems demands technical sophistication alongside equity-centred design, staff collaboration, transparent governance, and formal safeguards such as PIAs. Where universities treat these tools as part of a broader commitment to student wellbeing and inclusion, rather than simply as compliance mechanisms, they are more likely to build systems that are both effective and ethically sound.
SfSP-driven “at-risk” monitoring sits exactly where privacy, equity, and digital practice meet. Making it safe and effective requires: R4 (privacy-by-design controls, ADM transparency, role-based access, PIAs and model-risk management), R5 (harmonised, cross-referenced policy architecture linking SfSP, learning analytics and AI, privacy and data governance), R7 (paid, representative student and staff co-design and oversight), and—where monitoring and evaluation falls outside HREC—R6 (a defined, proportionate oversight pathway).
[bookmark: _Toc210999974][bookmark: _Toc230172034]Governing equity evaluation: A growing institutional challenge
This final qualitative section of the report examines a critical data governance challenge consistently highlighted by research participants: managing the growing demand for rigorous, data-intensive evaluation of student equity initiatives. With interviews conducted largely in late 2024, the Accord process, and its associated proposals and reforms, featured prominently in these discussions. The expectation of enhanced evaluation was articulated in the Accord final report, which stated that equity-related funding should be linked to robust program evaluation:
The Student Equity in Higher Education Evaluation Framework (SEHEEF), which is in the early stages of implementation, should be leveraged to embed appropriate evaluation and reporting mechanisms … Universities should be required to account for the effectiveness of their activities, but evaluation structures should also enable longitudinal and systemic evaluation of outcomes at a whole-of-system level. (Department of Education, 2024a, p. 130)
Other key policy developments emerging in the wake of the Accord, including proposals for needs-based funding (Department of Education, 2024b) and recent reforms to the Higher Education DSP, reinforce these expectations, signalling heightened accountability requirements tied to equity-related funding.
While the embedding of the SEHEEF (Robinson et al., 2021) was broadly welcomed by participants in this research, many expressed growing concerns about institutional readiness to manage complex data privacy, ethical, and governance demands related to evaluation activities. The intersecting challenges explored throughout this Fellowship, including data governance maturity, transparency, and the ethical use of equity data, provide important context for the concerns raised in this subsection. 
The growing pressure to collect equity data of all descriptions
Several of the more junior participants in this research described growing pressure from senior executives to urgently collect data on equity, and equity-like, cohorts. This pressure was often tied to demands for program evaluation or the need to demonstrate compliance with funding and policy obligations set by government. In many cases, the data requested were clear examples of the grey or incidental equity data that was described in this report, with the help of Borgman (2018), in Section 4.4.5.
The experience communicated by one participant is particularly instructive and reflects many similar stories that were shared by others. This participant’s role, at least in part, involves running workshops for students with disability. Like many others, the participant described being under “aggressive” pressure to generate new data collections—largely grey data, often paper-based rather than digital, and gathered under conditions of unclear or limited consent—for use in evaluation and reporting to government. Reflecting on recent government policies and the growing pressure to demonstrate both compliance and impact, the participant remarked:
Everyone’s convinced they’re gonna have to show evidence for this in like six months … we’ve gotten this sort of like message from God here that if you’re doing stuff [with equity students], you need to generate data for it because they want to see data … Have we talked about this? No, not beyond “just collect it”. (Professional)
The pressure for data collection and evaluation, this participant explained, did not come with an equal sense of urgency, on the part of the university, to ensure the responsible governance of what was clearly sensitive health information.
we’ve been getting incredible pressure for evaluation because we have [many new senior executives] and their big thing is data, data, data, data, data, but we’re getting no guidance. None on the ethics of collection, you know, storage, or analysis. (Professional)
The experience of this participant is instructive on several levels, but it usefully encapsulates what many participants across all levels of seniority described as the time- and resource-constrained nature of equity work, and therefore, of data work:
I don’t get support for doing things like ethics applications, and I don’t have time to do ethics applications. It’s just … it’s a real chicken and the egg problem around, give us data, give us data now … [but] we’re not gonna give you any support whatsoever in doing it. (Professional)
These reflections highlight a disconnection between the growing demands for evidence and evaluation in equity programs and the limited institutional investment in the ethical, supported, and accountable data practices required to meet them.
These findings serve as an introduction to key themes raised by other participants in this research that should be borne in mind, by all stakeholders, as the SEHEEF is further embedded across the sector. It also raises questions for government about institutional readiness, that is, institutional data governance maturity, in relation to its own expectations for evidence of impact and accountability.
The blurred lines between research and evaluation
As universities face increasing demands to demonstrate the impact of equity initiatives, the distinction between research and evaluation has become harder to navigate. While research activities are subject to established ethical review processes, evaluation and quality assurance practices often operate in less regulated spaces. Participants in this research described how these blurred boundaries create challenges for governance, consent, and accountability, particularly in the use of student equity data.
The National Statement on Ethical Conduct in Human Research (National Health and Medical Research Council, 2023, s 5.1.7) requires institutions to establish clear policies that differentiate research from other activities such as evaluation or quality assurance, “and have separate mechanisms for the review and authorisation of each”. Despite this, very few participants in this research were aware of policies, procedures, or clear means of seeking institutional authorisation for evaluation activities.
As one participant, who was particularly concerned with the casual use of sensitive student data for evaluation purposes, described:
Look, there probably is a policy … but people aren’t looking to that policy, and I mean who’s accountable, right? Who becomes accountable for making sure that that policy is enacted or followed? Particularly, you know when it comes to evaluation, because there’s some very clear things when it comes to ethics and research, but evaluation is a different ballgame. And you think people kind of get away with a lot of things when they call it evaluation. (Manager)
Several senior participants echoed this concern. They pointed to gaps in policy, procedure, and culture and stressed the need for stronger and more formalised governance of evaluation. One participant from a university embedding a SEHEEF-informed evaluation culture stressed the need for clearer policies, stronger oversight, and formal approval processes for both external research and internal evaluation. The participant suggested that a senior data steward should:
have oversight of every request from a researcher […] to recruit students or to use students’ data, because that goes very much into students’ learning management system data, their analytics, their evaluations, that is, student evaluations of teaching and units. But also data […] that students don’t even know, or data from students engaging with an equity intervention, for example. And then those data, even if they’re aggregated, being used in some form of output, I would like to have some quality assurance oversight of that in terms of … organisational consent. (Executive)
Reflecting on equity program evaluation and the murkiness of university privacy notices, the participant added:
Look, we have all of our privacy statements. You know, we’re allowed to use student data for the purposes of the university’s business, which fits under that criteria. Certainly, if we’re going to then be sharing that information more broadly, certainly publishing, but even sending it back to the government, or who knows where … I think that we need to be more robust in the way in which we evidence voluntary and informed consent for the use of those data. Yeah, maybe not more broadly, but for particular programs or interventions, yeah. (Executive)
The policies reviewed in Section 6 reveal that some universities require approval from a senior data steward for any proposed use of student information for research purposes. In very few cases, similar approval is required for certain internal uses of student data. However, such governance processes are extremely rare across the policies reviewed, and as most participants observed, formal mechanisms for securing “institutional consent”, outside of HREC review, are often informal, inconsistent, or entirely absent.
Nearly all participants in this study described approval processes for activities falling outside HREC oversight as largely informal. One senior participant captured what appeared to be a common pattern:
So, if it’s [for] an internal purpose, usually the … so on all of our dashboards, they would highlight this information. It’s linked to our policy and some guidance around what you can and can’t be using it for. But there’s certainly no group that you would go to. It’s literally myself and [a colleague], and we’re kind of the owners of that data and we give guidance. But beyond that, it’s not, it’s not very sophisticated … But around evaluation we probably haven’t thought about it, to be honest. I think it’s a really good question in terms of our public reporting on these sorts of things. Yeah, no, we haven’t considered that actually. (Executive)
Another executive-level participant expressed deep discomfort with the underlying rationale driving calls for increasingly rigorous student equity evaluation. They raised concerns about the potential for harm, particularly to students who may be unfamiliar with academic research and evaluation cultures, and highlighted the ethical risks of using student data without meaningful transparency or consent. They cautioned:
we have to really take pause about how often we’re using students as potential lab rats in things that, you know, could cause harm … and done at an institutional level, and reflect on the fact that most people running institutions are wealthy now, either by their employment at the university or their own background, and so it’s almost again […] the wealthy playing around with people from disadvantaged backgrounds, for, I’m not sure, what end? I think we need data evidence, but it needs to be done respectfully, and it really needs to be done with the individual in mind. (Executive)
This comment underscores the need to interrogate not just the technical processes of evaluation but the power dynamics and ethical assumptions that shape them. As universities expand their use of equity data for evaluation and reporting, care must be taken to avoid extractive or instrumental approaches that risk further marginalising the very cohorts they aim to support.
These reflections point to a clear gap in institutional governance: while ethical oversight is well established for research, evaluation practices involving student equity data often fall into poorly defined or unregulated spaces. The absence of formal mechanisms for oversight, authorisation, and organisational consent not only creates ambiguity for practitioners but also raises significant risks for institutions. Equity evaluation is becoming more data-intensive and externally visible, particularly under frameworks such as the SEHEEF. Governance processes must keep pace, recognising the ethical stakes of equity data use beyond traditional research contexts.
As SEHEEF implementation and related funding settings place growing evaluation demands on institutions, universities need a defined and proportionate oversight pathway for equity-related evaluations, connected to existing HREC processes (R6), supported by R4 (privacy-by-design, PIAs, and role-based access), R5 (harmonised and cross-referenced policy suite), and R7 (student and staff participation). System-level levers (R1–R3) should embed guardrails, enable funding for capability (R2), and deliver national baselines and tools (R3). Senior leaders should resource and actively champion a privacy-bydesign culture at the frontline (R8). 
[bookmark: _Toc210999975][bookmark: _Toc230172035]Reflections and implications from the qualitative study
This qualitative study has illuminated the lived realities of equity practitioners, senior leaders, and data professionals working at the intersection of student equity and data governance. Across diverse roles and institutions, participants identified significant ethical, procedural, and cultural challenges, alongside examples of committed local practice and equity-informed leadership. Their reflections reveal that while policy frameworks continue to evolve, the practical governance of student equity data remains uneven, under-supported, and often ethically ambiguous. As Australian universities respond to growing demands for data-informed evaluation and accountability, these insights underscore the need for governance approaches that are not only technically sound but equity-conscious, contextually grounded, and shaped by those closest to the work—equity practitioners. The following section discusses the implications of these findings and outlines key recommendations for government, universities, and practitioners.
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[bookmark: _Toc230172036]Discussion
The findings presented in this report highlight a higher education sector facing intensifying demands to demonstrate impact, support student success, and ensure accountability in equity-related work. At the macro level, universities are navigating increasing regulatory complexity and fragmented legal frameworks, particularly in the context of privacy reforms and evolving national equity policies. At the meso level, institutional policies and data governance structures remain inconsistent and frequently disconnected from operational realities. Meanwhile, at the micro level, the experiences of equity practitioners and senior leaders reveal a landscape shaped by ethical tensions, informal workarounds, and the practical burdens of data collection, governance, and ethical decision-making. Together, these findings point to a sector whose governance frameworks have not kept pace with the datafication of equity practice, and where the governance of student equity data must evolve to meet not only legal obligations but also higher standards of ethical practice, transparency, and inclusion across all levels. 
The following recommendations respond to this context. They are grouped by stakeholder audience and framed as high-level actions, grounded in the findings of this Fellowship and aligned with emerging national reforms. These recommendations rest on a central proposition: ethical data governance is not merely a matter of compliance but a condition for advancing student equity in a sector undergoing rapid datafication and digitalisation.
[bookmark: _Toc210999977][bookmark: _Toc230172037]Recommendations for government and policymakers
R1. The Australian Government Department of Education should embed privacy, data, and digital governance safeguards across the equity policy life cycle—design, implementation, and evaluation.
[bookmark: _Hlk211588833]As new funding models and equity evaluation frameworks are introduced following the Australian Universities Accord—including needs-based funding and the SEHEEF—there is a significant opportunity for the Australian Government to ensure that equity policy initiatives are accompanied by strong data governance safeguards. These safeguards should account for the sector’s variable data governance maturity and include meaningful consultation with equity practitioners, privacy experts, and students. Particular care should be taken to avoid data-driven harm arising from rapid growth in equity data collection, especially where governance maturity remains low and risks may be borne disproportionately by students from equity cohorts and frontline staff. Embedding these safeguards across the full equity policy life cycle, from design through implementation to evaluation, would support more equitable and ethically grounded outcomes across the sector.
R2. The Australian Government Department of Education should permit equity program funds to support privacy-by-design, ethical evaluation, and equity data governance capability in universities.
Effective national equity policy depends on the ethical governance of student equity data as a foundational condition, yet governance capability has consistently received insufficient institutional investment. There is a significant opportunity for the Australian Government to explicitly permit a portion of equity program funds to be directed towards practical data and digital governance capability uplift. This investment should support privacy-by-design initiatives, such as consent redesign, secure role-based access controls, and professional development for frontline staff, which are essential to resolving the gap between policy intent and institutional practice evident across the sector. Funding settings should acknowledge that governance maturity varies considerably across institutions, enabling targeted capability uplift rather than assuming a uniform baseline, and thereby supporting the generation of reliable and ethically grounded evidence for equity policy. 
[bookmark: _Toc210999978][bookmark: _Toc230172038]Recommendations for sector steward and regulator: ATEC and TEQSA
R3. ATEC and TEQSA should collaborate to establish a national baseline for student equity data governance and provide shared, sector-specific tools to drive consistency across a fragmented landscape.
The report identifies a structurally fragmented legal and institutional landscape as a significant source of ambiguity and inconsistency for university staff and risk for students. There is a significant opportunity for ATEC and TEQSA, acting within their respective stewardship and regulatory functions, to work together to bring greater consistency to student equity data governance across the sector. Working collaboratively, the two bodies could prioritise the development and publication of shared, sector-specific tools—including adaptable templates for privacy notices and PIAs, and minimum data governance controls—that promote equity-conscious practice while preserving the institutional context in which universities operate. A periodic, proportional sector review could further support consistency over time, reducing unnecessary duplication in local policy development and providing a shared evidence base for ongoing improvement. 
[bookmark: _Toc210999979][bookmark: _Toc230172039]Recommendations for universities
R4. Universities should adopt standards above legal minima and implement privacy-by-design and robust data and digital governance.
Where governance frameworks rely solely on legal minimum standards, they are poorly equipped to account for the full scope of student equity data, including grey, inferred, and incidental data, and the risks these create. Universities should treat privacy-by-design as standard practice and implement a coherent and proportionate set of data governance controls that go beyond minimal compliance. In practice, this means strengthening point-of-collection notices, clearly explaining ADM uses, and embedding a risk-based threshold that triggers PIAs for high-risk or equity-risk projects. It also means implementing proportionate, role-based access controls with auditing and stringent data retention safeguards. Particular care should be taken with small cohorts where re-identification risk is elevated, and formal model-risk management should be applied where analytics are used in equity contexts. Together, these measures would lift institutional practice beyond the statutory floor, reduce the likelihood of data-driven harm, and better support staff navigating the ethical grey zones that are inherent to equity work. 
R5. Universities should harmonise digital and data policy frameworks and centre equity across the policy suite.
Fragmented and unaligned institutional policies are a significant structural contributor to the ethical grey zones experienced by frontline equity staff. Universities should prioritise harmonising their data, digital, and student equity policy frameworks to address this systemic fragmentation. Where policies governing privacy, disability, AI, and analytics are developed and maintained by different units operating in silos, contradictions emerge that create policy–practice drift and hinder consistent decision-making. Harmonisation should focus on removing those contradictions, adopting standard terminology for advanced data-processing techniques, clarifying authority and escalation pathways, and embedding explicit equity-risk statements, roles, and protections across the policy suite. A coherent and aligned policy architecture is not only easier for staff to follow and escalate through, it also ensures that equity considerations are embedded by design rather than addressed as an exception. 
R6. Universities should establish defined oversight responsibilities for equity-related evaluation activities that fall outside HREC review.
A significant governance blind spot exists where internal evaluation activities fall outside mandatory HREC review yet increasingly carry data and privacy risks that are not meaningfully distinguishable from those arising in formal research. The research found that some universities had developed local data governance cultures, or relied on individual governance gatekeepers, that partially filled this gap in practice. However, these arrangements were often fragile and informal, dependent on the presence of a single knowledgeable staff member or an invested senior leader. They were therefore vulnerable to being lost through staff turnover or leadership change. Universities should address this by embedding a low-burden, formally governed oversight pathway within or alongside existing HREC processes, rather than creating a parallel structure. This pathway should include a lightweight threshold assessment to triage evaluation proposals, routing low-risk activities through an expedited process while escalating medium- and high-risk projects involving, for example, sensitive or inferred equity data, ADM profiling, or targeted outreach, to full HREC review. Framing internal evaluation within this extended governance pipeline would ensure that the absence of an intent to publish does not exempt an activity from ethical scrutiny, improving both the integrity of evaluation practice and the protection of equity students whose data is at stake. 
R7. Universities should embed democratic and participatory data governance and resource co-design with students and staff.
Equity data risks are fundamentally shared and collective, extending well beyond individual privacy to affect communities, cohorts, and cultures. Where governance decisions rely solely on internal risk classification, they are vulnerable to subjective judgement and poorly equipped to account for these collective dimensions of harm. Universities should recognise students and staff as co-governors of institutional data and digital technologies, formally embedding their participation in governance decision-making and oversight. In practice, this means ensuring meaningful student and staff membership on data governance committees and establishing standing co-design panels for the development and review of advanced analytics systems and initiatives. Where equity impacts are significant, engagement should include First Nations representation and lived-experience expertise, including from disability and carer communities, informed by relevant Indigenous data governance frameworks and culturally safe practice. Universities should also actively work to develop and support senior leaders with lived experience of equity, including First Nations peoples and people with disability, ensuring that governance structures reflect and are accountable to the communities most affected by data practices. 
[bookmark: _Toc210999980][bookmark: _Toc230172040]Recommendations for senior university leaders, peak bodies, and professional associations
R8. Senior university leaders should ensure frontline equity support operates under a robust privacy-by-design data culture—backed by resourcing, clear policy, and safe escalation.
Frontline equity staff operate in a structural vulnerability where underdeveloped governance, unclear escalation pathways, and insufficient resourcing leave individuals exposed to professional risk and uncertain about how to raise concerns. Senior leaders should address this vulnerability directly by building a robust privacy-by-design data culture that supports and protects those working at the frontline of equity practice. This shift requires proactive attention across three areas.
First, culture and safety: Leaders should establish a culture of safe escalation, supported by clear non-retaliation policies and formal pathways for staff to report and escalate data concerns. Regular structured engagement with equity units would help ensure that operational realities remain visible to leadership, supporting ongoing improvement and providing direct acknowledgement of the ethical complexity staff navigate daily.
Second, systems and resourcing: Leaders should prioritise investment in modern digital infrastructure that supports the effective and ethical use of student data while mitigating its risks. This means ensuring teams have fit-for-purpose tools that embody privacy-by-design principles, enforce role-based access controls, and generate transparent and auditable records of data-handling decisions.
Third, clarity and accountability: Leaders should work with their teams to develop, document, and embed agreed data-handling procedures and clearly defined decision-making responsibilities. This formal clarity removes operational ambiguity, strengthens individual role accountability, and would help close the ethical grey zones that currently characterise day-to-day equity practice.
R9. Peak bodies and professional associations should co-design and publish field- and cohort-specific practice standards and exemplars for ethical equity data governance.
Significant work has already been done by professional associations, peak bodies, and community organisations to define ethical practice in relation to research involving equity cohorts. Frameworks such as the CARE Principles for Indigenous Data Governance, alongside the longstanding call of “nothing about us without us”, reflect deep and sophisticated advocacy around data rights and participation. However, this work has not been consistently translated into the governance of internal university uses of student equity data—including evaluation, analytics, and operational data practices—where equivalent ethical obligations exist but formal guidance remains limited. Peak bodies, professional associations, and organisations representing equity cohorts and equity practitioners are well placed to extend and apply this existing expertise into the governance of internal university data practices. By co-designing and publishing field- and cohort-specific guidance that institutions can readily adopt or adapt, and by hosting open repositories of practice exemplars and accessible training, these bodies can support the translation of hard-won advocacy principles into the day-to-day governance of student data. This would provide direct practical support to frontline practitioners and support convergence towards national baselines.
This need will only grow. As national equity policy continues to evolve and new cohorts are formally recognised within equity frameworks, there is a strong case for ensuring that the communities most affected are meaningfully involved in shaping how their data is collected, used, and governed. The unique risks, vulnerabilities, and rights of each cohort cannot be assumed or extrapolated from existing frameworks; they must be understood on their own terms, in partnership with the communities themselves. Peak bodies and representative organisations are best placed to lead that work, and it falls to government and universities to ensure they are adequately resourced and supported to do so. 
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The desktop institutional policy review, reported in Section 6 of this report, was limited to the following 39 Australian universities because they are designated as Table A providers under the Higher Education Support Act 2003 (Cth, Compilation No. 92, January 2024):


Australian National University
Central Queensland University
Charles Darwin University
Charles Sturt University
Curtin University
Deakin University
Edith Cowan University
Federation University Australia
Flinders University
Griffith University
James Cook University
La Trobe University
Macquarie University
Monash University
Murdoch University
Queensland University of Technology
Royal Melbourne Institute of Technology
Southern Cross University
Swinburne University of Technology
The University of Adelaide
The University of Melbourne
The University of Notre Dame Australia
The University of Queensland
The University of Sydney
The University of Western Australia
University of Canberra
University of Newcastle
University of New England
University of New South Wales
University of South Australia
University of Southern Queensland
University of Tasmania
University of Technology Sydney
University of the Sunshine Coast
University of Wollongong
Victoria University
Western Sydney University
Australian Catholic University Limited
Batchelor Institute of Indigenous Tertiary Education
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Semi-structured interview guide
Primary investigator: Dr Bret Stephenson
ACSES Equity Fellow, Australian Centre for Student Equity and Success
Data and Analytics, La Trobe University, Australia
-----------------------------------------
Ph: -------------------

This study has been approved by the La Trobe University Human Research Ethics Committee: ethics number HEC24361.

CENTRING STUDENT EQUITY IN DATA AND AI GOVERNANCE:
INFORMING POLICY TO EMPOWER PRACTICE

Please note: The following questions are intended as conversation prompts rather than fixed interview questions.

Initial comments

· Thank you very much for your time and for agreeing to participate in this study.
· Researcher self-introduction.
· Review of the study’s protocol for protecting participant confidentiality and anonymity.
· Re-confirm the participant’s full and voluntary consent to the interview.
· Do you have any questions before we start the interview?
· Do I have your permission to use the “live transcription” functionality of Teams to produce an initial draft transcription of the interview?
· Are you happy for me to start the recording?

Questions and discussion prompts

1. Can you please tell me about your role at (institution) and its relation to student equity (equity group) support efforts?

2. Can you tell me about how you utilise equity student data as part of your role?

3. What challenges have you encountered in relation to accessing, utilising, and sharing equity student data?

4. What are some key considerations or challenges that you have encountered for maintaining the privacy of equity student information? Is this a concern?

5. Are you familiar with your institution’s policies and procedures relating to student data (or information) governance and privacy?

a. Are these well socialised?

6. Do you believe that your institution’s policies and procedures are effective, and effectively implemented, towards managing the potential risks associated with the collection and use of personal student equity data?

a. For example, is it clear who should be given access to student equity data and for what purposes? Is it clear how, and by whom, these decisions are made?
b. How could these policies and procedures be improved?

7. Are there opportunities for (greater) student participation in data governance or use decisions, or opportunity to give students greater control over their data?

a. Would this be desirable?
b. Are there technological or organisational barriers to this?

8. Can you offer any examples of how digital technologies—learning analytics, predictive analytics, or artificial intelligence—are being used to support the success and wellbeing of equity students?

a. Does your institution have specific policies, procedures, or guidelines relating to the use of these technologies? (For example, ethics guidelines)
b. Do these policies or strategy documents address specific equity concerns or goals?

9. Is there anything else that you would like to add in relation to improving the way universities responsibly collect, manage, and utilise student equity data?

End recording
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