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Bitcoin differs from non-Bitcoin Crypto Assets (NBCA) through its idiosyncrasies and 
idiosyncratic risks. In this piece, you will learn about the idiosyncrasies of Bitcoin, the 
definitions of risk, the frameworks used to define them, as well as the idiosyncratic 
risks of Bitcoin and how they compare in terms of severity, likelihood of occurrence, 
and controllability. 

The idiosyncrasies of Bitcoin that differentiate it from NBCAs are the combina-
tion of:
• Proof-of-work algorithm
• Difficulty adjustment
• Native unit of monetary value
• Lack of a specifically identifiable founder
• Economic incentive created for distrusting individual actors
• Fair launch

The idiosyncratic risks of Bitcoin encompass 4 broad categories:
• Technological
• Financial
• Regulatory
• Social
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Introduction

It can be difficult to comprehend the concept of Bitcoin. Its nature is often shrouded in speculation, 
especially regarding its purpose and ramifications on the global financial system and society as a 
whole. This speculation breeds uncertainty about Bitcoin’s risks and the tools necessary to protect 
oneself against them. This piece will aim to separate Bitcoin from NBCAs and traditional assets 
through identifying its idiosyncrasies and idiosyncratic risks. Subsequently, mitigation treatments to 
lessen the impact of Bitcoin’s idiosyncratic risks will be discussed, and the severity and probability 
of these risks following implementation of these mitigation measures will be evaluated.
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Bitcoin’s Idiosyncrasies

Bitcoin’s idiosyncrasies are the factors that differentiate Bitcoin from NBCAs. They are summarised 
by Farrington et al as the combination of the following five factors:1

• Proof-of-work (PoW) algorithm
• Difficulty adjustment
• Native unit of monetary value
• Lack of a specifically identifiable founder
• Economic incentive created for distrusting individual actors

Whilst other assets may exhibit a few of the above, none combine all five. A sixth factor not explicitly 
mentioned by Farrington et al is Bitcoin’s uniquely fair launch, which is a factor few, if any, NBCAs 
can claim to have.

Proof-of-work (PoW)
The proof-of-work (PoW) algorithm enables one party to prove to others that it completed a task 
using computational power.2 This algorithm ensures the protection of honest contributions through 
punishing dishonest contributions and preventing attacks to the network when trying to reach a 
verifiable consensus. This is possible because attempts to manipulate the blockchain by passing off 
changes as honest would require a single actor reperforming as much work as the entire distributed 
network had to that point, and racing it in real time to overtake its aggregate.3

Difficulty Adjustment
Bitcoin’s difficulty adjustment assesses the difficulty of mining a Bitcoin block. It is measured in
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terms of computing power, where the harder it is to mine, the more computing power is required to 
mine a new block.4 Bitcoin’s difficulty adjustment ensures that the rate of discovery of new blocks 
remains relatively constant. As Bitcoin attracts more miners over time, the network hash rate will 
also increase over time. As a result, in response to increases in network hash rate, it is necessary to 
make it harder to mine blocks to ensure that the rate of discovery of new blocks remains constant.5

Native Unit of Monetary Value
As alluded to in the Bitcoin PoW algorithm discussion, Bitcoin can reward honest contributions and 
punish dishonest contributions. This necessitates the existence of a native unit of monetary value 
within Bitcoin’s protocol, as this is how it rewards honest contributions to the blockchain.6

Lack of Specifically Identifiable Founder
Bitcoin’s lack of a specifically identifiable founder allows it to be truly decentralised. This differen-
tiates Bitcoin from other NBCAs, who have recognised founders that exert influence over their pro-
tocol. Founders may be able to change certain properties of the NBCA, such as its supply inflation 
or its ability to tax holders. Hence, a founder’s changes may negatively impact on the NBCA’s utility 
of money as a store of value, causing the NBCA to draw parallels to a fiat currency controlled by a 
central bank.

Fair Launch
The final Bitcoin idiosyncrasy not mentioned by Farrington et al is its fair launch. By definition, a fair 
launch for a digital asset is a launch that has no early access, enables the token to be governed by 
the community from the outset, and allows everyone to equally participate.7 Bitcoin had what is 
considered to be the fairest launch of any digital asset, due to the following reasons:

• There were no pre-mined coins.8 Therefore, no individual had access to Bitcoin prior to its 
launch.

• Satoshi Nakamoto informed the Cypherpunk community of Bitcoin’s launch 2 months prior to 
mining the Genesis block.9 This allowed for word-of-mouth to spread about Bitcoin’s launch, as 
well as community participation, review and input.

• Nakamoto did not demand a fee to participate in Bitcoin’s launch. This allowed everyone, regard-
less of their wealth, to participate in Bitcoin’s launch.

Bitcoin’s fair launch was important as it ensured that everyone had equal access to the token’s initial 
distribution. Thus, no individual or entity had an advantage over others in access to the token.

4 H Partz, ‘Bitcoin mining difficulty surges 31% since July (mnchr.me/3nwP5PZ)’, CoinTelegraph, 22 September 2021, accessed 
9 November 2021.
5 A Farrington and ‘Big Al’, loc. cit.
6 ibid.
7 Fair Launch Capital ‘What is a Fair Launch? (mnchr.me/33Dmamb)’, Fair Launch Capital, n.d., accessed 9 November 2021.
8 S Nakamoto, ‘Bitcoin P2P e-cash paper (mnchr.me/3KhpRPn)’, Satoshi Nakamoto Institute, 31 October 2008, accessed 7 
January 2022.
9 ibid.
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Risk

From a financial perspective, the U.S. Securities and Exchange Commission (SEC) defines risk as “the 
degree of uncertainty and/or potential financial loss inherent in an investment decision.”10 Converse-
ly, from an engineering perspective, an appropriate risk definition would be “a way to express both 
the probability of occurrence and the consequences arising from such occurrence”.11 Both definitions 
are necessary as Bitcoin is relevant both as a financial asset and a software project.

Within the context of Bitcoin, systematic risks are risks that affect the entire digital asset class.12 
Conversely, idiosyncratic risks are risks that are specific to Bitcoin.13

Introduction to Risk Framework Approaches

To analyse the magnitude of Bitcoin’s idiosyncratic risks, a risk framework needs to be applied.

The risk framework used below to analyse Bitcoin’s idiosyncratic risks was developed by Australia’s 
prudential regulator, the Australian Prudential and Regulation Authority (APRA).14 For each risk, the 
framework determines an overall risk level on the basis of two factors; the probability of failure, and 
the impact of failure.

For the purposes of this piece, the naming of the two factors will be altered to (i) the probability of 
the risk occurring, and (ii) the impact of the risk occurring. 

The probability and impact of the risk occurring are both graded on a 5-point scale:
• Very low (1)
• Low (2)
• Medium (3)
• High (4)
• Extreme (5)

The overall risk rating will be the arithmetic average of the probability and impact ratings.

Overall Risk Rating = Probability Rating + Impact Rating
                                 2
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After development of an overall risk rating, a mitigation plan is determined for each risk. The purpose 
of a mitigation plan is to provide a clear understanding of the necessary actions needed to be taken 
to minimise the effects and chances of the risk occurring.

Lastly, a residual risk rating for each idiosyncratic risk will be determined. This rating describes how 
severe the risk is post-mitigation treatment. The higher the risk’s residual risk rating, the more severe 
the risk is, as no further mitigation is possible at this point. The residual risk ratings are determined 
based on the existence and effectiveness of the relevant risk mitigation plans, and they are graded 
as follows:

• Existence of risk mitigation plan, and near total mitigation (0.5)
• Existence of risk mitigation plan, and limited mitigation (between 0.5 and overall risk rating)
• Non-existence of risk mitigation plan (equal to overall risk rating)

Bitcoin’s idiosyncratic risks can be classified into the following categories:
• Technological
• Financial
• Regulatory
• Social

The below table provides an assessment of Bitcoin’s idiosyncratic risks, mitigation techniques, and 
the residual risk after mitigation.

Bitcoin’s Idiosyncratic Risks
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Type of Risk Risk Description Risk Rating Rating and Treatment 
Risk Mitigation Plan

Residual Risk 
Rating (RRR)

Technological - Steep 
Learning Curve Relating to 
Initially Interacting with Bitcoin

Loss of funds due to making 
basic mistakes when interact-
ing with the technology.

Probability: 3
Impact: 3
Overall: 3

Users can mitigate this risk by learning how to use Bitcoin 
through the extensive amount of online resources. 1

Technological - Loss or 
Destruction of a Private Key

Loss of funds due to the loss 
or destruction of a private key.

Probability: 4
Impact: 5
Overall: 4.5

Users can completely mitigate this risk through using in-
sured custodial wallets. These wallets control the keys to 
the Bitcoin, shifting this risk from the consumer to the wal-
let. Multisignature self-custody solutions can also be used.

0.5

Technological - Slowing or 
Stopping of Bitcoin’s 
Development

Loss of funds due to the slow-
ing or stopping of maintenance 
and development of Bitcoin’s 
open-source software proto-
col. 

Probability: 2
Impact: 5
Overall: 3.5

Users can do little to mitigate, let alone predict, any factors 
that will affect the development and acceptance of Bitcoin. 3.5

Technological - Over 50%+ of 
Processing Power Controlled by 
Malicious Actor

Loss of funds from a malicious 
actor controlling the process-
ing power of the network, and 
using it for nefarious purposes.

Probability: 1
Impact: 5
Overall: 3

Users can do little to mitigate this risk. However there is 
currently not enough hardware manufacturing capacity in 
the world to make this possible, due to ongoing ship short-
ages.15 Furthermore, 0.5% of the world’s electricity would 
need to be commandeered.16

0.5

Technological - Increase in 
Transaction Fees

Loss of funds from a fall in 
price of Bitcoin due to a de-
crease in demand for tokens 
caused by an increase in 
transaction fees.

Probability: 1
Impact: 5
Overall: 3

Users can completely mitigate this risk by using active 
solutions, such as the Lightning network, which reduce the 
number of on-chain transactions. It is recommended that 
users use the Lightning network for small, day-to-day trans-
actions that do not require the settlement assurances that 
base-layer Bitcoin provides.

0.5

8 M Attinasi et al, 2021. “The semiconductor shortage and its implication for euro area trade, production and prices,” Economic Bulletin Boxes, European Central Bank, vol. 4.
9 Cambridge Centre for Alternative Finance, ‘Cambridge Bitcoin Electricity Consumption Index - Comparisons (mnchr.me/3roLrZB)’, University of Cambridge Judge Business School, n.d., accessed 11 January 
2022.
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Financial - Custodial Risk Loss of funds due to misman-
agement or theft.

Probability: 5
Impact: 4
Overall: 4.5

Users can mitigate custodial risk through using a regulated 
custodian, using two-factor authentication (2FA) and creat-
ing strong passwords.

1.5

Financial - Failure of a Large 
NBCA due to Leverage and Re-
hypothecation in the 
Ecosystem

Loss of funds due to the con-
tagion associated with a col-
lapse of an NBCA due to the 
leverage and rehypothecation 
inherent in the protocol.

Probability: 4
Impact: 5
Overall: 4.5

Users cannot mitigate this risk, as leverage and rehypothe-
cation are systemically inherent within certain NBCA proto-
cols. Therefore, they could collapse at any time. The col-
lapse of such an NBCA could spread throughout the digital 
asset ecosystem, Bitcoin included, due to its circular and 
speculatory nature.17,18

4.5

Regulatory - Negative 
Regulation towards NBCAs

Loss of funds due to nega-
tive regulations surrounding 
NBCAs, of which the negative 
sentiment carries over to Bit-
coin.

Probability: 4
Impact: 4
Overall: 4

Users cannot mitigate this risk, as an individual user cannot 
prevent negative government regulations against NBCAs on 
their own. However, by understanding the difference be-
tween Bitcoin and NBCAs, a user can help limit the adverse 
effect of negative NBCA regulations on Bitcoin.  

4

Regulatory - Future 
Regulatory Changes to Bitcoin 
or Entities Dealing in Bitcoin

Loss of funds due to a nega-
tive regulatory change either 
with regards to Bitcoin, or an 
entity dealing in Bitcoin.

Probability: 4
Impact: 4
Overall: 4

Users are unable to predict or influence government regu-
lations with regards to Bitcoin, positive or negative. As such, 
there is no user risk mitigation plan for government regula-
tion. 

4

Regulatory - Making 
Acquiring, Owning, Holding, 
Selling, or Using Bitcoin Illegal in 
a Country

Loss of funds due to the price 
decreases subsequent to mak-
ing acquiring, owning, holding, 
selling or using Bitcoin illegal.

Probability: 3
Impact: 3
Overall: 3

Users are unable to predict or influence government deci-
sions to make acquiring, owning, holding, selling, or using 
Bitcoin illegal in a country. As such, there is no user risk 
mitigation for this risk.  

3

Social - Societal Preference of 
Fiat Currency over Bitcoin

Loss of funds due to the price 
decreases associated with so-
ciety’s widespread preference 
of fiat currency over Bitcoin.

Probability: 4
Impact: 5
Overall: 4.5

Users cannot mitigate this risk on their own as the realisa-
tion of this risk is purely determined by the individual prefer-
ences of other users.

4.5

8 L Alden, ‘An Economic Analysis of Ethereum (mnchr.me/Alden)’, Lyn Alden Investment Strategy, 25 January 2021, accessed 7 January 2022.
9 A Farrington and ‘Big Al’, ‘Only The Strong Survive - A Philosophical, Technical, and Economic Critique of Prospects in “Crypto” Beyond Bitcoin (mnchr.me/Farrington)’, Uncerto, n.d., accessed 11 January 2022.
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Bitcoin has idiosyncrasies that differentiate it from NBCAs, and idiosyncratic risks that have the po-
tential to cause the user to lose funds. While Bitcoin is considered a high-risk asset, there are miti-
gation treatments that can be used, or which are being considered and implemented by developers, 
to reduce its overall idiosyncratic risk dramatically, whether through reducing the risk’s probability 
or the severity of impact.

Conclusion
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