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In this piece, you will learn about the uncontrollable risks of Bitcoin, namely:
• What an uncontrollable risk is.
• What the uncontrollable risks of Bitcoin are.
• What mitigation strategies can be used to combat Bitcoin’s uncontrollable risks

and their effectiveness.
• Whether addressing Bitcoin’s uncontrollable risks is worthwhile and necessary.

Learning Outcomes

Research & Insights

0.50 CPD Hours  |  FPA Accredited

Note: This activity meets the guidelines for qualifying CPD, and has been accredited for continuing professional develop-
ment by the Financial Planning Association of Australia (FPA). This does not constitute FPA’s endorsement of the activity.
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Introduction

In the first article of our Risk Series, we outlined several frameworks which can be used to evaluate 
risk, such as the Value at Risk (VaR) and the Standard Risk Measure (SRM) frameworks, defined sys-
tematic and idiosyncratic risks and the four different categories Bitcoin’s risks fall under. Following 
this, in our second article, we evaluated the overall severity of Bitcoin’s idiosyncratic risks through 
the use of a risk framework adopted from Australia’s prudential regulator, the Australian Prudential 
and Regulation Authority (APRA), and developed risk mitigation plans for many of these risks.

When investing in exotic assets, investors would be wise to tread with caution. However, this can 
lead to investors worrying about situations or circumstances that, while potentially highly detrimen-
tal, have a low probability of occurring. Whilst Bitcoin has uncontrollable risks that mirror some of 
these criteria, and which should not be underestimated, there are more immediate risks that should 
be dealt with. 

In this piece, we look at some of the risks of investing in Bitcoin that are beyond mitigation or are 
impracticable to mitigate, which we define as uncontrollable risks. Furthermore, conclusions will 
be drawn to determine whether or not these uncontrollable risks may become controllable in the 
future.

Introduction to Uncontrollable Risks

Uncontrollable risks are factors that affect a product but the producer has no control over.1 Exam-
ples of uncontrollable risks from a business perspective include competitor choices, such as cutting 
prices or releasing innovative new products, and the weather (especially in the case of agriculture 
and construction), which can ruin even the best of plans.2
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The two most frequently discussed currently uncontrollable risks of Bitcoin are the technological 
risk of quantum computing, and the social risk of people simply opting to use fiat currencies over 
Bitcoin.

To understand the risk quantum computing poses to Bitcoin, the basics of quantum computing 
must be understood. Quantum computers differentiate themselves from classical computers as

Bitcoin’s Uncontrollable Risks



they utilise quantum mechanics rather than classical mechanics.3 The laws of classical mechanics 
to describe the behaviour of macroscopic objects (such as planets) using Newton’s laws of motion, 
whereas quantum mechanics uses laws such as Heisenberg’s uncertainty principle and de Broglie’s  
dual nature of matter to describe the behaviour of microscopic objects (such as atomic particles like 
electrons).4 While classical computers perform operations using classical bits (which take the value 
of 0 or 1), quantum computers use quantum bits, or qubits, which take the value of 0 and 1 at the 
same time, as they exist in a superposition where coefficients indicate the relative probability of a 
qubit being in either the 0 or the 1 state.5 Given n-bits, only n pieces of information are required to 
define the state of a classical computing system, as each bit only contains 1 piece of information, 
which is whether the bit equals 0 or 1. On the other hand, 2n pieces of information are needed to 
define the state of a quantum computing system, as quantum computing systems also account for 
the coefficients that indicate the probability of a qubit being either 0 or 1. The extra pieces of infor-
mation allows quantum computers to solve specific types of problems, such as cryptography, more 
efficiently than classical computers.

Once fully developed, quantum computers may (or may not) be able to derive private keys from 
public keys.6 Quantum computing may also increase the likelihood of 51% attacks, as attackers gain 
advantages in mining due to their capacity to search unstructured data. Finally, quantum computing 
attackers may be able to lead combined attacks, which would involve building a secret chain and 
selectively publishing blocks. This could compromise all funds contained in non-quantum-resistant 
addresses.7

The other noted uncontrollable risk pertains to the possibility that the Bitcoin protocol stack be-
comes fully developed, i.e. is capable of supporting billions of users or global commerce in general, 
but no one in society wants to use the system.8 Bitcoin failing to properly monetise will result in an 
uncertain future for miners when the block subsidy is near zero in about 40 years’ time9,10 and min-
ers rely almost completely on transaction fees for income. The belief amongst proponents is that, if 
the Bitcoin network has properly monetised, this will mean that blocks are full of transactions 24/7, 
and there is a robust enough fee market to incentivise miners. Conversely, if the Bitcoin network has 
not properly monetised, blocks will contain few transactions. As such, each block would contain an 
insufficient amount of fee revenue to incentivise miners to mine solely for transaction fees. Nothing 
can be done to predict the probability of this occurring, or functionally mitigate the risk of it not 
occurring, as it depends on individual and societal preferences.

3 IBM, ‘What is Quantum Computing? (mnchr.me/35PXkkf)’, IBM, n.d., accessed 24 November 2021.
4 Steadyrun, ‘Difference between Classical and Quantum Mechanics (mnchr.me/32WCZbT)’, Steadyrun, n.d., accessed 1 De-
cember 2021.
5 Veritaserum, ‘How Does a Quantum Computer Work? (mnchr.me/3unMMmq)’, [video], YouTube, 18 June 2013, accessed 24 
November 2021.
6 D Chatterjee, ‘Could Advanced Quantum Computing Pose A Risk To Bitcoin Security? (mnchr.me/3sz4Esj)’, Nasdaq, 16 Octo-
ber 2021, accessed 24 November 2021.
7 D Chatterjee, loc. cit.
8 Stanford Department of Computer Science, ‘Disadvantages (mnchr.me/2ZvnPIV)’, Stanford, n.d., accessed 24 November 2021.
9 Bitcoin Wiki, ‘Controlled supply, (mnchr.me/3AUIZ1g)’, Bitcoin Wiki, n.d., accessed 25 January 2022.
10 Bitcoin miners are granted a “Block Reward” for successfully mining a block. This currently consists of a “Block Subsidy” and 
transaction fees. The Block Subsidy is Bitcoin’s means of network bootstrapping and coin distribution, with the first subsidy 
being 50 BTC per block. Every ~4 years (210,000 blocks), the subsidy halves. The current subsidy is 6.25 BTC per block. In 2040, 
the subsidy will be less than 0.2 BTC per block. The subsidy era ends in ~2136 when the 21st millionth Bitcoin is finally mined, 
at which point miner revenue is purely transaction fee based.
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The three primary methods that can subvert quantum computing attacks are utilising analytics to 
detect fraud, making changes to the interfaces of wallets, and changing consensus rules.11

Fraud analytics can detect quantum computers in the blockchain by developing a “reputation” 
score for each blockchain node. In particular, IP addresses and device details can be clustered, 
which would allow users to detect quantum computers.12 Next, changing the interfaces of wallets 
may mitigate the risk of quantum computing, as wallets would be able to advise users on how to 
avoid the consequences of a quantum computing attack.13 Finally, consensus rules can be changed 
to encourage behaviour that subverts the risk of quantum computing attacks. For example, as pay-
to-public-key (p2pk) and reused pay-to-public-key-hash (p2pkh) wallets are vulnerable to quantum 
computing attacks, a mark-up could be applied to economically disincentivise people from using 
them.14 All that said, should Bitcoin’s incentive structure hold up as it currently does, would-be at-
tackers would be incentivised to play within the rules and enrich themselves “fairly” with the tech-
nology and energy available to them, rather than cause universal wealth destruction. Just as it is 
impossible to predict exactly how quantum computing risks will materialise, it is also impossible to 
predict whether mitigants will be effective or implementable.

Whilst mitigants for quantum computing risk may emerge, the social risk of people not wanting to 
use Bitcoin following its complete development cannot be mitigated, as individual preferences can-
not be controlled. As Bitcoin is a decentralised project without an official leadership team or mar-
keting department, this effort will need to be spearheaded by individuals and Bitcoin entrepreneurs, 
and is not guaranteed to have any influence on broader social trends or preferences.

11 D Chatterjee, loc. cit.
12 ibid.
13 ibid.
14 ibid.
15 D Chatterjee, loc. cit.
16 Deloitte, ‘Quantum computers and the Bitcoin blockchain (mnchr.me/3sz4Esj)’, Deloitte, 12 December 2019, accessed 14 
December 2021.
17 Deloitte, loc. cit.

Potential Mitigation Strategies to Combat Bitcoin’s
Uncontrollable Risks

In terms of quantum computing risks, users may still be impacted by increased price volatility due 
to large amounts of Bitcoin being stolen from unsecure addresses even after maximising security 
levels.15 Furthermore, to protect from quantum computing, one’s public key must not be public, so 
attackers cannot derive the private key.16 If quantum computers can break into keys in times shorter 
than it takes for Bitcoin blocks to be mined, then the ecosystem will be jeopardised.17 That said, 

Impact of Mitigation Strategies on Bitcoin’s Quantum
Computing Risk
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quantum computing is a once-off, or a “zero to one” event, i.e., “quantum computing didn’t used 
to exist, and now it does, and it can’t “unexist”” - just like Bitcoin. Time and real-world experience 
will be needed to understand the negative or positive impacts quantum computing actually brings 
about. 

In terms of positive impact, quantum computing may revolutionise the Bitcoin mining industry, po-
tentially allowing quantum-equipped miners to mine with far less energy. All inefficient ASIC-based
miners would swiftly go out of business due to an inability to compete, whilst skyrocketing network 
hashrate would mean very fast bitcoin blocks for a few days until the network’s difficulty adjust-
ment recalibrates block cadence back to 10 minutes. Regardless of positive or negative outcomes,
Bitcoin’s internal safeguards, such as the difficulty adjustment, ensure that systemic equilibrium 
would ultimately be reached, even if market equilibrium may lag behind. To put it another way, the 
price of bitcoin may crash dramatically, or even go to $0 for a time, but Bitcoin would still exist and 
function, and may manage to rebuild market trust and value in the future.

18 R Huang, ‘Here’s How Quantum Computers Will Really Affect Cryptocurrencies (mnchr.me/3gqcjU1)’, Forbes, 15 June 2021, 
accessed 24 November 2021
19 M Webber, V Elfving, S Weidt, W Hensinger, ‘The impact of hardware specifications on reaching quantum advantage in the 
fault tolerant regime (mnchr.me/3qf1MAu)’, AVS Quantum Science, 25 January 2022, accessed 14 February 2022
20 S Roberts, ‘This new startup has built a record-breaking 256-qubit quantum computer (mnchr.me/3COO9Ng)’, MIT Technol-
ogy Review, 17 November 2021, accessed 18 March 2022
21 A Verheyde, ‘Google Claims ‘Quantum Supremacy’ with 53-Qubits (https://mnchr.me/3JyG95q)’, Tom’s Hardware, 22 Sep-
tember 2019, accessed 18 March 2022

Although Bitcoin’s uncontrollable risks are high impact, the probability of these events happening 

must be considered to evaluate the practicality, or even possibility, of trying to control these uncon-
trollable risks.

As of 2022, no quantum computers have been created that can break current encryption stan-
dards.18 It was calculated that 317 x 106 physical qubits are needed to break Bitcoin’s 256-bit encryp-
tion standards in 1 hour, while only 13 x 106 qubits are needed to break encryption in 1 day.19 As of No-
vember 2021, the quantum computer with the largest number of qubits is IBM’s 127-qubit quantum 
processor, which was described by the press as a “minor miracle of design”.20 Given that in 2019, the 
quantum computer with the largest number of qubits was the Google Sycamore, with 53-qubits21, it 
can be extrapolated that the number of qubits in quantum computers grows at a rate of 140% every 
2 years, or 55% every year. If this growth rate remains constant in perpetuity, we would see quantum 
computers being able to crack Bitcoin encryption in a little under 33 years from 2022. However, it 
is extremely unrealistic to assume that this exponential growth will continue for such an extended

Necessity of Addressing Bitcoin’s Uncontrollable Risks
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period of time. This assumption implies that qubits in quantum computers will grow at a rate faster 
than that perpetuated by Moore’s Law, which states that the number of transistors on a microchip 
doubles every 2 years, or that the growth in the number of transistors on a microchip is exponen-
tial.22 As a result, it would be an extremely bold prediction to assert that the number of qubits in a 
quantum computer will follow a superior growth pattern. Therefore, Bitcoin encryption is certainly 
not under jeopardy in 2022, and is extremely unlikely to pose a threat within the next 50 years.

Whenever a user wants to make a transaction using a particular Bitcoin address, they automatically 
reveal the public key for that specific address.23 Thus, the private key for an address can then be 
derived from its public key between the time the address is used to make a transaction, and when 
the transaction is “mined”.24 Therefore, for Bitcoin to be considered “quantum-resistant”, the time 
taken for a transaction to be mined must be smaller than the time it takes for a quantum computer 
to derive a private key from a public key.25

Quantum computing also presents risks that are more likely to impact broader society rather than 
Bitcoin over the short-term. For example, if Bitcoin’s signature and encryption scheme can be bro-
ken by quantum computing, the world’s nuclear arsenals, power grids, banking systems, and basi-
cally anything else critical to the running of civilisation can be broken by quantum computing. Some 
might say that this is akin to worrying about starvation in the event that the sun were to explode.

In terms of the social risk of people not wanting to use Bitcoin, it is quite blunt - people may simply 
opt for fiat currencies over Bitcoin, whether it manages to become a “full global money” (see Figure 
1) or not. Although Bitcoin has been steadily gaining institutional and even sovereign adoption26, the 
huge valuations predicted by strong proponents are predicated on mass social adoption as well.  
This is a constant and current risk facing Bitcoin, as people may change their opinions on Bitcoin at 
any time and for any reason. It is critical to note that Bitcoin is often marketed as a store of value, 
but based on the figure below, the Bitcoin ecosystem still has some growing to do before reaching 
the “reliable store of value” phase of its life. Speculators are betting that it will, and are placing their 
bets accordingly.

22 C Tardi, ‘Moore’s Law (mnchr.me/3CPjCz0)’, Investopedia, 26 February 2022, accessed 18 March 2022
23 Deloitte, loc. cit.
24 Deloitte, loc. cit.
25 Deloitte, loc. cit.
26 As at 31 January 2022, Bitcoin is legal tender in El Salvador, and 1801 BTC is directly held by the Salvadoran Government.
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Figure 1: Evolution of Bitcoin over Time as Defined by the Lindy Effect27

In summary, Bitcoin’s main uncontrollable risks are technological quantum computing risk, and the 
social risk of people not wanting to use Bitcoin. These risks exist, but they need to be placed within 
an appropriate context of likelihood and impact. Investing, and risk management, is about assessing 
and calculating trade-offs, and recognising that alpha arises from uncertainty. If a prospective inves-
tor determines that the likelihood of quantum computing compromising Bitcoin in the future is more 
likely than the Bitcoin ecosystem developing a solution to any future quantum attacks, they may be 
better placed investing elsewhere. Similarly if they were to determine that it was more likely that 
broader society will never be interested in adopting Bitcoin, they may take a similar approach. It is 
ultimately up to the individual investor to decide whether or not investing in an asset with numerous 
uncontrollable risks, such as Bitcoin, is within their personal risk tolerance.

Conclusion

27 M Mahmudov, ‘The Monetary Evolution of Bitcoin (mnchr.me/3mbC5xE)’, [tweet], Twitter, 26 July 2018, accessed 24 Novem-
ber 2021.
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Monochrome Asset Management

Email.  info@monochrome.co Tel.  +61 7 3608 5599

Monochrome Asset Management offers digital asset exposure for wholesale clients via a secure, regulated, and familiar 
investment vehicle.

Monochrome Research provides investment-grade insights, education and expertly-led research to assist investors in nav-
igating the digital asset industry.

The content, presentations and discussion topics covered in this material are intended for licensed financial advisers and 
institutional clients only and are not intended for use by retail clients. No representation, warranty or undertaking is given 
or made in relation to the accuracy or completeness of the information presented. Except for any liability which cannot be 
excluded, Monochrome, its directors, officers, employees and agents disclaim all liability for any error or inaccuracy in this 
material or any loss or damage suffered by any person as a consequence of relying upon it. Monochrome advises that the 
views expressed in this material are not necessarily those of Monochrome or of any organisation Monochrome is associated 
with. Monochrome does not purport to provide legal or other expert advice in this material and if any such advice is required, 
you should obtain the services of a suitably qualified professional. 

Disclaimer
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